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1 Creating offline events

With ibaDatCoordinator v2.3.0 it is possible to create offline-events and thus store data (e.g.
computed values) as events in ibaHD-Event-Stores. Writing data to events is supported via the
so-called Offline Event Task. Such a task can be added to any Job in ibaDatCoordinator.

1.1 Dependencies

Since a lot of different products are involved in order to create offline events, there are various
dependencies. For using the complete functionality of the offline-events, it is mandatory to
install the correct version of the other iba software tools.

ibaHD-Server v2.4.0 (or higher)

In order to write events with ibaDatCoordinator, the ibaHD-Server on the other side needs to
support this. The necessary changes for this were implemented in ibaHD-Server v2.4.0. Writing
to older versions of ibaHD-Server is not supported.

Note that during the installation of ibaHD-Server v2.4.0 existing ibaHD-Event-Stores are going
to be converted automatically into a new structure and existing configurations are going to be
adapted. Therefore, a down-grade to an older version ibaHD-Server will cause a loss of data in
this case.

ibaPDA v7.2.0 (or higher)

With the new offline event task, ibaPDA is no longer the only tool writing data to ibaHD-Event-
Stores. If an event store is used by ibaPDA and ibaDatCoordinator at the same time, a
corresponding conflict management is necessary. These changes have been implemented in
ibaPDA v7.2.0.

If ibaDatCoordinator is used to write data to an event store which is also used by an older
version of ibaPDA this will break your existing configurations and result in a loss of data.

ibaAnalyzer v7.1.7 (or higher)

As usual, the calculations needed for the single tasks in ibaDatCoordinator are done by
ibaAnalyzer. For a more convenient configuration and data selection in the context of offline
events, some changes were implemented in ibaAnalyzer v.7.1.7.

It is possible to use the offline event task with an older version of ibaAnalyzer, however, some
functions will not be available.

Summary

Table 1 summarizes the minimum software version of involved iba products to get full support of
the offline-events in ibaDatCoordinator:

Software component Minimum Software Version

ibaHD-Manager v2.4.0 or higher
ibaPDA Client v7.2.0 or higher
ibaDatCoordinator v2.3.0 or higher
ibaAnalyzer v7.1.7 or higher
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1.2 The Offline Event Task

It is possible to connect an offline event task to any ibaDatCoordinator job.
-1 New Task

R U0 B & < o o ¢F |l |w

This is possible for all different job types.

The upper part of the task configuration is the same as for all other ibaDatCoordinator tasks, i.e.
job name, execution, and notifications can be configured.

=1 1D
Task name |Genera1e ibaHD evert_1

[] This task is resource critical

=] Execute

() disabled () on success () on st failure

@) always () on failure

= Notify

@) disabled () on success () On 1st failure file

() always () on failure () On st failure task

= Data source

PDO file: | | & &

DAT file (optional): [ B [z

DAT file password (optional): l:l

=| Event configuration
Stare selectinn

Note that for the next steps it is mandatory to select an appropriate pdo-file where the
necessary calculations are done and are available in form of expressions. This can be
compared to the extract task, with the difference that every expression and logical in the pdo
can be used.

An optional dat-file can be specified, if also raw signal data shall be used for the offline event
task. For the final job-processing, these data are then available from the job, i.e. by going
through a list of dat-files or HD queries.

1.3 Overview of event configuration

The event configuration requires several steps which are done in different parts of the dialog.
Note that changes done here are not saved automatically to the ibaHD-Server. Only if
ibaDatCoordinator is closed or another task or job is selected, you are asked to confirm the
changes and save them to ibaHD-Server.

Claosing

Changes are made to the ibaHD events configurations. Do
you want to save these changes on the HD server?

tes
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The configuration dialog

[ Event configuration
Store selection

ibaHDserver:  [192.168.11.122 | Pot: [ 9130] | Select server... 1
27| E K F # Configuration  Client options
= a folder Active

: 3 Clapclosad

2

v subfolder_svent (Generate one event occurence per processed file

(Generate an event occumence for every rectangular pulse:

[ C:\Users'tseitz\Desktop'my_datfile.dat
- f Expressions

i\, [Average_thickness]

"\_,- [Average_temperature]

3

Part 1

Configure the connection to the ibaHD-Event-Store. This is the same as in any other dialog

where a connection to an ibaHD-Server is required.

Part 2

The destination event is selected here. Further, events can be managed, deleted, and newly
created. This dialog is similar as in ibaPDA and will be discussed in chapter 1.4.

Part3

The signal tree provided by ibaAnalyzer. All expressions from the pdo are available here. If a
dat-file has been selected, also raw signals and infofields are available

Part 4

The actual event configuration is done here. Again, this is similar to ibaPDA and is described in

chapter 1.5.
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1.4 Managing, editing, and creating events

By using the available buttons

B & |5zl || |4 ¥

new folders and events can be created, existing events can be copied or deleted, and events
can be moved up and down in the list. It is also possible to move events via drag and drop.

The add new event button will create a new empty event that needs to be configured manually,
the copy event button will duplicate all currently selected events.

An alternative method of creating events is using the HD Event wizard.

HD Event wizard O x

Event template Signals

=[] fx Expressions
W MatThickn_Yalid_TB]

Create event name from:

Signal Name ¥ IRl (Product_Within TheLimits_TB]
Create event message from: |:| 1 MatThickn_Valid_LB]

Signal Name w [ [Produet_Within The Limits_LE]
Event priority:

High v]

Trigger Mode:

Generate an event for every rectangular pulse ~

This wizard can be opened by dragging signals or expressions from the signal tree (the lower
tree) onto the ibaHD event tree (the upper tree). In the event wizard, it is possible to
automatically generate and configure events. The event wizard will generate an event for each
of the selected digital signals and use this signal as pulse signal. The name, message, priority
and trigger mode can be configured and will be applied to every created event.

The ibaHD event tree shows all available events on the connected ibaHD server. It is possible
to write data to any of these events from a single offline events task. A visual distinction is made
between events that this task actively writes by the color of the flash icon (a yellow flash means
this task writes this event, a grey flash means the event is available on the ibaHD server but is
currently not written by this task)

Note that if an event shall be used that is currently written by ibaPDA, it is required that this
ibaPDA is updated to v7.2.0 or higher. Otherwise this will break existing configurations. See
also the remarks about conflict management in the next chapter.
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1.5 Adding data to the event

A selected event from ibaHD-event tree is directly configurable in the dialog. Note that writing
data must be allowed for the logged in HD user if the user management is activated on ibaHD-
Server.

To start writing to an existing event, the ‘Active’ checkbox in the Trigger section needs to be
marked. This will also change the color of the flash to yellow. Making a change to the event
configuration will also mark this event as active. Newly created events are automatically
activated.

Conflict management

It is possible to change the configuration of existing events. These changes will be stored on the
ibaHD-server and will apply to all other clients currently using this event. If an ibaPDA client is
currently writing to this event, the changes only take effect in the ibaPDA client if the data
acquisition is restarted. If a change is made to the event name, numeric or text fields, the
ibaPDA client will reject the configuration when simply restarting the acquisition but requires to
apply this update in the data storage dialog. This is done as these are changes that will mostly
require changes to the local field configuration.

It is highly recommended not to change the configuration of existing events that are being
written to by other clients. This could lead to misconfigured events in other clients and also data-
loss in some cases.

In the Configuration tab of the event, all parameters for an Offline Event can to be configured:
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Configuration  Client options

Trigger
Active
(®) Generate one event occumence per processed file
Event time: (=) End time -

(O Generate an event occumence for every rectangular pulss:

Pulse signal: /B, Unassigned -
General
MName: |New event Priority: Mormal R |
Comment 1: |fir5t comment |
Comment 2: |second comment |
Message

the event message (some data:[avg_thickness] ) written by [ID]

Mumeric fields

Mame Channel Format h
avyg_thickness 5 M, [Average_thickness] 1.00

Text fields

Mame Channel E';i
‘ID 2 Aa Client ID

Generate one event occurrence per processed file
ibaDatCoordinator creates only one event per dat file or HD data extract. Non-constant numeric
values will be automatically averaged over the complete period.

Event time

Determines the timestamp of the created event. There are two predefined fields: “Start time”
and “End time” representing the start and end time of the dat file/HD extract. It is possible to
select any expression or info field defined in the PDO file from the dropdown or to write an
expression manually. These expressions must represent the number of seconds (as floating-
point value) starting from the beginning of the processed dat file/HD extract.

Note that all signals are evaluated at the selected time. We therefore recommend to use
constant values whenever a specific value needs to be written.

Generate an event occurrence for every rising edge (v2.3.1 or later)
This function will be available in v2.3.1 and may differ from the functionality described here.
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ibaDatCoordinator searches in the defined digital signal of the dat-file or HD data extract for
rising edges and creates an event for each found pulse. Non-constant numeric values will be
automatically averaged over the time-ranges where the pulse signal is true. The time stamp of
the event can be configured.

Using this option, it is possible to calculate the KPI for section which are bounded by a
rectangular pulse signal. All other raw values outside the TRUE areas of the trigger signal will
be ignored.

Trigger signal (v2.3.1 or later)
The signal where the ibaDatCoordinator searches for the rising edges in option ‘Generate an
event occurrence for every rising edge’.

Name
The name of the event. This name is displayed in the event tree and also in the event column of
the HD event table in ibaPDA.

Priority
Definition of the priority of the new event; the priority can be: High, Normal, Low

Comment 1
The first command field of the event.

Comment 2
The second command field of the event.

Message
The message text, combined with the numeric and/or text fields by adding placeholder with
square brackets and the field name.

Numeric Fields

Dynamic signal values which can be added to the event message. The name of the numeric
field can be added into the message with the button on the right. The signal or logical
expression used for the calculation can be selected via dropdown menu or with drag and drop
from the signal tree of the dat file. If the selected signal or logical expression is not constant, the
value is the average value of the signal in the time frame of either the dat file, the HD time-
range, or the individual periods of the rectangular pulse signal. The Format field defines the
number of digits before and after the decimal point for the value which will be added to the
message text.

Text Fields

Dynamic text signal values or file names which can be added to the event message. The name
of the text field can be added into the message with the button on the right. The signal or logical
expression used for the calculation can be selected via dropdown menu or with drag and drop
from the signal tree of the dat file.
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Additionally, there are two predefined fields available: ‘Processed filename’ and ‘Client ID’.
Processed filename will result in the filepath of the processed dat file. Client ID will give the
connection details of this application.

Important note
All used expressions need to be time-based. Length-based signals can be converted to time-
based signals using the function: ConvertBase ([lenghtbased_expression], 1, 0)

2 OPC UA Server for application info

Monitoring of job/task status and general ibaDatCoordinator status is now available via OPC UA
protocol. This feature was designed to work as similar as possible to the SNMP Server for
monitoring which is already available.

2.1 Setting up the server

First of all, go to the OPC UA Server pane, check the box Enabled and click Apply. Normally
status box should become green with message “OPC UA server running”.

Iy V:\_Ls _Ls_iba\iba_Misc\! gTest\myConfigurations_4.xml - ibaDatCoordinator v2.3.0 BETATY

File Edit View Help

OPC UA Server OPC UA server
Status

Configuration | Cerfficates | Tags | Diagnostic:
Enabled
Logon policies
] Anonymous
User name:
Password: (IITTT]
[] Certificate
Security policies
] Mane
[] Basic128Rsal5 Sign & Encrypt
[] Basic256 Sign + Sign & Encrypt
..... 1
57 30bs ‘l Basic2565ha256 Sign & Encrypt
% 2D Endpoints
[ Logging IP address hostname URI o
¥ TCP/IP Watchdog b | LsNblenovo 48082 opc. top://Lshblenovo: 48082 5
= 53
& SNMP Server
@ OPC UA Server ] o~
(@ settings
» Reset Apply

2.1.1 Setting up anonymous mode with no security

For testing purposes, especially if you are not familiar with OPC UA you can enable all logon
policies and all security policies. This will give you the maximum compatibility with other OPC
UA applications (though at the cost of lowering the security).

The hostname of your PC should be detected automatically. Also we recommend to check if the
port number is not occupied by other apps and is not blocked by firewall.
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OPC UA server

Status

Configuration ] Certfficates lTags ] Diagnostics l

Enabled

Logon policies

Anonymous

User name: 123
Password: [TIITL

Certfficate

Securty policies

None

Basic2565ha2b6 Sign + Sign & Encrypt

Basic128Rsal5 Sign & Encrypt ~

Basic256 Sign + Sign & Encrypt ~

Endpoints

IP address /hostname Port
b LsMblLenovo

URI

an

48082 ) opc. tep://LsNbLenovo: 43082 copy

\

N

I=.'|‘a

X

—
Reset » [ Apphy ]

Standalone .:

Try to connect to ibaDatCoordinator OPC UA Server using some kind of OPC UA client, e.qg.:

e ibaPDA OPC UA Client

UaExpert (https://www.unified-automation.com/downloads/opc-ua-clients.html)

e Or any other application you’re got used to.

You will need to copy the URI to use it in your client. For example, here is the connection test

using ibaPDA OPC UA Client.
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i OPC UA server

Status
Configuration ]Cerl'rﬁcates Tags | Diagnostics ]
Enabled
Logon policies
Anonymous
Password: LIITTT l:l
Certificate
Securty policies
None
Basic128Rsa15 Sign & Encrypt ~
Basic256 Sign + Sign & Encrypt ~
Basic2565ha256 Sign + Sign & Encrypt ~
Endpoints
[P address/hostname Port URI
¥ Lshblenovo 43082 | opc. top: /fLsNbLenovo: 43082 =
I )
/
g L]
155 | 21 B - | Hardware | Groups Outputs | 53 [
| o= f\ =
[“ General ]‘i Ci i ]”\/ Analog l I Digital ]@ Diagniostics I
Connection
Endpoint Iopc.tcp:ffLsNbLeno\rc:-lBﬂBZ I ‘ l:l
f Message security: Timeout (s): 5 E‘ | Create address book ‘
Security policy: II Test connection I

9% OPC LA

OPC UA Client (1) Authertication: /

. Successfully connected to ope tep://LsNbLenovo:48082 =
3 Application name: ibaDatCoerdinator OPC UA Server

Application URI: umidsnblenovo ibaDatCoordinator-UA-Server

Product URI: uriiba-ag.com:ibaDatCoordinator-UA:Server

Successfully disconnected from ope tep-//LsNblLenovo 48082
-

Anonymous logon with Security None is the easiest way to configure the connection, but has
the lowest security, so, is not recommended for normal work.

2.1.2 Setting up secure connection using certificates

After you tested the connection in anonymous mode, it's recommended to set the higher
security, for example:
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Logon policies

] Anonymous

User name: 123
Password: sesnes

[] Certificate

Security policies
] None
[] Basic128Rsa15 Sign & Encrypt

[] Basic256 Sign + Sign & Encrypt

| Basic2565ha256 Sign & Encrypt v

Endpoints
IP address/hostname Port URI
» | LsMbLenova 43082 opc.tcp:/fLshblLenovo: 46082

Change connection settings in your client accordingly, and try to connect again:
Connection

Endpaoint: |opc.tcp:ff’LsNbLenovo:4EﬂBZ |

Message security: SignAndEncrypt ~ Timeout (g): 5 = Create address book

Security policy: Basic2565ha256 ~ ’w /+I Test connection I

Authentication: User ~ Usemame: | 123 |
Password: ses

TestConnection: Failed to connect to ope tep://LsNblenovo 48082: Emor establishing a connection: Emor received from remote host:
Certificate is not trusted.

SubjectMame: CN=baPDA OPC UA ClientLSNBLENCOVO

IssuerName: CN=ibaPDA OPC UA ClientLSNBLENOVO

Connection should fail with message similar to “Certificate is not trusted”. This is normal,
because we have not set a certificate trust yet.

Go to Certificates tab. Here you’ll see the ibaDatCoordinator’s certificate (is autogenerated,
on first launch) and certificates of all clients that attempted to connect ibaDatCoordinator.

Configuration | Certificates | Tags | Diagnostics |
#EB>X|0D |2 =B
MName Properties Issued By
ibaDatCoordinator OPC UA Server ibaDatCoordinator OPC LA Server
PI ibaPDA OPC UA Client@LSMELEN. .. | I ibsPDA OPC UA Client@LSMELEN. ..

&

o

Columns »

4

Trust

l Taggle user authentication

53 Copyto clipboard as text

[ Export
% Remove

Find your client’s certificate and, and use the context menu or the toolbar to set that you trust it.
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Certificates of all new incoming connections are automatically rejected; so, you should set
trust manually for each new client.

Try connecting again; you should succeed now.

.Conﬁguration Certificates ] Tags I Diagnostics l
*E>X|9@|2 | =B

MName Properties Izsued By Expiration D
| ibaDatCoordinator OPC UA Server @' ﬁc}' ] ibaDatCoordinator OPC UA Server 2021
I ibaPDA OPC UA Client@LSNELEN. ., @' I ibaPDA OPC UA Client@LSNELEN. ., 2030

E Groups  Outputs 3 I3

OPGUA Glient
K General | J& Connection ]"'\J Analog ] II' Digtal ]@' ‘ﬁa‘gnostics ]

Connection
Endpoint: |opc.tcp:ﬁLsNbLenovo:4Eﬂ32 \ |
Message security: SignAndEncrypt e Timeout (s): 5 \ Create address book
Security policy: Basic2565ha256 e I Test connection I
Authentication: User w Usemame: |123 |

Password: |ou /

e

Successfully connected to opc tep://LsNblLenovo:-48082
Application name: ibaDatCoordinator OPC UA Server
Application URI: umdsnblenovo-ibaDatCoordinator-UA-Server

Product URI: uri-iba-ag.com:ibaDatCoordinator:UA:Server
|’.:|“u::::essf|.||h.I disconnected from opc tcp-//LsNblLenovo-48082

2.1.3 Setting up a user certificate

You can use a certificate authentication instead of username/password.
To configure this check corresponding checkbox:

Logon policies

[] Anonymous
[] User name: 123
Password: T

Certificate

Both (or even all three) ways of authentication can be active simultaneously; though for better
security it's recommended that only one of them is active at a time.

Generate a user certificate using tools of your OPC UA client. Try to connect with it. You should
fail, because this certificate is not yet trusted by ibaDatCoordinator.

Export the certificate from you client to *.der, *.cer or *.pfx file. Import the certificate in
ibaDatCoordinator using the toolbar button and then enable user authentication for it:
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Configuration | Certificates ] Taags l Diagnostics ]
FRB>X|99(3 =B

ame

Properties
ibaQatCoordinator OPC UA Server @ ? L
ibaPCA OPC UA Client@LSMELEN. .. @

b[ user certificate 3 @ I

Issued By Ext

ibaDatCoordinator OPC UA Server
ibaPDA OPC UA Client@LSMBLEN. ..
Leer rertificate T
Columns »
\ Reject

Toggle user authentication

_,
4

5]

Copy to clipboard as text
Export

X g &

Remove

Click Apply to apply changes and test your connection again. Now you should succeed:

Configuration ]Cerliﬁ::des Tags Diagnosticsl

FE>PX| 9P| 2| = B

MName

Properties Issued By Expiratior
ibaDatCoordinator OPC LA Server @ ? " ibaDatCoordinator OPC UA Server 2
ibaPDA OPC UA Client@LSMBLEN. .. @ ibaPDA OPC UA Client@LSNBLEN. .. 2

3 I user certificate 3 r@ & I user certificate 3 2
O *

are | Groups Outputs | - 39%N

OEGUA CGlient({)

WM General j Connection an Nog ] I Digital l@ Diagnostics

Connection

Endpoint: |opc tep://LsNb Lenovo:dhﬂaxz |

Message security: SignAndEncrypt R imeout (s): 5 = Create address book

Securtty policy: Basic2565haZs6 v l Test connection !

Authentication: Certificate v Cofficate:

B5FBI46FAE 44445

/

Successfully connected to ope tep//LsNblLenovo 48082
Application name: ibaDatCoordinator OPC UA Server

8110922E50211A548306 | ||

Application LURI: um-dsnblenowo:ibaDatCoordinator-UA-Server
Product URI: uri-iba-ag com-ibaDatCoordinator-UA-Server
Successfully disconnected from opc top://LsNblLenovo:48082

2.2 Available tags

To see what tags are available you can go to the Tags tab. All tags are read-only. They are
divided into the following groups:

e License information

e Global cleanup settings for all local drives

¢ And information about all jobs and tasks, grouped by job type (Standard, Scheduled,
etc.)

The most important information here is the Node ID of each tag — you should use this ID in your
client to read or monitor the tag’s value.
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Also, you can see each tag’s data type, current value and description:

OPC UA Server OPC UA server

Status

Configuration ]Cert'rﬁcates Tags Diagnostics]

5 Jobs

|4y Status

1 Logging

¥ TCP/IP Watchdog

=]

& SNMP Server

¥ OPC UA Server

(@ settings

B3 Licensing

----- & Is valid

----- < Dongle serial number
----- 4 Dongle hardware 1D
----- < Dongle type

----- < Time limit
----- < Demo time limit

4 Drive Name
-4 Active
-4 Size

-4 Min free space
‘- Rescan time

-0 Drive EN

-0 Drive 'F:\

[~ Drive W\

=3 Standard jobs

| -3 Job Big Job"
il loh ComtradeTest'

Node ID:

| lbaDatCoordinatorGlobalCleanupDrive _D:\CurrFreeSpace

Value: [560057

‘ Description:

Type: [UInt32

Cumrent free space of the diive {in megabytes).

The list of available tags is identical to the one in SNMP Server.

Standalone .:
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