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1 General remarks

In ibaPDA v7.3.0 two breaking changes have been implemented affecting
¢ the post-processing option of a data store
e the function ExecuteCommand in virtual modules.

In case you are using these functions in your configuration and you are updating from a version
< v7.3.0 user interaction is required before you can start the acquisition again.

If you need support regarding this contact your regional iba representative listed on our website
(https://www.iba-ag.com/en/contact/).

1.1 Post-processing option in data stores

The post-processing option is a legacy function since v7.3.0 and it is not available any more for
newly configured data stores. It is recommended to use ibaDatCoordinator for post-processing
data files. ibaDatCoordinator is more reliable and offers a lot more possibilities.

In case you have configured a post-processing command in your data store configuration before
updating to v7.3.0 you can continue to use it. However, the post-processing command is not
executed anymore with the user the ibaPDA service is running on. Instead, it is required to
configure a dedicated user for execution. Unless you have configured a user the data store
configuration is invalid and the data store will not work.

Enter the user credentials in the post-processing configuration of your data store:

34 Data storage O x
5
NS E -
..... 1] Profies W
W v
{11 Stop prevention - ﬂ%wt‘-J
-- Il Diagnostics
[l Certfficates Post-processing in ibaPDA is deprecated. It is recommended to use ibaDatCoordinator for post-
= Data store 1 ! % processing dat files. ibaDatCoordinator is more reliable and offers more possibilities.
- & Trigger Mode
L, Signal selection The command is executed as the following user:
H Video triggers User name: | Mylocaluser |
Eﬂ Image triggers ]
B-cd’ Files Password: |.............. |
--da Irfo fields
Eﬁ, Cleanup strategy Command line executed at close of data file:
[ - | Post-processing
_____ lJ Add data store . |c:'-.Program Files‘iba‘ibaanalyzeribaanalyzer exe %f c\pdo‘analyse pdo

Special characters:
% : complete path of the data file (e.g. ¢ \dat'\pda(01.dat)
g : name of the data file (&.g9. pdali1.dat)
%h - name of the data file without extension (g.g. pdalli)

ﬁ | | | | | 1 Apply Cancel

0 1 2 3 4 5 6

1.2 ExecuteCommand function

The function ExecuteCommand has 2 additional parameters: user name and password. In
previous ibaPDA versions the command was executed in the context of the user that was
running the service. This was usually LocalSystem. Now this is no longer allowed. You now
have to configure a dedicated user for execution.
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iba /0 Manager [m} X
0 5 85 | %) [» - [Herdware | Groups Outputs | 33 (3

8 Click to add module ... ~

-#K OPC UA 1AL
i Click to add module ... T s |

3% Playback | £« General | "\ Analog | ]Il Digital |

= %’# Raw Ethemet Name Expression Active Actual +
< Link 1 [ ExecuteCommand(Ge. . [FAl=RaeT ne ) >0, "d:\workltest.camd”, ™, "test”, “encrypted_CHyYmSKs7FnWLvDAaW4SXFOeSChIUrMAKDOQESLQicudA | 2 v

ExecuteCommand(‘Trigger’, "Command"™, "Arguments™, "UserName", "Password™, "Timeout=0")
This function executes the command line ‘Command' 'Arguments’ on a rising edge of 'Trigger'. The return value is 1 when the command is running. Rising edges on 'Trigger' are ignored while the command is running. The optional ‘Timeout' parameter can be used to kill

the command if it doesn't complete within the spedified timeout. The timeout is expressed in seconds. If it is equal or smaller than zero then no timeout is used and the command can run forever. You have to configure the user that will execute the command via the

‘UserName' and ‘Password' parameters. You can use the text encryption feature to hide the password.
1

ey T

Since a password is sensitive information and shouldn’t be visible in a configuration there is a
new feature to encrypt text parameters. When you open the quotes and start typing a text then
the intellisense window will present you with the option to “Encrypt text”. When you select this, a
dialog opens where you can enter the text that you want to encrypt. When you click “OK” the

text is encrypted and put in the expression.

E‘ 'I;V,‘ExemtaeCommand([O.O], “d:\work\test2.cmd”, "test”, "password”)

% Create encrypted text

& Text: |
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2 ABB-Xplorer Interface

2.1 Defining Xplorer module in ibaPDA

The ABB-Xplorer interface in ibaPDA is used to measure data from ABB AC800 PLCs. Itis an
Xplorer interface which means that the data is cyclically read by ibaPDA instead of being sent

by the PLC.

iba 1/0 Manager
A B [ 21 (3 - ||Hardware | Groups  Outputs
+-4k General ~ -
ABB-Xplarer;

88 baFOB-Zio-Dexp
+ iballet £ Set all values to zero when the connection to a PLC is lost
Start acquisition ewven if a PLC is not accessible

v Allow inaccessible parameters
iy Click to add module ...

Manage address books
Open log file

Reset counters

+-§5 AB-¥plorer
- & Audio
- (@ BAR-Xplorer

Update ti... Response time

- Bachmann-Xplorer Actual Actual  Average  Min
+ & Codesys-¥plorer 0 ABB-Xplorer MMS (20) 422 [a] 79 100,3ms | 20,8ms | 26,4ms 8,1ms | 918,2ms |~
-5¢= EGD 1 ? ? ? ? ? ? ? ? ?

-y EtherNet/IP 5 5 5
L OIGE ~

e ]

Read Error

Mame
counter  count

Data size
Max

? ? 2 ? ? ? ?

The ABB-Xplorer interface shows a table of the available connections. Per ABB-Xplorer license
you get 16 connections. A maximum of 240 connections are allowed. This means that maximum
15 licenses can be used. Each connection corresponds to a row in the table. The row is green
when the connection is ok and data is being read. The row is orange when the connection is ok
but the data is coming slower than the configured update time. The row is red when the
connection could not be established. The row is grey when there is no connection configured.
The response time is the time it takes to read the data for a connection. The table shows the
actual, average, minimum and maximum values of the response time. The update time is the
time between 2 read operations. The data size shows how much data is read per read
operation; in between brackets is the number of commands used to request the data. You can
use the “Reset counters” button to clear the counters for all connections. Clicking “Open log file”
opens the most recent log file related to ABB-Xplorer connections.

On the interface you can also decide how to handle some error conditions:

¢ When the connection to a PLC is lost during the acquisition then you can choose if the
values stay at the last read value or if they are set to zero.

o When a PLC is not accessible during the start of the acquisition then you can choose if
the acquisition starts without this PLC or if the acquisition is not started. When the
acquisition is started without the PLC then ibaPDA will periodically (every 10s) try to
connect to the PLC during the acquisition. As long as the PLC is disconnected the
values will remain at zero.

¢ When ibaPDA tries to access an operand that is not available when validating the I/O
configuration, the PLC will return an error. If the option “Allow inaccessible operands” is
enabled then ibaPDA will ignore this signal and start the acquisition without this signal. If
the option is not enabled then the acquisition will not start.

The “General” tab of an ABB-Xplorer module looks as follows:
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4 General ‘j‘Connedion /\uﬂnalog J]I Digital @ Diagnosti

v Basic
Module Type ABB-¥plorer MMS
Locked False
Enabled True
Name ABB-Xplorer MMS
Maodule No. 20
Timebase 10 ms
Lize name as prefix Falze
v Mms
Lpdate Time 100 ms
~ Module Layout
MNo. analog signals 32
Mo. digital signals 32
Name
The name of the module.
Select symbols

Apart from the standard options that can be found on most other modules, the Update time has
to be configured. This is the time in ms between two read operations.

New signals can be added by clicking Select MMS variables at the bottom. This list is only
filled after a connection to the target PLC is configured and tested. Only variables defined as
MMS access variables in the ABB Compact Control Builder can be used here.

AL ARE MMS svmbal browse
e DD VIV SHMDOT Drowse

| Symbol: |PowerFai|urelnfo.D

%= Symbols »2;. Search

B[ Access Variables ~
----- # Bool00D

Bool001

®
# Bool002
- Bool003
-~ Bool(004
— @ Bool005
# Bool006
-~ Bool007
- @ DownLoadQuotaExc

E—}ﬁ!;0 PowerFailureInfo

# Reall00
— @ Real0D1
- ¢ Real002
- ¢ Real003
# ReallD4 v

[] Hide symbols with an unsupported datatype Update symbols Close

Using the MMS symbol browser you can easily add analog or digital signals to the MMS
module, by double-clicking any variable, or selecting multiple variables and clicking on “Add”.

m 7172



New Features ibaPDA v7.3.0

A General HJ’ICDI"I"BCHDI"I “\s nalog | [ Digital | Diagnostics

Connection
Address: [152.168.50.95 | Timeout fs) 5 z Test
Maximum number of objects to read in a single command: 64 = Create address book

In the Connection tab, all parameters to establish a proper connection to the PLC have to be

configured:
e Address: The IP address of the PLC at which the network interface of the PLC is
located.

¢ Timeout: the amount of time after which a connection attempt will be aborted.

o Maximum number of objects to read in a single command: ibaPDA tries to group the
requested items into as few requests as possible. If the load of the PLC-CPU is too high,
limiting parameters this will lead to smaller packages which can be handled without
causing a timeout.

When clicking the Test button, ibaPDA will try to establish a connection to the PLC and update
the address book, overwriting any previous address book related to the selected IP address.

Click on the Create adress book buttom in order to read the symbols from the PLC and save
them locally. Then, the symbols are also offline available via the Symbol Browser, i.e. without a
connection to the PLC. Thus, you can configure the signals for the measurement process.

Al General ,;‘l Connection | ™ Analog | ]I Digital | # Diagnostics

MName Linit Gain Offset Symbaol DataType Active
12 TestStringFast 1 0| TestStringFast STRING[255] L]
13 TeststringMormal 1 0| TestStringMormal STRING[255]
14 TestStringST 1 0| TestStringST STRING[255]
15 TestlintFast 1 0 TestUintFast DINT
16 TestUintMormal 1 0| TestUintNormal DIMT
17 TestUintsT 1 0 TestUintST DINT
18 TestWeordFast 1 0 TestWordFast DIMT
1% TestWardMormal 1 0 TestWardMormal DIMT
20 TestWardsT 1 0| TestWaordsT DIMT
21 1 0 INT ]
22 1 ] INT ]
23 1 ] INT ]
na El T™IT =1

The above figure shows an example of the Analog tab of a MMS module. The datatype is
internally synchronized to the current address book.
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J-“iﬁ General h’ Connection lf\x Analog I I Digttal I@ Diagnostics l

J'n‘u Analog values l I Digital values ]
Mame Symbaol Datatype Value Lnit
0 TestDintFast TestDintFast DINT 16777215 ™
1 TestDintMormal TestDintNormal DINT 0
2 TestDintST TestDintST DINT 128
3 TestDwordFast TestDwordFast DIMT 12666795808
4 TestDwordMaormal TestDwordMormal DINT 0
5 TestDwordST TestDwordST DINT 0
§ TestIntFast TestIntFast DINT 32767
7 TestIntMormal TestIntNormal DINT 0
8 TestIntST TestIntST DINT 505
3 TestRealFast TestRealFast REAL -0,084107
10 TestRealMormal TestRealMNormal REAL 500
11 TestRealST TeatRealST RFaAl -1.147341

The current values of the requested topics can be monitored in the Diagnostics tab. There a
further distinction is made between Analog values and Digital values.

iba I/0 Manager

)-8 ibaNet-E
At ABB-Xplorer

L. ABB-¥plorer MMS (20)
i 1f Diagnostics (21)
.l Click to add module ..
tag AB-Xplorer

o b Audio

J, B&R-¥plorer

}-E Bachmann-Xplorer

@ Codesys-Xplorer

-2 EGD

iy EtherNet/IP

}-ﬁ%% Generic TCP

k3= Generic LDP

B8 Hitachi MicroSigma

Frn TR e B e W e W e O e O e B W e

t

(1] ibaCapture
H-5P% ibalogic TCP

w-Ea| IEC 61850 Client
b IEC 61850-5-2
th LANDSCAN
}-ﬁ LMI-Gocator

i} Logix-¥plarer

k- et MELSEC-plorer
£ (5 Micro-Epsilan

Fer T e T s O O ot O e OO e O O s

O | 21 & - ||Hardware | Groups Outputs | 53 [

8l Diagnostics (2

O X

|| &’ General | Anlog | IIT Digtal |

~ Basic
Module Type Diagnostics
Locked False
Enabled True
Diagnostics
Module Mo. 21
Timebase 10 ms
Use name as prefix False

~ Diagnostics
Target module ABB-Xplorer MMS (20)

Name

The name of the module.

v |0 2048409651448192 0242288

w 8736 [ ok ]

Cancel

Apply

A diagnostic module can be added to record additional information about the PLC connection.

Qﬁ" General | " Analog l I Digital l
Name Unit Gain Offset Active Actual

1 Data size 1 ] 79
2 Error counter 1 0 0
3 Response time (actual) ms 1 0 10,495 ms
4 Response time (average) ms 1 0 10,495 ms
5 Response time (min) ms 1 [u} 7,0319 ms
& Response time (max) ms 1 0 918,181 ms
7 Update time (actual) ms i o 100,675 ms
i Update time (configured) ms 1 [u} 100 ms
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2.2 Defining access variables in ABB Compact Control Builder

All variables accessible from ibaPDA must be mapped into the MMS Access Variables in the
ABB Compact control builder. For activating and configuring the MMS connection for your PLC,
please refer to the manufacturer manual. Normally MMS should be activated by default once the
Ethernet connection is configured.

& Compact Control Builder AC 800M - TestMMS  (Offline) | = || E |[win]
File Edit View Tools Window Help
ar %53 @
= By TesthMS
i Libraries
3, Applications
S 4 Controllers
E _J Controller_1 (192.168.50.52)
----- 3, Connected Applications
----- I, Connected Libraries

----- 4 Hardware AC800PEC 800
----- B Tasks
-~ gl Access Variables

4 4 + M \ Description /(' Check }\Message/‘

Open the used controller and edit the Access Variables. Select the MMS tab here.
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“§~ Access Variables - Controller 1 ===
Editor Edit View Insett Tools Window Help
BEg S@ o« BB G & O o

Name Path Data Type Attribute o
265 |PowerFailurelnfo Application_1_Progra |[Powerfailurelnfo
266 |OccOfRst Application_1.Progra |[date_and_time
267 |DownlLoadQuotaExc |Application_1.Progra bool
268 |TestArr Application_1.Progra ArrayObject
269 (Testint Application_1.Testsic|int
270 |TestDint Application_1.Testsic|dint
271 |TestDWord Application_1 Testsic/dword
272 |TestString Application_1 Testsic|string
273 |TestUInt Application_1 Testsic|uint
274 |TestWord Application_1.Testsic/word
275 (TestBool Application_1.Testsic|bool
276
277 4 Cut Ctrl+X
278 Copy Ctrl+C
279 ER paste Ctrl+V
il Clear Del
;:; Delete Row
283 m At Complete Word Ctrl+Space
284 @ Insert Path, Attribute From List... Ctrl+)
285 &% Search... Alt+F12

T2 Insert Path From Tree... Ctrl+T
286
287 Row Ins
288 Copied Cells
289
290
291 i
292 L
293
294
205 -
« » 4 MMS 4 SattBus A Address / < r
Row 276, Col 2

You can define a name for the access variable here, and select the appropriate path to the
variable inside the program. For this, you can either type it in and use the auto-fill feature
(Complete Word, Insert Path From List) or use the variable browser (Insert Path From Tree).

275 |TestBoal Application_1_Testsic/bool [ |
276 Application_1_ |
277 Programnl
278 grngramE
rogramd
279 Testsignals
280
281
0y
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=

= Access Variables - Controller 1% E\@

Editor Edit View Insert Tools Window Help

BEEH€ SR o« 3B@E AL & O 2ol

MName Path Data Type Attribute =
265 |PowerFailurelnfo Application_1.Progra |Powerfailurelnfo
266 |OccOfRst Application_1.Progra |date_and time
267 |DownLoadQuotaExc |Application_1.Progra |bool
268 |TestArr Application_1.Progra |ArrayObject
269 |Testint Application_1 Testsic|int
270 |TestDint Application_1 Testsic|dint
271 |TestDWord Application_1.Testsic|dword
272 |TestString Application_1.Testsic|string
273 |TestUInt Application_1.Testsic|uint
274 |TestWord Application_1.Testsic/word
275 |TestBool Application_1.Testsic|bool
276 Application_1. not found
277 E--B Application_1 -
278 l_:_lﬁ Testsignals El
279 ta--ﬁ CTLLT
SinGen_1
280 E?---a Booldd
2 e @ LR
282 [ Boalnz
283 | e [ Booll03
| N 2 s
8, 00001 . g BEEIDDE
26 00000 | @ BoalD?
287 | i @ FRealon
288( 1 - [P Realldl
29 1 i - (D Realldz
----- Real003
R I g Reald0d
Z2 L R IR A D Reallds —
292 | - @ Realdts L
293 | e (@ Realld?
24 | e [P ReallD3 il
206 dirt =
« » L MMS A4 SattBus . — b
Row 276, Col 2

When all variables are defined, select “Download Program and Go Online” from the main menu
to update the program in the PLC.
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& Compact Control Builder AC 800M - TestMMS  (Offline) | = || = |[s23a]

File Edit Eiewllauls Window Help

P e MR B Test Mode
B Online F5 P
E Download Project and Go Online Ctrl+D
Save "ColdRetain"-values
[nfos
Source Code Report nostics
View Accepted Difference Reports
Verify Portability B
D
- |4 Co Compiler Statistics
Task Analysis |
Maintenance 4
(]
E Setup r
b S Access Variables L4
4| m r
Reading project TesthMMS =
Reading library BasicLib

wl ol Lol I |
M 4 M \ Description .-’< Check l}.\!..I(alm;.ilrgel,.r’J

Compiles the project, downloads it, and goes online

In ibaPDA, press the button “Test” in the connection tab to update the address book. Now you
can select the new variables in the MMS symbol browser and add them to your ibaPDA project.
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3 Hitachi MicroSigma Interface

The MicroSigma interface in ibaPDA is used to connect to an IKS-LM-SN1G or IKS-LM-SN100
device, which is connected to a MicroSigma PLC network.

DEEEAD- lm‘ Groups  Outputs
T ol oSigma)
Configuration | Diagnostics
Active Manage address books
Start acquistion even f tanget network is not accessible
Connection
IKS address: Test connection
Local address: Change tanget IPs
Configuration port: Diagnostics port:
UDP port list: [29000-23200 | Allow ports through firewall
Minimal time {ms}): 10 5 Timeout (s): 10 =
Address book: Mibakorea pist - MICA folder: C:\mica - ENCODING: Windows-1252] B2 Update address book
akoras - PIST fle: C:\baKorea is - MICA folder: C \nica - ENCODIN SZEEiTEE e
jich_sample_M30000 - PIST file: D: hitachi_jpjkh_sample _MN30000 pist
MyAddressBook - PIST file: C:\ibakorea pist - MICA folder: C:\mica - EM
Noh_sample_N10000 - PIST file: D:\hitachi_jp“Noh_sample_N10000.pi
Create new address book
TTTTTTTTTTTTTTTTTTTTTTTTTI]TTT
v lD 25|s 51|2 FI|SS 1D|24 12|go 15|35 1.‘r|92 m| n Aoply Cancel

The Interface hosts the connection configuration. With the activation of the Hitachi license you
can configure one connection to an IKS-LM-SN1G/100. This connection can contain several
modules. When you set the interface to active, the appropriate settings can be selected.

e |IKS address: The IP address of the target IKS used to communicate with ibaPDA.

e Local address: The interface address of the ibaPDA server used to receive data
telegrams from the IKS

e Configuration port: The IKS port used to update the configuration

e Diagnostics port: The port for the module where the IKS sends internal diagnostic data
to. Must be outside the UDP port list range

e UDP port list: range of ports used for the modules receiving data from the IKS
¢ Minimal time: The minimal update time for the data modules

e Timeout: Timeout for communication

e Address book: The address book used for the current connection

e Test connection: Test connection to the target IKS

o Change target IPs: Change the IPs used by the IKS.

e Get address book: Parse PIST solution file and Mica project folder for available
variables and modules

e Select active modules: If an address book is available, select the modules to be used
by ibaPDA
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¥% Import MicroSigma solution

Mame: | Mew Plart| |

Encoding: |isn-2ﬂ22—jp Code page: 932 |

PIST solution file

Path from server: |C:\sam3jlant.pist |

|lsemame: | |

Password: | | Test

Mica folder
Path from server: |C:‘\mica

semame: | |

Password: | | Test

Cancel

By selecting the option “Create new address book” in the address book dropdown list, a new
address book can be created by importing the defined variable settings from a Hitachi project:

e Name: The name of the new address book

e Encoding and Code page: the code page used for reading the project files, if the PC
running the Hitachi software is using another language setting than the ibaPDA PC

e PIST solution file:

o Path from server: Path to the PIST solution file, can be selected using the browse
button

o Username: Optional username for accessing the file if it resides on a network
share

o Password: Optional password for accessing the file if it resides on a network
share

o Test: Test access to the path containing the PIST solution file
e Mica folder:

o Path from server: Path to the mica project folder, can be selected using the
browse button

o Username: Optional username for accessing the folder if it resides on a network
share

o Password: Optional password for accessing the folder if it resides on a network
share

o Test: Test access to the path of the folder
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Connection with ibaPDA

IP Address (X1): [152.168.30.210 |
Netmask (X1): [265.255.255.0 |
IP Address (F1): [192.168.111.210 |
Netmask {F1): [265.255.255.0 |
Configuration Port: |2545D |
Ethemet Adapter: 1G Bthemet (RJ45) ~

Connection inside MicroSigma Network
IP Address: |152.‘IEB.1.55

Cancel

With the dialog “Change Target IPs” the IP addresses, Ethernet adapter, and the configuration
port used by the IKS device can be changed. After changing an IP address, the IKS has to be
rebooted, which takes about 2 minutes.

When an address book is loaded, the contained modules can be selected to be used by
ibaPDA. When pressing the button <Select active modules> the MicroSigma signal browser
opens.

5

MicroSigma target:
Generate IKS diagnostics module

B---ib:aKDrea Enable  Resource name: NOx20000_cycle2EN10000-102FF
=-pes0l
| L NGx20800_cycle 24N 10400-107FF Address range: (000 - (ixI0600
- Nix24080_cycle504N12040-1283F Memary size: Ox0DG00
i e Ne2C000_cycle 100#N16000-17000
= p!stD'I Name Description Local address Datatype Map as digital
N10000 N10000 0 INT ~
NE:(E%EC_C;:CIEEC"—.’PHQECE-QCEF T N10001 SR B =
b N (e 25400 _cycle 100:N12A00-135FH
M10002 M10002 4 INT I:‘
MN10003 MN10003 =] INT I:‘
MN10004 MN10004 8 INT I:‘
MN10005 MN10005 10 INT I:‘
MN10006 MN10006 12 INT I:‘
MN10007 MN10007 14 INT I:‘
M10003 M10003 16 INT I:‘
M10008 MN10009 13 INT O
M1000A M1000A4 20 INT O
M10008 M10008 22 INT O
M1000C M1000C 24 INT I:‘
a 5| w1000 N1000D % INT O y
Reload address book Cancel

When checking the “Generate IKS Diagnostics module” checkbox, the diagnostic module using
the Diagnostics Port will be created.

You can activate each module by checking the “Enable” checkbox. For all signals of the
modules, you can select if the signal is used as 16bit integer or as 16 digital values by checking
the appropriate “Map as digital” checkbox.
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When you press <OK>, the selected modules are generated. If a module is too large for a single
UDP telegram (2048 integer signals), it is split into multiple modules.

iba 1/0 Manager

(=1 Bachmann-Xplorer

~

1 5 55 [ 2 (B - || Hardware | Groups Outputs |53 %

IKS-LM-SN 1 G DiagnaosticUDP

[=+-"@* Codesys-¥plorer
.* Ci:i}t?:add madule ... JPZ General ]{\} RIcky ]m Lig ]
=+ DTBox Request v Basic
* Click to add module ... Module Type MicroSigma Diagnostic UDP
----- H DTBox Request UDP Locked False
E‘V EF;D Enabled True
il Click to add module ... Name IKS-LM-SN1G Diagnostic UDP
== k] B_"IEFNEU'P Module No. 2
w:;-* Click to add mode .. Timebase 100 ms
5= Generic TCP Use name as prefix False
"y Click to add module ... ~ Advanced
E}% G_eneric UDP Swap analog signals No swap
iyl Click to add module ... Swap digital signals False
B- Hachi MicroSigma Inverse bit order False
IK5-LM-5N1G Diagnostic UDP
NOx20000_cycle2#N10000-102
ND«24000_cycle504N12000-12 Name
NO254D0_cycle 100, 00N 12A( MiarEseimnira
N« 25400 _cycle100.01H#N12A0
NOx2C000_cycle1006N16000-
N« 20800_cycle 28N 10400-107
NDx24080_cycle508N12040-12
=) HPC Request
il Click to add module ... v ﬁ T UL UL L
< > |0 2048 4096 6144 8192 102'40 122'33 14'335 ﬂlc 9229 foply Concel

The modules have advanced settings for the handling of the signals. For the Diagnostic UDP

module, Swap analog signals must be set to No Swap, Swap digital signals must be set to
False, and Inverse bit order must be set to False. For the Data UDP modules, Swap analog

signals must be set to Depending on datatype, Swap digital signals must be set to True,
and Inverse bit order must be set to True.

Within each module, you can select if the signal will be stored in ibaPDA by checking the
appropriate “Active” checkbox. For each analog signal, the data type can be changed. Default
data type is INT (16bit).

i iba |/O Manager

A 55 [ 21 & - ||Hardware | Groups Outputs | 53 [

Bachmann-*plorer A 2 F

* Click to add module ... Noxzoooo—c c'lez# 0000- ! :

Codesys-¥plorer —

-y Click to add module ... b= General | "V °9 ] I Digts ]

DTBox Request Name jin] Address DataType Actual Active

- Click to add module ... 0 N10002

Egg‘” Request UDP 1 N10003 N10003 x5 | BYTE '

INT. =l

- Click to add module ... 2 N10004 N10004 08 | omD

EtherNet/IP 3 N10005 N10005 OxA | DINT

* C|I.Ck to add module ... 4 N10006 N10006 oxc |DWORD

Generic TCP FLOAT

i Click to add module ... 5 N10007 N10007 0%E | pouBLE

Generic UDP 6 MN10008 N10008 Dx10 | INT

- Click to add module ... 7 ‘N10003 N10009 Ox12 INT

Hitachi MicroSigma

LT IKS-LM-SN1G Diagnestic UDP (2) 8 N1000A L XL I
NOx20000_cycle2#N10000-102FF (3) 9 N1000B 10008 0x16 INT

WE NO24000_cycle50#N12000-1203F (4] || 10 woooc e i

-PZ N0x25400_cycle 100.00#MN12A00-135F 1"

T NIx25400_cycle100. 014N 12A00-135F REBEED 110000 Ox1A|INT

VI NDx2C000_cycle 004N 16000-17000 ( 12 N10OOE N1000E 0x1C | INT

VT NGx20800_cycle2HN10400-107FF (8) 13 [ e OxiE|INT

-WI Nx24080_cycle 506N 12040-1283F (3

HPG Roquest 14 N10010 N10010 0x20 | INT v

i Clckto sddmode . VN [ T T T T T T T -

< > Jo 2048 4095 614 819 10240 12288 a3 w9229 ] Cancel
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iba /0 Manager O *
+ || Hardware | Groups OQutputs | 53
P P F ]

Bachmann-Xplarer ~
-y Click to add module .. Noxzoooo—-cydeZ# 00004 02F .
Codesys-¥plarer :
- Click to add module ... Il-l): SEteT ].-'\/ ALY [ II' pigital I
DTBox Request Name D DataType Bit no. Actual Active
- Click to add module ... 0 N10000 |0 M10000  BOOL i} ~
E;g‘”‘ Request UDP 1 N10000]1 N10000 | BOOL 1
* Click to add module ... 2 N10000j2 N10000 |BOOL 2
Etherhet/IP 3 N10000]3 N10000 | BOOL 3
"G*en‘;:zkjfg:ddm"d“'e 4 N10000J4 N1000D |EOOL 4
* Click to add module ... 5 N10000|5 N10000 | BOOL s
Generic UDP 6 N10000|8 N10000 |BOCL 6
* Click to add module 7 N10000|7 N10000 |BOOL 7
Hitachi Micro Sigma
W IKS-LM-SN1G Diagnostic UDP (2) 8 N10000j8 N10000 |BOOL 8

NOx20000_cycleZH#N10000-102FF (3) 3 N100003 N10000 | BOOL 3
-WZ ND<24000_cycle504N12000-1203F (4) 10 N10000]A N10000 |BOOL 10
-WE NDx25400_cycle100.004N 12400-135F
VT NOK25400_cycle100.014N12A00-135F || 11 N10000I8 N10000 |BOCL b
VT NOx2C000_cycle100#N16000-17000( || 12 N100OOJC N10000 |BOOL 12
-pg NO<20800_cycle2#N10400-107FF (8) 13 N10000]D M10000 |BOOL 13

NOx24080, 50N 12040-1283F
T—lPO Hequest_c"de ® 1l 14 o000k N10000 |BOOL 14

W

i Clok o add mode . v (T T -
< > o 2048 4096 6144 BI92 10240 12283 1433 w 9229 Aeply arice

When starting the acquisition, the active configuration is checked and updated if needed. After
changing the configuration, the data handling process on the IKS is restarted automatically.

pplying new I/O configuration

+ &) Checking license...

E}ﬂ Walidating 170 configuration. ..
o 6 170 corfiguration is valid
=+ @) OPC Server

E-{gy Hitachi MicroSigma

=@} Establishing cortact to target 1KS

@ Successful connection to target IKS at 192.168.30.210
-9 Corfiguration in IKS changed, restarting data task...

=@ Validating data storage corfiguration

B

il iba /O Manager

A 5 B [d # [ ¥ - ||Hardware | Groups Outputs |3 [
TS =
bE Nwz |[VE General | Analog |11 Digtal
VI NO24000_cycle50HN12000-12 Name o] Address DataType Actual Active
BT NDx25400_cycle 100.004N12A0 0 Mum Mum 0x0 DWORD 133 "
:; z&%_$21$;?${ 1 Part Part 0x4 DWORD 29350
VE ND20800_cycle24N10400-107 2 Byte Size Byte Size 0x8 DWORD 415
LT ND<24080_cycle504N12040-12 3 Version HW Versio... 0xC | DWORD 82000450
4 Version SW Versio... 0x10| DWORD 20200423
5 \ersion CPLD Versio... 0x14 DWORD 20000000
6 CPU Temperature 1 CPUT... 0x1C| FLOAT 0
7 CPU Temperature 2 CPUT... 0x20 | FLOAT 0
8 SM1G RX Framecount SMNIG ... 0x24| DWORD s}
% SMN1GRXFPS SN1G ... 0x28 | DWORD [v]
10 5N1G RX Blockcount SNIG ... 0x2C| DWORD 0
11 SM1GRXBPS SN1G ... 0x30 | DWORD 0
12 5N1G RX Max Blockcount SN1G ... 0x34| DWORD 0
13 SNIG RX Receive INC SNIG 038 DWORD ol [v] ™
| N T[T T T T T
< > o 2048 4096 6144 8192 102140 12'33 14\"536 c-lc 9229 Aeply Conce!

When the acquisition is running, the actual values can be watched in the “Analog” resp. “Digital”
tabs of the generated modules.
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iba 1/0 Manager O x
O 5 5 4 # % - ||Hardware | Groups Outputs | 53 [,
# " achi MicraSigma
I |KS-LM-5N1G Diagnostic UDP |
WE NOx20000_cycle2tiN10000-10 || Corfiguration | Diagnosti

T Nx24000_cycle50HN12000-12 Open log fle

L NOx25400_cycle100.004N 1240

L Nx25400_cycle100.01HN12AL Reset counters

T NOx2C000_cycls 1004N 16000

BT NO20800_cycle2HN10400-107 Update time
HE NO24080_cycleS0aN 1204012 Mame I;::I Erfg-g’oﬁt ﬁi‘;iavgags Actual Average Min Max
0 IKS-LM-SN1G Diagnostic UDP 29350 192.168.30.2... 235 1000,087ms | 1000,099ms | 753,864ms 1002,599 ms
1 MOx20000_cyde2#N10000-102FF 29000 1592.168.30.2... 23477 9,984 ms 9,98895 ms 0,003 ms. 43,652 ms
2 NDx24000_cyde50#N12000-1203F 29001 192.168.30.2... 4708 39,974 ms 43,99783 ms 11,108 ms 77,691 ms
3 NOX25400_cyde100.002N12A00... 29002 192.168.30.2... 2355 99,767ms | 99,97335ms | 58,677 ms 126,666 ms
4 NO25400_cyde 100.01=N12400. . 29003 192.168.30.2... 2355 99,863ms | 99,97425ms | 43,725 ms 126,456 ms
5 NOx2C000_cycle 100N 16000-17... 29004 192.168.30.2... 2355 99,962ms | 99,98841ms = 58,787 ms 126,412 ms
6 MOx20800_cyde2#N10400-107FF 29005 1592.168.30.2... 23477 9,978 ms 10,00177 ms. 0,002 ms. 43,425 ms
7 NDx24080_cyde50#N12040-1283F 29006 192.168.30.2... 4708 40,0591 ms 50,00186 ms 10,924 ms 77,551 ms
. s v T T T T L I 9229 _— —
1] 2048 4096 6144 8192 10240 12288 14336 @w

The interface “Diagnostics” tab now shows statistics concerning the data updates received from

the IKS.

iba 1/0 Manager [m] X
O 55 @ 21 » - || Hardware | Groups Outputs | 3 (%
£¥ General ~
] et Vicro5ima | Address boaks
PZ IKS-LM-SN1G Diagnostic UDP F A - .
b5 NBZ0000,cycleatNI0000-10: DTBox | #% 0PC UA | [ Simatic 57 |flla SIMOTION | (@] TwinCAT @ Bachmarn 1 | Hitachi MicroSigma |
T NOx24000_cycle50HN12000-1: Create address book
BT NOx25400_cycle00.002N 1241
T NG540 cycle100.01#N12A1 Delete selected address books
E :xlmrximﬁmw% Name za::nzr;;m:g . ler Solution ﬁ\te :ia folder ;:Smj;m S
. bbakorea 09, : :\bakKorea. pist Amica Dizgnost
DT NO:«24080_cycleSOHN12040-1: O e S )
NOx24000_cycle 50£N12000-1203F (4)
R NOx25400_cycle 100, 00N 12400-135FF (5) it
NOX25400_cyde 100,012 12A00-135°F (5) '
MOX2C000_cycle 1002 16000-17000 (7)
NOx20800_cycle2:#N10400-107FF (8)
NOx24080_cyce50£N12040-1283F ()
jkh_sample_N30000 11.09.2020 11:44 D:Yhitachi_jpljkh_sample_N30000... |D:Vhitachi_jp'jkh_sample_N30000_mica Edit
MyAddressBaok 11.09.2020 09:20 C:\jbaKorea.pist Ci\mica Edit
Noh_sample_N10000 11.09.2020 10:35 D:Vhitachi_jpYMoh_sample_N1000... | D:‘hitachi_jp\Noh_sample_N10000_mica Edit
A4 T | T T ‘ T T T ‘ T T T |
< > lo 2048 4095 6144 £192 10240 12282 14336 « 9220 Aoty Exncd

With the address books manager, the existing imported address books can be checked, edited

or deleted.
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4 Active Directory support in user management

The user management in ibaPDA is configured in the user management dialog. You can open
this via the “Configure” menu or via the keyboard shortcut CTRL+U.

28 User management - Oa X

&) ibaPDA user management is enabled. You can change user rights and create and remove users.
/2 You are logged in to the connected ibaHD server as iba-benelux local‘nic. You can only change your password. Only the admin user is allowed to modify users.

-~ & Curent user Connection to Active Directory
—-&5 ibaPDA (DEVPC-NICS)
=-f3 Local users
: admin (O Other domain
8 test
S test2
-5 Active Directory users User name: | ‘
-4l iba-benelux local
-8 caro
- 88 Domain Users
-3 2‘ ibaCCLing:ewers Use global catalog Test domain connection
=-{m} ibaHD (DEVPC-NIC5)
=-F5 Local users
i admin
& anonymous
5 8 fullscreen
S test
= B Active Directory users
=il iba-beneluxlocal
8 caro
- 88 ibaCCliveViewers
- 8 baCCRecordViewers
.28 ibaCCViewers

(® Domain that the server belongs to

Domain: | ‘

Password: | ‘

< >

. @ H Log in as domain user Save layouts on server Close

In this dialog you can configure the user management of both ibaPDA and ibaHD. In ibaPDA
v7.3.0 and later and ibaHD v2.6.0 and later 2 types of users are supported:

e Local users
e Active Directory users

The local users are users created in ibaPDA/ibaHD. The local user “admin” is always present.
He has the right to create other users and to assign rights to them. User management is
enabled by assigning a password to the admin user. You can disable user management again
by assigning an empty password to the admin user.

Active Directory users are users or groups defined in Windows Active Directory. On the Active
Directory users node you can configure to which Active Directory domain the ibaPDA/ibaHD
server should connect. If the ibaPDA/ibaHD server PC is part of a domain then you can choose
to use that domain. It is also possible to use another domain by entering the domain name and
credentials of a user within that domain. It is recommended to enter the fully qualified domain
name, e.g. iba-ag.local instead of just iba-ag.

The ibaPDA/ibaHD server will look for Active Directory users and groups in the configured
domain and its sub domains. When the “Use global catalog” option is checked then
ibaPDA/ibaHD server will additionally look in parent domains and trusted domains.
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28 User management - a X
@ ibaPDA user management is enabled. You can change user rights and create and remove users.
@' ibaHD user management is enabled. You can change user rights and create and remove users.
- : Curment user Connection to Active Directory
R "
& baPDA (DEVPC-NICS) (O Domain that the server belongs to
=-fa Local users
! .ol admin (@ Other domain
test - p
3 8 test? Domain: Ilba-ag.local ]
=8 Username: [ngorteer |
=4l iba-benelux local
: -8 caro Password: louno ]
- 88 Domain Users
- -#8 ibaCCliveViewers [ Use global catalog Test domain connection
=5 {ﬂ ibaHD (DEVPC-NIC5)

Via the buttons at the bottom under the tree you can add and remove users. You can add a
local user when you have the “Local users” node or one of its child nodes selected. You can

add a domain user or group when you have the “Active Directory users” or one of its child nodes
selected.

| &8 User management - O
Select Users or Groups X sers.
ange your password. Only the admin user is allowed to modify users.
Select this object type:
[Users or Groups I Object Types...
From this location:
|Entire Directory | Locations...
Enter the object names to select (examples): :
ibaCCViewers Check Names
Advanced... h oK Eancel Test domain connection
ory Users
jux local
aCCLliveViewers
ibaCCRecordViewers
‘ ibaCCViewers
| >
i
| B H Log in as domain user &t pas Save layouts on server Close
|2 Z

In case of Active Directory users the standard Windows Active Directory selection dialog opens.

You can select both users and groups. The added users and groups will appear under a domain
node in the tree.
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88 User management

-

) ibaPDA user management is enabled. You can change user rights and create and remove users.
You are logged in to the connected ibaHD server as iba-benelux local‘\nic. You can only change your password. Only the admin user is allowed to modify users.

- & Cument user Description User rights Effective rights
baPDA (DEVPC-NIC5) ] ibaPDA server rights
-Fi3 Local users o - 2
Lol admin User administration Denied ~ Denied
8 test Stop acquisition Granted + Granted
- & test2 Apply new I/O configuration Granted « Granted
el B —Agtlye Directory users Change locked modules Granted « Granted
=il iba-benelux local - t
) Apply new data storage configuration Granted ~  Granted
b o | 5
... 8 Domain Users Change locked data stores Granted + Granted
88 ibaCCliveViewers || Disconnect other user Denied + Denied
2.0 i ( . !
=-{@) ibaHD (DEVPC-NICS) 1 ibaPDA lient rights
=-f Local users
vvvvv Fet, Change password
& anonymous Change server 'Denied s Granted h
- & fullscreen Close dlient Granted + Granted
.’. test Resize dient Granted + |Granted t iba-benelux.local\Domain Users
=] B Active Directory users
-igi ibabenelux local Use menu and toolbars Granted Granted
-8 caro Interact with views Granted + Granted
i 3‘ ibaCCliveViewers Change layout Granted « Granted
o ?baCCRecordVlewers‘ Switch between layouts Granted + Granted
- 28 ibaCCViewers o -
Load layouts from server Denied ~ Denied
Save layouts on server Denied « Denied
Auto-close on inactivity Disabled + Disabled
Auto-disconnect on inactivity Disabled « Disabled
Force display style Disabled + Disabled
Send manual triggers Granted + Granted
Create ibaHD annotations Granted + | Granted
Configure ibaHD annotations Granted « Granted
< >

& & @ |H

Log in as domain user

Save layouts on server

Close

You can assign rights to a user or a group when you are logged in as a user that has the “User

administration” right. Rights that are not available are grayed out. For example the “Change
password” right is not available for Active Directory users and groups. By right-clicking on the
table you can copy the rights of a user to another user.

An Active Directory user can belong to multiple groups. Rights can be assigned to the user
directly or they can be inherited from the groups the user belongs to. The effective rights column
shows the result of this mechanism. In the screenshot the “Change server” right was denied for
user “Carlo” but he still gets the right because he is a member of the “Domain Users” group and
the “Domain Users” group has this right granted. If a right is granted then the tooltip shows from
which source(s) the right is coming. This effective rights column is only shown for Active
Directory users and not for groups and local users.

In the user management dialog you can log in as another user by clicking the log in button at
the bottom.

Connect to DEVPC-NIC5:9170

ibaPDA

(® Cument Windows user
(O Other user

User name: admin
Password:

Cancel
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The login form will appear and you have several options to log in.

You can select to log in as the current Windows user. This will only work when you are logged in
on Windows as a domain user. The ibaPDA/ibaHD server will try to find the user via the
configured Active Directory connection. If the server is able to find the user then it will look for
any rights that are granted to the user either directly or via groups the user belongs to. If the
user has some rights then he is accepted and the log in succeeds. If the user doesn’t have any
rights then the log in is denied. So in the case of the “Current Windows user” you don’t have to
provide a password.

You can also choose to log in by providing complete user credentials. The user name can be a
local user. The drop down shows the list of local users. The ibaPDA/ibaHD server will check if
the local user exists and if the password is correct. If this is ok then the log in will succeed.

The user name can also be an Active Directory user. You have to use the following syntax:
domain\user. The domain name can be the short name or the fully qualified domain name like
e.g. iba-ag.local. If the short domain name doesn’t work then please try the fully qualified
domain name. The user part should be the (legacy) user logon name. You should also provide
the Active Directory user’s password. The ibaPDA/ibaHD server will try to log in to the domain
from the user name using the provided credentials. So the server will not use the configured
Active Directory connection. If the login to the domain succeeds then the server will look for any
rights that are granted to the user either directly or via groups the user belongs to. If the user
has some rights then he is accepted and the log in succeeds. If the user doesn’t have any rights
then the log in is denied.

28 User management - O X
/% You are logged in to the connected ibaP DA server as iba-benelux local‘\nic. You can not modify any rights. Only the admin user is allowed to modify users.
/% You are logged in to the connected ibaHD server as iba-benelux local\nic. You can only change your password. Only the admin user is allowed to modify users.
o & Description ibaPDA user: ibaHD user: Effective rights
| =& ibaPDA (DEVPC-NIC5) | iba-benelux.local\nic iba-benelux.local\nic
[ --f3 Local users { -1 ibaPDA server rights
- :’dst"'"n | User administration Denied Denied
H € |
s : t | Stop acquisition Granted Granted
- test2 |
= B Active Directory users | Apply new IO configuration Granted Granted
=il ibabenelux local | Change locked modules Granted Granted
[ I
= caro i | Apply new data storage configuration Granted Granted
: :’ Domain Users |
.88 ibaCCliveViewers échange locked data stores Granted Granted
| =-{i) ibaHD (DEVPC-NIC5) | Disconnect other user Denied Denied
| &R Localusers | £ ibaPDA dient rights
admin Change password
- & anonymous |
.. & fullscreen Echange server Granted m Granted
- 8 test | Close dlient Granted Granted
3 s i\ X | iba-benelux.local\Domain Users
= u :’\A_c}lve Directory users |Resize dlient Granted iba-benelux.local\baCCLiveViewers Granted
=il |l;aber:1elux.local | Use menu and toolbars Granted Granted Granted
- caro TR
.88 ibaCCLiveViewers ;Inberact with views Granted Granted Granted
.88 ibaCCRecordViewers | Change layout Denied Granted Denied
-88 baCCViewers | Switch between layouts Granted Granted Granted
|Load layouts from server Denied Denied
| Save layouts on server Denied Denied
| Auto-close on inactivity Disabled Disabled Disabled
| Auto-disconnect on inactivity Disabled Disabled
| Force display style Disabled Disabled Disabled
| Send manual triggers Granted Granted Granted
| Create ibaHD annotations Granted Granted Granted
| Configure ibaHD annotations Granted Granted Granted
| € > |f
4 s F H Close

@ 23/72



New Features ibaPDA v7.3.0

The ibaPDA client can be connected to both an ibaPDA and an ibaHD server. It can be
connected as different users to both. The “Current user” node in the tree gives information
about the user accounts used to connect to the ibaPDA and ibaHD server. The “ibaPDA user”
column shows the rights granted to the user that was used to log in to the ibaPDA server. If it is
an Active Directory user then the tooltip shows from which user and groups the rights are
coming. The “ibaHD user” column shows the same for the ibaHD user. The effective rights
column shows the result of combining the right from the ibaPDA user with the right from the
ibaHD user. For most rights an AND relationship is used. This means that both users need to
have the right for the effective right to be granted. In the screenshot you can see that the
“Change server” right is granted to both users and that the effective right is then also granted.
The “Change layout” right is denied for the ibaPDA user and granted to the ibaHD user. The
effective right is then denied. The ibaPDA server rights are only available for ibaPDA users.
Some of the ibaPDA client rights are handled separately for ibaPDA and ibaHD. They are not
combined. These rights are grayed out in the “Effective rights” column.
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5 File buffer for timebased data stores

A new configuration section was added to the following timebased data stores:

"q:] Data storage

d 5 -

Stop prevention
- Ml Diagnostics
[z Certificates
E—}-[ﬁ Data store 1
- & Trigger Mode

% Signal selection
[+-<ge Files
= | & ibaHD data store 1

----- 4, Signal selection

- Dutfer
= DB/Cloud timebased data store 1

..... & Trigger Mode
-, Signal selection

—=f Buffer
= 4, Kafka cluster timebased data store 1

----- ﬁr Trigger Mode

[l Topics

=g Buffer
E}Wimebased data store 1

----- ﬁr Trigger Mode

-+ Signal selection

Buifer

=g MQTT timebased data stors 1
.- & Trigger Mode

G- (@ Topics

----- ; ; Add data stare ..

ml

e ibaHD timebased data store

e DB/Cloud timebased data store

¢ Kafka timebased data store

e Mindsphere timebased data store

e MQTT timebased data store

The new “Buffer” configuration nodes serve to configure buffering. The buffer can be seen as a

black box, in which items can be added in one end and removed in the other end. The oldest
item is removed first. The buffer is FIFO: first in, first out. All items that are processed by the

data stores with buffers pass through the buffer. Before an item can be effectively outputted to
the data sink (ibaHD server, database, Kafka cluster, MQTT broker or MindSphere), it must be

taken from the buffer.

If the connection to the data sink is lost, data will be buffered. The novelty in this feature is that

for the given data stores, the buffer can also be stored in files, instead of only in memory. The
files then reside in the file system of the ibaPDA server. There is always a memory buffer. It

can’t be disabled. File buffering is optional.

The major benefits of the buffering are:

@
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e A greater number of items can be buffered, while potentially consuming less RAM

memory.

e The buffer can be persisted if the acquisition stops. Buffered items that would otherwise
be lost can still be retrieved later on.

The MQTT timebased data store already had the option to buffer data in memory or files, but
the functionality is now expanded.

5.1 Configuration options

To configure the buffer, select the buffer node for the corresponding data store. The following
picture shows the default settings for most data store buffers:

4 Data storage O *
NEEH
----- j Profiles =
- Stop prevention RIS EL) ' - ‘m&'
- [l Diagnostics Memory buffer
_P)J Certificates
[ [ ibaHD data store 1 Maximum size: 80 < MB Current memory configuration: ?
iy Signal selection
b Buffer 10,000 =
=& DB/Cloud timebased data store 1
----- & Trigger Mode File buffer
Signal selection
g [ Use file buffering Current file configuration: 7
= 8 Kafka clustertimebased data store 1
..... & Trigger Mode C:\ProgramData‘iba\ibaP DA"\File Buffer
- @l Topics a0 -
..o Buffer = - GB
& I\gnc_lrs.phereh;in':based data store 1 Other buffer settings
----- y Trigger Mode
g giLgrf?al selection Maximum time: 43 % hours
-
no f\é@?timebﬂ:&;d data store 1 Memoary buffer diagnostics File buffer diagnostics
----- y Trigger Mode
- @l Topics ] ]
o Buffer Last tem removed: |? | Last tem removed: |? |
""" () Add datastore ... Fil level: [ | Fillevel: [ |
Unprocessed level: | 7 |
[TT T[T T[T T[T I T [ I rrrrrr]
0 2048 4096 6144 8192 10240 12288 16384 0 Peply Cancel
Depending on your needs, the buffer can be configured.
5.1.1 Memory buffer
Memory buffer
Maximum size: 8.0 = MB

Periodically persist memory buffer every 500,000 2| s

The memory buffer is always enabled. It can’t be disabled.

5.1.1.1 Maximum size

This is the maximum total size of the items buffered in memory. If the maximum size is

exceeded, there are 2 options:

o If file buffering is disabled, the oldest item in memory will be dropped (and it is lost

forever).
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e If file buffering is enabled, the oldest part of the memory buffer is moved to a buffer file.
Setting the maximum size is a tradeoff between performance and RAM memory usage.

5.1.1.2 Periodically persist

This option can only be enabled if the file buffer is enabled. If enabled, the whole memory buffer
is persisted to a buffer file periodically. The flush period can also be configured. It must be
between 10 s and 10 minutes (600 s).

This option can be used to reduce the probability that data is lost due to a power failure or crash
in the ibaPDA server. The typical use case is when a small amount of valuable data must be
handled with a bit more certainty.

5.1.2 File buffer

File buffer

LUse file buffering Cument file configuration: 7 |
File storage path: |C:'-.Pn:|gram Datatiba“ibaP DA\File Buffer |
Maximum size: 20 = GB

By default, the file buffer is not used. It can be enabled by checking the box next to “Use file
buffering”.

If the file buffer is used, it can produce files. The location where the files are stored can be
chosen. Use a local file system location (or a place recognized as such that e.g. resides on a
SAN). The file location is as seen from the computer where the ibaPDA server runs.

The same file location can be used for multiple buffer files, because the files generated by the
buffer of each data store have a unique name. Files from different buffers can thus be
distinguished by their name.

The location can be typed in the text box, or the “...” button can be used to choose a location
with the following dialog:

File buffer

Use file buffering Cument file corfiguration: ? |

File storage path: C:\ProgramData‘iba‘ibaP DA\FileBuffer | D

Maximum size: 2,0 =~ GB
Browse for folder on & n

Other buffer settings :
=2 ProgramData

< H-{J) hdb

< 4B =-{Z) Adobe

#-{) Anwendungsdaten
+-{2) baramundi

+-{Z) CodeMeter

Last tem removed: ? +-{) Desktop
_ =-{2) DockerDesktop
Fllevel I 55 Dokumerte
3+ ESTOS
- FLEXnet
=5 iba
+.j ibaDatCoordinatar
=3 ibaDaVIS
=-i[3) ibaPDA
P | il Buffer
#-) Kepware
+-{) Made in Office
#- Microsoft
+-{2) Microsoft OneDrive Y]

>

Maximum time 43

Memary buffer diagnostics

I

C:ProgramData‘iba“ibaP DA\FileBuffer

New folder [ ] Cancel

The maximum size of the buffer files can be configured as well. There can be multiple buffer
files in a file buffer. The buffer data files have the .buf file extension the index file belonging to
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the data files has the file extension .info. The maximum size is the combined size of all the
buffer data files.

If the maximum size of the file buffer is exceeded, the oldest file will be deleted.

When the acquisition stops while there are still items present in the memory buffer, those items
will be written to the file buffer. If file buffering is disabled, those items will be lost if they can’t be
written to the data sink in a timely fashion.

When the acquisition is started, the buffer resumes with the already existing buffer files.
However, if file buffering is disabled, existing buffer files will be deleted when the acquisition
starts.

5.1.2.1 Buffer files from the MQTT timebased data store in ibaPDA 7.2.x

Buffer files that are created with the MQTT timebased data store a ibaPDA version 7.2.x are not
compatible with ibaPDA 7.3.0. In the rare case that such buffer files exist and you do a version
update to v7.3.0 at this point of time, the buffer files will be lost.

5.1.3 Other buffer settings

Cither buffer settings

Maximum time: 43 hours

-

An additional setting that is valid for the buffer as a whole is the maximum time. Items older than
the maximum time will not be sent to the data sink. Files older than the maximum time can be
deleted. The maximum time has a value between 1 and 1000 hours.

For MQTT, there is an additional setting “Pause after sending ... messages”. That option limits
the rate by which items are sent to the MQTT broker, to avoid that it collapses when too many
items are sent at once. That can happen when the broker comes back online when the buffer
has already considerably grown.

—@) I'~T1indSphere timebased data store 1 Other buffer settings
- G Trigger Mode
-~ 4 Signal selection

& Buffer Maximum time: 43 % hours
MQTT timebased data store 1 Pause after sending 0 2| messages ffor 10ms)
- Trigger Mode
-l Topics Memary buffer diagnostics File buffer diagnostics

The options available for the archiver file buffer are described below.
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5.2 Diagnostics

5.2.1 In the buffer configuration control

Memory buffer
Maximum size: 8.0 = MB Curmrent memony configuration: 7
1 o

File buffer
[] Use file buffering Curmrert file configuration: 7

C:\ProgramDataiba‘ibaP DA\File Buffer

200 :| GB
Cther buffer settings
Maximum time: 1000 =-| hours
Memory buffer diagnostics File buffer diagnostics
Last item removed: |? | Last tem removed: |? |
Fill level: B | Fillevel: 2 |

Unprocessed level: |? |

The highlighted areas in the picture above show the actual status of the buffer in the ibaPDA
server. “Current memory configuration” and “Current file configuration” show the settings along
with an estimate of how long items can be buffered.

“Last item removed” in both the file and memory buffer diagnostics shows when the last item
was taken from that part of the buffer.

The fill level shows the percentage of used space in either the memory or the file buffer. In the
file buffer, items that are sent to the data sink are not immediately deleted. Only when a buffer
file is read completely, it is deleted. So it is possible that only part of a buffer file contains useful
data. The fill level represents the file size in %, while the “Unprocessed level” represents only
the useful data in the file buffer, in %.

5.2.2 Virtual functions

The following functions now also show information about the buffer usage:

DataStorelnfoHD
DataStorelnfoDB
DataStorelnfoKafka
DataStorelnfoMindSphere
DataStorelnfoMQTT
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DataStoreIlnfoDB(0,7)

- CE—

i DataStoreInfoDB{ Datastorelndex™, 'InfoType®)

This function returns information about the selected DB/Cloud data store.

‘Datastorelndex’ ==10

The following info types are supported:

0: Recording status:
0=Stopped
1=Waiting far trigger
2=Recording
3=Postirigger recording
: Data throughput in KB/fs
: Is server connected?

» Current buffer usage (in %%)
¢ Current file buffer usage (in 3t)

b L= T, I Y LR

» Unpracessed bytes in file buffer (in %)

: Recorded time since last start trigger expressed in seconds. This will be constant 0 for continuous recording. ||

Parameters ending with * are only evaluated once at the start of the acquisition.

5.2.3

OPC UA Server and SNMP

The same diagnostics information is also available in the OPC UA and SNMP server:

iba /0 Manager

9 SNHP server
IEC 61850 Server
Remate configuration
Multistation
-\l Address books
- (& Time synchronization
9 Knowhaow protection
. Stop prevention
{5l Cerificates
[+ HE baFOB-Zio-Dexp
(- BB ibaFOBo-Dexp
[#-ann ABB-¥plarer
(-8 BAR-Xplorer
[ E Bachmann-*plorer
[ “E= Generic TCP
[H-5= Generc LUDP
[ @ ibaCapture
[E
[E
[E
[E
[E
[E
[E

-1l ibalnSpectra

|EC 61850 Client

}-a Logix-¥plorer

H- 105 Micro-Epsilon

H-my MQTT

o208 oPC

- OPC UA

% Playback

iR Faytek

H-5p= 57 TCP/UDP

- 57-¥plorer

t- = Sigmatek-¥plorer

- SINAMICS-¥plarer
SINUMERIK-¥plorer

- il SOL database

t-da Text interface

(@] TwinCAT-Xplorer

- e Virtual

@@ Unmapped

O | 2 B - || Hardware | Groups Outputs | 53 (3

OPGUA Server

Configuration ] Tags ] Diagnostics I

- .

Tag settings
[] Publish all signals

Tag description: Comment 1

] o B2 @B |"w B

You have an ibaPDA OPC UA server+ license. You are able te

== ibaPDA
4 Title

— 4 Version
[#-[C3 Licensing
[ Acquisition
G- Clients
£ (= Data stores
I--D ibaPDA
[ ibaQDR
[ ibaHD Time
. ibaHD Length
7 ibaHD Evert
== DB Time

- Status

-] Recording Time
-] Store address
[ Connected
-7 Thrmughmt

-/ Buffer Level
-1 File Buffer Level

----- [T File Buffer Unprocessed

E .
F- () MindSphere Time
- MQTT Time
- [W] 25 Modules

[+ Writable tags
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iba /0 Manager

=% General

E QOPC UM Server
% |IEC 61850 Server
Remote configuration
Multistation

Address books
- (& Time synchronization

? Knowhow protection
Stop prevention

[+ B8 ibaFOB-Zio-Dexp
B ibaFOB-o-Dexp
[+t ABB-Xplorer

[ BAR-¥plorer
E}-E Bachmann-*plorer
3= Generic TCP
4= Generic UDP

[ ibaCapture

G111 ibalnSpectra
wf2H IEC 61850 Client
63 Logis-¥plorer
[0 Micro-Epsilon
g MQTT

=288 oPC

-4 OPC LA

-if Playback

Rl Ravtek

t-5p= 57 TCP/UDP
(I S7-%plorer

tm= Sigmatek-¥plorer
H-fla SINAMICS-*plorer
t-fIla SINUMERIK-¥plorer
£ i SQL database
H-de Text interface
(] TwinCAT-¥plorer
i o Virtual

B8 Unmapped

A B | ) B - || Hardware | Groups  Outputs

EPEEA——

Configuration | Objects | Diagnostics

|0| You have an ibaPDA SNMP servers license. You are able to sele

Chiect settings
[] Publish all signals

Object description: | Comment 1 ~

(= 1.36.1.41.45120
[ 0. Library
B 1.ibaPDA
-5 0. General
B 1. Product
D 1. Acquisition
E}Eb 2. Data stores
- 1.ibaPDAtable
[ 2. ibaGDR table
(- 3. ibaHD Time table
(- 4. ibaHD Length table
([ 5.ibaHD Event table
(-1 10. DB Time table
- 1. Kafka Time table
BQ—} 1. Columns

- 4 5. StoreAddress
- 4 6. Recording Time
. g 7. Connected
sk 8 Theughod

o

4 10, FileBufferLevel

----- 4 11. FileBufferlnprocessed
& [ TZ MindSphere Time table
(-] 13. MQTT Time table

- [® 23 3. Modules

H-- 4. Clients

5.3 Updating the data store configuration

The data store configuration can be updated when the acquisition is running. The configuration
has an influence on the buffered data. Some changes in the configuration can cause the data
that is currently in the buffer to become invalid. For example, when a signal is added to a DB
data store, the currently buffered data will become invalid, because its buffer relies on the table
and columns to remain the same during acquisition.

If an incompatible change is made to the data store configuration, buffer files can be deleted.
When buffer files are lost, the data that was contained in the buffer can no longer be retrieved.
Please be warned that buffer files can potentially contain gigabytes of data.
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6 File buffer for SQL output module

[S0Lguery 7)1

W General ¥} s0LQuery |\ Analog | [ Digital
w Basic
Module Type SQL guery
Locked False
Enabled True
MName SAL query
Module Nao. ¥
Timebase 10 m=
|Jse name as prefix False
 Module Layout
Mao. analog signals iz
Mo. digital signals 32
~ Trigger
|Jpdate time 5000 ms
Send mode On trigger
Send trigger [2.0] sql trigger
Queue size 1
Command timeout 10=

For SQL queries and SQL commands, there is a queue size. The queue size determines how
many statements are preserved if they can’t be executed, e.g. because a database is not
available. The Queue size is by default 1 for SQL queries and 1000 for SQL commands.
Originally, a queue of statements that still have to be executed was always stored in memory.

SQL command modules (“Outputs” tab in the I/O Manager) now have an additional tab “Buffer”
for extended buffer configuration including the queue size. For the input modules (SQL queries)
this new functionality is not applicable.

For SQL commands the queue can now have an arbitrary size in memory or in the file system of
the ibaPDA server. The queue is now implemented just like a data store buffer, as explained in
the previous chapter.

6.1 Configuration

For input modules (SQL queries), there is no configuration for the buffer available. The file
buffer is always disabled. Only the queue size can be changed in the properties of the “General”
tab.

In general, a queue size of 1 is recommended. It rarely makes sense to select more than 1
gueries at a time.

For SQL outputs (SQL commands), the same configuration as for the timebased data store file
buffers is available. The image below shows the default configuration for the buffers for SQL
command modules.
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iba I/0 Manager

OB 2 B - | Hardware Groups

= SQLdatabase

B 5QL command (1) U 0
= 4 SOl command ()
% 301 command 5} ! General | ! SQL Command |4+ Buffer
i Click to add module ... Memory buffer
Unmapped
Maximum size: B.0 = MB Curent memory configuration:
10,000 5
File buffer
[ Use file buffering Current file configuration:
C:\ProgramDataiba‘ibaP DA\File Buffer
2.0 | GB
Other buffer settings
Maximum time: 43 2. hours
Maximum queue size: 1000 |5 statements
Memory buffer diagnostics File buffer diagnostics
Last tem removed: |? | Last tem removed: |? |
Fill level: [2 | Fillevel: [2 |
Unprocessed level: | s |
LN L Y I Y L O
0 256 512 768 1024 1280 1536 17® » 136 Aeply e

The maximum queue size (originally config
integrated now on the “Buffer” tab.

That results in the following ways to limit th
e by number of statements

e by memory and file size

urable as a property on the “General” tab) is

e buffer size:

¢ by the amount of time that statements already reside in the buffer

6.2 Diagnostics module

The status of a SQL module can be monitored by using a diagnostic module. This diagnostic
module was extended and contains now additional signals about the buffering state.

e Buffered statements: the number of statements currently in the buffer.

e Buffered statements lost: the number of statements that are no longer in the buffer,
because the buffer size exceeded its limits.

e Buffer memory size (actual, avg, max): the actual, average and maximum memory size

of the buffer.

o Buffer file size (actual, avg, max): the actual, average and maximum size of the part of

the buffer that is stored on disk.
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iba I/0 Manager O X
- ardware | Groups Outputs E
Hard G O B3 E
-2 G 1 < 5
“é”;’;’c over SQL command Diagnastics{i i
388 OPC UA Server
@ SNMP server ' General | "\ Analog ] 1" Digtal l
IEC 61850 Server Name Unit Gain Offset Active  Actual
Remote corfiguration 0 iError counter 1 1]
Multistation i
Address books == e 1 0
- (& Time synchronization 2 Rows (ast) i 0
Knowhow protection 3 Rows (maximum) 1 1]
s Ele ? oo e -
- [l SOL database 5 Response time (average) ms 1 0
----- ¢ SQL command Diagnostics (3) 6 Response time (min) ms 1 0
% ggtquwg 7 Response time (max) ms ! 0
query
N’ PG Diagnostics (10) 8 Buffered statements L 0
SQL command Diagnostics {11} i ol |«
SQL d D (11) 9
10 Buffer memory size (actual) KB 1 0
= foe Virtual
----- £+ DataStorsfo (0 1 ffer memory sze (evg) @ 1 0
- ibaQPanel input (2) 12 Buffer memory size (max) KB 1 0
v e °
1_:5 Lookup table {5) 5
----- | ﬁ Click to add module ... 1+ eS| MB L 0
B e 1 e e ) = S
i L L L L B B B
0 2 sz s e 1m0 1% i e 193 [ OK | | fedly || Caned
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7 OPC UA Server module

Similar to OPC DA Server modules it is now possible to define tags in ibaPDA’s OPC UA Server
with write access which can then be measured in ibaPDA using an OPC UA Server module. To
be able to use this new feature the ibaPDA OPC UA Server+ license needs to be activated on
your dongle.

When using classic OPC DA Server modules a module is first created after which the
corresponding tags are automatically created in the OPC DA Server when applying the I/O
configuration. For the OPC UA Server modules the approach is different: tags first need to be
defined in the OPC UA Server after which they can be mapped by the user to an OPC UA
Server module. The reason for this decoupling is that with an OPC UA Server module it is
possible to measure any tag published by ibaPDA’s OPC UA Server; this includes e.g. tags with
write access that have been added using the Information Model. An OPC UA Server module is
basically an OPC UA Client module with an internal connection to ibaPDA’s OPC UA Server.

OP A Server

Corfiguration | Tags | Diagnostics

|ﬂ You have an ibaPDA OPC UA server+ license. You are able to select custom OPC UA tags via the checkboxes in the tree.

Tag settings
[] Publish all signals

Tag description: Comment 1 v
WL P A ] General X
S, ibaPDA Name Writable tags

e Title Node ID ns=3:s=F:0.5

L @ Version

(3 Licensing
G- Acquisition
(5 Clients Cument value:
|-;.} 3 Data stores T — -

|J:fr [J 3 Modules - foe 0. Virtuell
== Wiitable tags /

3 Add new writable tag folder..

Name: Write tags 0

Analog signals: 8 £

Digital signals: 8

==

In order to create writable tags open the I/O Manager and select the General > OPC UA
Server node. Expand the Writable tags node and click Add new writable tag folder... . A
dialog will appear asking you to name the new folder (which can then later be mapped to an
OPC UA Server module) and define the number of analog and digital signals.
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OPCGUA Server
Configuration | Tags | Diagnostics
Iﬂ You have an ibaPDA OPC UA server+ license. You are able to select custom OPC UA tags via the checkboxes in the tree.
Tag settings
(] Publish all signals
Tag description: | Comment 1 v
C | |Ba @ | 3% General A
B baPDA A Name Cos4
oo @ Title Node ID ns=3;s=:0.5.0.0.7
f Versoon Data type Float ~
3G licenang e
e Acquisition Byte
@ Clients DelInt1s
G- Data stores Valug VInt16
&[] 5 Modules | Va Fxnﬁéz
=iz Writable tags Ints4
== Write tags 0 UInt64
. 2 Analog [T
f\, Sine 1 ?g:ble
-\, Sine 2 et
“\ Sine 3 Curent value:
f\-’s'ned |v| ,,,,,,,,,,, - |
"y Cos 1
i @ e 0. Virtuell
"y Cos 2 %
"y Cos 3
-y Cos 4
P 2"\ Add new analog tag...
. B~ Digtal
{7 Add new writable tag folder... v

Once the tags have been created you can modify some of their properties using the property
grid on the right-hand side. For analog tags you can modify the Name, Description and Data
type; for digital tags you can modify the Name and Description (since the data type is self-
evident). Once a writable tag folder has been created, tags can still be added by clicking Add
new analog tag... or Add new digital tag... or using the context menu of the Analog or
Digital folder. Tags can also be removed using the X button in the toolbar, by pressing Delete

on your keyboard or using the context menu of the tag.
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OPC.UA Server
Configuration | Tags | Diagnostics |

@ You have an ibaPDA OPC UA server= license. You are able to select custom OPC UAtags via the checkboxes in the tree.

Tag settings
[] Publish all signals
Tag description: |Cnmmurl1 e

I:I + X |Ea @ General
@ Title A Name Write tags 0
i @ Version Node ID ns=3;5=F:0.5.0
() Licensing Description
& Acquisition
--[j Clients
#-(3 Data stores ’

»

@[] Modues
EJEb Whitable tags

Current value:

|'® saswssnsnnnnnnnnnn |

& fe 0. Virtuel

-\ Add new analog tag...
: @-C5 Digtal
{23 Add new writable tag folder...

Once all required tags have been created the writable folder can be mapped to an OPC UA
Server module. This can be done using the & button in the toolbar or by using the context
menu of the writable tag folder.

B iba 170 Manager m] X

{0 555 I 9 b - [Hardware] Groups Outputs |G (2

”*‘f;;;“lf:mm @l Write tags 0 (1)

0 baCant —
ﬁunku:!oaddmmm || ¥ General | "\ Analog | IIl Digtal |<¥ D |

=} & IEC 61850 Client Name Unit  Gain Offset  NodeD DataType
s Click to add module ... 0 Sinel 3;5=1:0.5.0.0.0 Float

[ 1EC 618509:2
i Cick to add mode . 1 sine2 ns=3;5=V:0.5.0.0.1 Float
=€) Logix-Xplorer 2 Sine3 ns=3;5=V:0.5.0.0.2 Float
i Click to add mode .. 3 Sine 4 ns=3i5=V:0.5.0.0.3 Float
ns=3;5=V:0.5.0.0.4 Float

£+ 8 MELSEC-Xplorer + 0
ns=3;5=V:0.5.0.0.5 Float

s Click to add module .
=-¥C Modbus TCP Client 5 Cos2
ns=3;5=V:0.5.0.0.6 Float
ns=3;5=V:0.5.0.0.7 Float.

B
H

s Click to add modle ... 6 Cos3
=% Modbus TCP Server
E i Click to add module ...

MQTT

s Click to add modle ...
8 Qopc

i Click to add modle ...
=] ﬂOPC UA

White tags 0 (1
ﬁ Click to add module ...
ﬁf Playback

(4= S57TCP/UDP

i Click to add module ...
=B 57-¥plorer

i Click to add module ...
EI = Sigmatek-Xplorer

s Click to add module ...
Er 0, SIMOTION-Xplorer

s Click to add module ...
Er 0, SINAMICS-Xplorer

-l Click to add module ..
a ﬁ, SINUMERIK-Xplorer

iy Clck o add modle T T T [ T T T [ T T T [ T T T [ T T T [ T T T [T T T[T T

SQL database
i -l Click to add modile Y !J 51|2 wlm 15!96 zoLs 254|ED 30|72 35|34 mssl 18 [ ok ] ek || Coned

A

K E|E R E | EE

7 Cos4
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The OPC UA Server module containing signals corresponding to the writable tags will be
automatically created under the OPC UA interface in the I/O configuration.

2K General _'f\f Analog | I Digital | &® Diagnostics |

v Basic
Module Type OPC UA Server
Locked False
Enabled True
Name Write tags 0
Module No. 1
Timebase 10 ms
Use name as prefix False
v  Module Layout

No. analog input signals 8
No. digital input signals 8

l MName
The name of the module.

Select symbols

Contrary to an OPC UA Client module only the basic module properties are present (since
communication with the OPC UA Server is internal).

Since an OPC UA Server module is decoupled from the OPC UA Server a module can also be
added from scratch (i.e. without mapping from a writable tag folder). This can be useful in case
writable tags added using the Information Model need to be measured.
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# OPC UA symbol browser

Path:
Datatype:
Node ID:
Comment:

|%¢ Symbols

x

|ibaPDA. Wrtable tags. Write tags 0.Analog Sine 1

Q

Search

[NNN

=-{- ibaPDA
#-() Licensing
#-(3 Clients
[#-(3 Data stores
-7 Modules
)= Writable tags
2= Write tags 0

o E2m

Analog

@ Sine 2
L@ Sine3
- # Sned
@ Cos1

£

-0

@ Cos2
@ Cos3
i@ Cos4

Digital

[[] Hide symbols with an unsupported datatype

Signal name:

Full browse path

[ A ||

Clooe|

Using the Select symbols link in the module’s General tab an address book of ibaPDA’s OPC

UA Server is displayed with which signals can be added analogously to a OPC UA Client

module.
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8 Encrypted client-server communication

In ibaPDA v7.3.0 the communication between client and server can be encrypted. There are 2
connections between client and server:

1. Main connection that is used to transfer configurations and diagnostics.
2. Data connection that is used to transfer signal data when the acquisition is running.

In the server access configuration, you can configure whether the connections should be
encrypted or not. Use the menu “Configure\Server access” to open the server access
configuration.

@ Server access configuration - O X
Reserved licenses
[[] Enable reserved licenses
Client name ibaPDA dlient license ibaQPanel license
e
X
Server access filter
[] Only allow client connections with an IP address that falls within the following IP address ranges
Range name From address To address
o
X
Client connections
Main connection: Allow both encrypted and unencrypted connections v
Data connection: Allow only unencrypted connections S
ibaPDA client licenses: 5 ibaQPanel licenses:
Name Version IP address Connected since Requested signals Licenses
;‘( DEVPC-NICS5Ynic 15 7.3.0 2 127.0.0.1 2/03/2021 9:30:43 0 ibaQPanel
DEVPC-NICS5'nic 19 7.3.0 £ 127.0.0.1 2/03/2021 9:53:45 v 0. Client
2012-SERVER \nic 20 (717 | 192.168.123.103 | 203/20219:59:26 | 0| Client
Aoply Cancel

In the client connections part you see the list of currently connected clients. For the main
connection you can choose between 2 options:

1. Allow both encrypted and unencrypted connections.
2. Allow only encrypted connections.

ibaPDA client versions older than 7.3.0 will always connect unencrypted. So if you want to allow
these older client versions to connect to your ibaPDA server you should select option 1. ibaPDA
client versions 7.3.0 or later will connect encrypted to ibaPDA servers with version 7.3.0 or later
and they will connect unencrypted to ibaPDA servers with versions older than 7.3.0.
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For the data connection you can choose between 3 options:
1. Allow both encrypted and unencrypted connections.
2. Allow only encrypted connections.
3. Allow only unencrypted connections.

Option 1 will use an encrypted data connection when the main connection is encrypted and an
unencrypted data connection when the main connection is unencrypted. An encrypted data
connection is only possible when the main connection is encrypted. So option 2 can only be
chosen when the main connection also only allows encrypted connections. When option 3 is
selected then the data connection will always be unencrypted independent of the type of main
connection. An encrypted data connection requires more CPU power especially when a lot of
data is transferred. That is why the default selection is option 3.

The icon in the “IP address” of the client connections table shows the type of the connection.
There are 3 possibilities:

1. £=: Both main and data connection are encrypted.
2. E1: Main connection is encrypted and data connection is unencrypted.

3. E£5: Both main and data connection are unencrypted.

These same icons are also shown in the status bar of the ibaPDA client.

admin % DEVPC-NIC5 (7.3.0 BETAST) ¥ 0,1kB/s 4 01kB/s
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9 Central certificate store

9.1 Overview

Certificates are required for SSL/TLS communication and can be used for secure
authentication. With this new feature, a central place for management of certificates used in
ibaPDA is provided.

Some interfaces, like the e-mail outputs, still use Windows certificates. Other parts of ibaPDA,
like OPC UA Server and the MQTT data store use certificates from the ibaPDA central
certificate store.

The global list of certificates is presented in a grid. It is available on a separate certificates node
under the general node in the I/0O manager and as a certificates node in the data storage
manager. The grid contains one row per certificate.

iba I/0 Manager O *
9
A B B I 2 [ - || Hardware | Groups  Outputs
=-4£% General W
----- 28§ OPC server
.. OPC UA Server —_——
- @ SNMP server S EHBX | @F 2R

|EC 61850 Server Mame Properties  Issued By Expiration D... Used By Thumbprint

-{h Remote: configuration » ibaPDA 001@D 972 ibaPDA 001@D 13/01/2031 ... 5766F54A. .

g:j::::gzoks ibaPDA 002@D 97 ibaPDA 002@D 13/01/2031 ... 37320C40...

& Time synchronization ibaPDA 003@D '@' ? ibaPDA 003@D 13/01/2031 ... OPCUAServer | AE1A4C3...

- @ Knowhow protection ibaPDA DO4@DESKTOP-2ATLR1Q @ 7 3 |ibaPDA D04@DESKTOP-... | 13/01/2031... FC98487F...

Stop prevention ibaPDA 005@D 972 ibaPDA 005@D 13/01/2031 ... 8DBO92C...
N im-sPéL ibaPDA®127.0.0.1 [V ibaPDA®127.0.0.1 | 5/02/2031 1... OFSD43ES. .
i \‘5' 50L command Diagnostics (3) blabla.com '@' mosquitto.org 25/05/2021 ... 3DADSEB. ..
g Click to add module ... Open55L Test Intermediate CA I OpenS5L Test Root CA | 14/06/2118 ... BSAFFDES...
Click to add modul d g 05/,
o Virtual
i fie DataStorelnfo (0)
4 Data storage m} x
DE&EH
2] Profies W—
Stop prevention
e $ED>X 0D R
= Data store 1 Mame Properties Issued By Expiration Date  Used By Thumbprint

¢ Tﬁggef Mﬂde_ » ibaPDA D01@D @ 7R ibaPDA 001D 13/01/2031 9:... STGEF54AG4. .

2 :'Ii:al selection ibaPDA 002@D 7R3 ibaPDA 002@D 13/01/2031 8:... 37320C4050. ..
£ [ ibaHD data store 1 ibaPDA 003@D '@' ? ibaPDA 003@D 1301/2031 9:... OPC UA Server AE1A4C3AZ...

i, Signal selection ibaPDA D04@DESKTOP-24TLR1Q 9 G ibaPDA D04@DESKTOP-24TL... | 13/01/2031 10... FC98487F98. .

- Signal sel b @ 7R |b 01/

ol Buffer ibaPDA D05@D 972 ibaPDA 005@D 13/01/2031 10... 8DB092CO0...
TR ibaPDA@127.0.0.1 v ibaPDA@127.0.0.1 5/02/2031 16:... OFSD43E664. .
[=; C;a [LEX%DQ;CIE?T:DI;:sed data store 1 b K3 o 107/

r\/ Signal selection blabla.com 'Q' mosquitto.org 25/05/2021 11... 3DADAEB40...

i.offe Buffer OpenSSL Test Intermediate CA L] OpenSSL Test Root CA 14/05/2118 14... GAFFDESSE3...
(=G mysqlDS

i Trigger Mode

The Name column shows the name of the certificate. Multiple certificates can share the same
name. Only the thumbprint is unique for a certificate.

9.2 Managing certificates

Certificates can be managed in the certificates control in either the I/O manager or the data
storage manager.

To be able to manage certificates, a user must have one of the following rights:

o |App|y new If0 confiouration Granted

|.l!'.4:|1:ih-I new data storage configuration Granted
°

Even if “Apply new 1/O configuration” is granted and “Apply new data storage configuration”
isn’t, it is possible to manage certificates in both the 1/0 manager and the data storage
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manager. Also if the data storage configuration can be applied and the I/O configuration can't, it
is still possible to manage certificates from both places.

Although the certificates can be managed in 2 places, there is only one central certificate store
in ibaPDA.

| Certificates |

S EDIX| OGP R
Mame Properties Issued By Expiration Date Used By
b ibaPDA 001@D /AR ibaFDA 001ED 13/01/2031 9:38:17
ibaPDA D02@D [/ ibaPDA 002@D 13/01/2031 9:38:30
ibaPDA 003@D 9 7 ibaPDA 003@D 13/01/2031 9:39: 14 OPC UA Server
ibaPDA D04@DESKTOP-24T.... & F & ibaPDA D04@DESKTOP-24T... | 13/01/2031 10:23:23
ibaPDA 005@D w72 ibaPDA 005@D 13/01/2031 10:41:51
ibaPDA®127.0.0.1 o 7 baPDA@127.0.0.1 5/02/2031 16:18:36
blabla. com '@' mosguitto.arg 25/05/2021 11:16:03
Openssl Test Intermediate ... "s:ﬁ' OpenssL Test Root CA 14/06/2118 14:96:28

9.2.1 Toolbar buttons

The following actions can be performed with the buttons in the toolbar:

W Add a certificate from a certificate file. When this button is clicked, an open file dialog is
shown that you can use to select a certificate file. Various certificate file formats are supported.
If your certificate is in a file with an unrecognized file extension, try to import it anyway by
selecting the all files (*.*) filter. In most cases, that will work.

If the certificate you want to import contains a private key, the password for the private key must
be entered in the following dialog:

5l Private key password et

Please enter the password for the private key:

[ =

If the wrong password is entered, the certificate is not added. If a certificate with the same
thumbprint already exists in the certificate store, it is replaced if the password is correct.

For certificate files that don’t contain a private key, no password must be entered.
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= Let ibaPDA generate a new self-signed certificate for you. The following form is shown when

clicking this button:

_gJ Generate a new certificate

Name: fbaPDA@DESKTOP-1BA
Application URI: |

Lifetime: 120 {2-| months
Algorithm: SHA-Z56 L

Private key password:

Cancel

The application URI is optional. All the other fields must be filled in. As long as no password is
supplied, the OK button will be disabled. A password can be chosen by clicking the ellipsis (...)
button. A form to enter a password then appears.

Change password

MNew password: |

Verify password: |

[] Show passwords

The password must not be empty. When clicking OK while the password is empty, you get the
following error message.

9 The password for a certificate must not be empty

Change password >

There are no further requirements for the password. You are responsible to keep the password
entered here in a safe place, so that the generated self-signed certificate can be exported for
use in Windows or other applications.

_ Export the selected certificate to a certificate file. The certificate file can be used for
Windows or other applications. It can also be used to re-import a certificate in ibaPDA, whether
it is the same instance or another one.

Exporting a certificate without private key is straightforward. A save file dialog is presented
where you can choose the name and the location of the file where you want to store the

certificate file.

If a certificate file is accompanied with a private key, there are more options. First of all, you can
choose whether the private key should also be exported.
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Export certificate

e Do you want to export the private key for the certificate?

Nee

If not, you are presented with a save file dialog just like when a certificate without private key is
exported.

If you want to export the private key as well, a dialog is presented where you need to enter the
password for the private key.

5 Private key password >

Please enter the password for the private key:

|| [

Cancel

If you enter the wrong password, the certificate will not be exported.

Export certificate x

Incorrect password for certificate. A password is required to
export a certificate with private key,

The correct password is the password that was originally used to import or to generate the
certificate in ibaPDA. If that password is entered, the certificate can be exported as a pfx file.
That file is password-protected and contains the certificate and the private key.

A certificate with private key can be stored in ibaPDA, while the private key is not protected with
a password. Especially when the Certificates\settings.xml file is updated from an older version
of ibaPDA or if the certificate is imported from an external file that can occur. In that case, it's
not possible to export the certificate including the private key. The following warning will then be
shown:

Export certificate x

The private key is not protected with a password, Therefore,
I the certificate can only be exported without the private key.

Annuleren

If you click OK, you can continue with the export of the certificate, but without private key.
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If export of the private key is required anyway, we encourage you to generate a new certificate
and private key instead. Your PKI infrastructure may be able to generate a new certificate file
which contains a password protected private key. If that's not possible and you definitely need
to export the private key stored in ibaPDA, please contact iba support.

X To delete the selected certificate. You have to confirm this decision before the certificate is
actually deleted.

Remove certificate

o Are you sure you want to delete the selected certificate?

Nee

I@I e
Trust a certificate.

e
4 Untrust a certificate. Certificates that are not trusted will not appear in the combo boxes
where certificates can be chosen for a specific purpose.

3’ Allow this certificate to be used for authentication of OPC UA. Please refer to the OPC UA
documentation for more information.

9.2.2 Columns

The columns shown in the certificates control can be selected by right clicking on a column
name in the certificates grid.

R —

*EHPX QDR
Mame Properties Tssied Ay Expiration Date Used By
ibaPDA 001@D 9 Columns  » Name 3:38:17
ibaPDA 002@0 '@' "f-’ iI::aF‘D.E Properties 3:38:30
ibaPDA 003@D [ ibaPDA Organization 3:39:14 OPC UA Server
baPDA 004@DESKTOP-... | @ 7 & | ibaPDA 004 Locality 0:23:23
ibaPDA 005@D LI ibaPDA State 0:41:51
baPDA@127.0.0.1 [ baPDA @ Country 5:18:36
¢ blabla.com f@' IT|DSE|L lssued By 1:16:03
Qpenssl Test Intermedi, .. '@' QpenssL Tl ] < 46: 23
ibaPDA@DESKTOP-24TL... | @ § ibaPDA GDE: Issting Date 19:14
ibaPDA @99 pd*] Expiration Date k5414
Algorithm
Thumbprint
Used By
Reset
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More properties of the certificates can be shown like that. “Reset” restores the columns to the
defaults. Most of the columns show properties of the certificates. Some require a bit more
explanation.

¢ Name: The common name of the certificate

e Properties:
o ¥ the certificate is trusted in ibaPDA, as long as it is not expired

o % the certificate is not trusted in ibaPDA
o I:the certificate is accompanied with a private key

o 3 : the certificate can be used for user authentication in ibaPDA’s OPC UA
implementation

¢ Thumbprint: uniquely identifies the certificate

e Used by: this column shows where the certificate is used. The values shown here are a
combination of the open manager (either I/O manager or data storage manager) and the
other one. For the open manager, the values in this column refer to the configuration that
is being edited. You can double click on a line in the used by column to navigate to
where the certificate is being used. The navigation with double click is only available in
the open manager form. In the example above, “OPC UA Server” is displayed. Double
clicking on that will navigate to the OPC UA Server node if the /O manager is open, but
not if the data storage manager is the active manager form. For the manager that is not
open, the values that are active in the ibaPDA server are displayed. Double clicking on
those values has no effect.

9.3 Using a certificate

In places where a certificate can be used, you will find a certificates combobox. The certificates
combobox is a dropdown that contains the certificates that can be used. For example, in the
MQTT time based data store, a certificate can be used for client authentication. The selection of
the certificates looks like this:

Security options
Authentication mode:  |Certificate ~| ] Use 55L connection

Login certicate 5 ibsPDA 001@D (13/0172031) v
[0 No certificate
[ ibaPDA 001@D (12/01/2031)
[ ibaPDA 002@D (13/01/2031)
(] Enable Last Wil | = jp.2pp 003@D (12/01/2031)
Topic: [ ibaPDA 004@DESKTOP-ZATLRIQ (13/01/2031)
[ ibaPDA 005@D (13/01/2031)
5 ibaPDAE127.0.0.1 (5/02/2031)
Connect Message =) Create new certificate
[] Enable Connect Me 5 Manage certificates

Last Wil

Message:

e No certificate: don’t use a certificate here. That will usually cause validation to fail.

e The items under “No certificate” are certificates that can be selected here. The listed
certificates are valid and are suitable for the place where you can find the certificates
combobox.

e There is an option to create a new certificate. If the creation succeeds, the newly created
certificate is selected. If not, “No certificate” is selected. That is to avoid confusion about
which certificate is actually in use.
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e “Manage certificates” brings you back to the central certificate store, either in the data
storage manager or in the I/O manager, depending on which of the two is open.

To know what a specific certificate is used for, please refer to the documentation of the module
or data store where the certificate can be selected.

The selection of a particular certificate is stored in the registry of the computer running the
ibaPDA client. In a new configuration, the same certificate is selected if no selection was made
yet.

9.4 Storage and protection of certificates

Certificates are stored in a file named settings.xml, in the Certificates folder of the ibaPDA
server installation. If such a file was already present from a previous installation that used
certificates for OPC UA, the file will be replaced with a new version. In the new version, the
certificates are encrypted for more security.

Private keys are key to your or your organization’s digital identity. Measures are taken to protect
your identity when using certificates with private keys in ibaPDA: More specifically, the following
features help prevent that a certificate used in ibaPDA can be exported for use in Windows or
other applications.

o Certificates are always stored in an encrypted form

e A password is always required for certificates with a private key:
o When generating a certificate
o When exporting a certificate with private key
o When importing a certificate with private key

e A certificate can only be exported if there is a password for the private key. Private keys
of which there is no password or the password is unknown can unfortunately no longer
be exported. Please keep your passwords in a safe place (e.g. a KeePass file). An
exported certificate can be used for Windows or other applications.

e The password of a private key cannot be changed by ibaPDA. That ability will also not
be added in the future.

e A password is never required to use a certificate within ibaPDA. The
Certificates\settings.xml file can also be moved from one ibaPDA installation to another.
No passwords are required to install certificates in that manner.

If someone gets your private key, it can be used to impersonate you, to view network traffic that
is intended for you and many more exploits are possible.

It is possible that a certificate with a private key exists in ibaPDA, while that private key is not
protected with a password. The private key cannot be exported for use in other applications in
that case.
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10 Lookup table module

There is a new module named “Lookup table” in the virtual interface. The goal of the lookup
table is to map codes to more conceivable values. For example, to map error codes from a

device to meaningful error messages.

A lookup table module can be added by right clicking the Virtual interface, open Add module

and select the lookup table.

e

" H8 Unma

You can also click on

Add module

4 | i Virtual

Remaove all modules
By Export modules to text file

Expand all

Collapse all

i Virtual retentive
TEE 16 bit decoder
B 32 bit decoder
$8 16 bit encoder
23 32 bit encoder

i Click to add module . 1o select the lookup table and click OK

& ibaQPanel input

& ibaQPanel text input

lp  Trigger module

<] Shift register
Computation module

M Electric delta module

§  Electric single phase module
“"  Electric star module

l;-;-: Lookup tablel

ﬁ‘ﬂrﬁ Parameter set

:  Process Condition
T Text creator
<l Text shift register

An  Text splitter

10.1 General tab

The following properties are available on the “General” tab:

iy Add module x
Name : |Lookup table |
Maodule type :
Foe Virtual <}l Shift register < Tex
[.@ Virtual retentive Compl.rtation module &I Tex
TBE 16 bit decoder A Electric detta module
%8 32 bit decoder |] Electric single phase module
416 16 bit encoder 1" Blectric star module
%3 32 bit encoder EO= | cokup table
A ibaQPanel input b7 Parameter set
| ibaCiPanel text input s Process Condition
Ly Trigger module T Text creator
< >
Cacel
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Lookup table (5

| % General | "\ Analog |

v Basic
Loakup table
Locked False
Enabled True
Name Lookup table
Module No. 5
Timebase 10 ms
Uze name a= prefix Falze

* Lookup tables
Table profile

~ Module Layout
MNo. anzlog signals 10

The Table profile is specific for this module. Choose a profile from the dropdown. If no profile is
chosen, the module is not valid.

* Lookup tables

profile 1 v
+ Module Layout

Ma. analog signals profiled

<fdd lookup table profile>

More details about profiles can be found in the section below.

10.2 Signals

Lookup table (5

ﬁ General | " Analog l
Mame Key selector Active Actual

0 Ak Unassigned [ |
1 ¥, Unassigned ]
2 _L Unassigned ]
3 _i-_ Unassigned [ ]
4 _i._ Unassigned 1
5 _i.. Unassigned 1
6 %, Unassigned O]
7 ¥, Unassigned L]
3 _i-_ Unassigned 1
e ¥, Unassigned ]

A Lookup table module has only analog signals. All the signals use the same lookup table
profile. The key selector in a signal defines a signal whose value is evaluated. The value of the
key selector is used as the key in a lookup table profile. The value by applying the profile to the
key becomes the value of the signal.

A key selector can be assigned with the dropdown in the key selector column.
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ﬁ General | " Analeg
Name Key selector Active Actual

=
& i 0. DataStoreinfo
--of 2 ibaQPanel input
54§ 3. AL command Diagnostics
= e 4. Vitual

L= R = B o

10.3 Lookup table profiles

If no profile is selected, the lookup table will not work, resulting in the following error during
validation:

e g e

1% Lookup table (5)
- There is no lookup table configured.
- 140 configuration is NOT valid

A profile for the Lookup table can be created in the following ways:
* Use the dropdown in the module properties and select “<Add lookup table profile>"
~ Lookup tables

Table profile "
~ Module Layout |c}'-.|:||:| lookup table profile: |
Ma analon sionals in

e Click on the “Configure profiles” link at the bottom of the General tab

Corfigure profiles

Both actions open the profile editor form. When using the dropdown, a profile will already be

created in the form. Clicking the “Configure profiles” link only opens the form, without adding a

new profile.
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10.3.1 Profile editor form

IE Lookup tables -
1T Lookup tabl O *
Profiles Key type is: Numeric ~
e ]
= Value for unknown key: |
Key Value
# L
¥
x
__-:é
e
o X 2= - oK Cancel

On the left-hand side of the form, there is a list of lookup table profiles. On the right-hand side
the selected profile can be edited.

The list of profiles can be edited as follows:
° '::ll'to add a new profile

. to make a copy of the selected profile

o X todelete the selected profile from the list

=

. to save a profile to afile.

o 2o import a previously exported profile and place it back into the list of profiles.
Different profiles must have different names in each instance of ibaPDA. If you want to
import a profile with the same name as one that already exists in the profile list, you get
the following question:
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X Import profiles : O

Conflicting profile names X

File content

Original name o There is already a profile named "profile2”.

1]

What do you want to do?

— Replace

Replace the existing profile with the new profile

— Rename imported profile
Change the name of the imported profile to "profile21"

— Rename existing profile
Change the name of the existing profile to "profile21”

—> skip

Do not import this profile

O] apply this choice to all conflicting profiles Annuleren

Cancel

10.3.2 Editing a profile

10.3.2.1 Key type

The key type for a lookup table can be either numeric or text
Key type is: Mumeric ~

Walue for unknown key: Text

If the key type is numeric, only numbers can be entered as key values
Key type is: MNumeric ~

Walue for unknown key: |

Key Value

19 abcl§

10.3.2.2 Value for unknown key

Walue for unknown key: |[I don't know]| |

That is the signal value for key selector values that don’t correspond to a key in the profile. For
example, if the key selector signal has value “pda” and the key “pda” is not defined, then the
signal value will be “(I don’t know)”.

10.3.2.3 Keys and values

The keys that can be matched against a signal value and the corresponding values can be
entered in the middle of the right part of the form.

Key Value

Values can be entered manually, by typing them.
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If the values are already available in a text file or in Excel, they can be copied from there and

pasted with the fe button on the right. The other way around, the key and value pairs in the

profile can be copied to the clipboard with the
be pasted as text or into Excel.
With the remaining buttons on the right, a key-value pair can be moved up or down, or it

can be deleted.

button. The values form the profile can then

Moving a key-value pair up or down can make sense when multiple rows have the same
key. The first row with the same key will provide the actual value of the signals that use
this profile, for the same key.

10.3.3 Knowhow protection

As for all profile based module types also a Lookup table profile can be password protected, so

that the content is no longer visible in the profile editor form. A description of the “Knowhow
protection” feature can be found in the ibaPDA general manual part 2 covering the I/O manager.

i
.
A

iba I/0 Manager

=-4£% General

288 OPC UA Server

- SNMP server

é IEC 61850 Server

L.b Remote configuration

- g Multistation

- (] Address books

- (& Time synchronization

-9

Stop prevertion

----- _P)J Certfficates

- SQLdatabase

\{f SQL command Diagnostics (3)

i Click to add module ...

= foe Virtual

- foe DataStorelnfo (0)

-r## ibaQPanel input (2)

- Foe Virtual (4)

T Lookup table (5)
Click to add module ...

----- Unmapped

A 555 I 21 [ - || Hardware | Groups Outputs

O *
l.m ow pratection’ -
Protection schemes
= Protection ol abScfbB5ec3-4a Version: TEmoTEE
= Name: | Protection |
Author: |p\roosten at lba AG |
Copyright:
Change password
Import scheme
Export scheme
Unprotect
Protectable elements
Sele... MName Scheme name Scheme id Scheme version
= Type: Lookup table profile
y profilel Protection abgctha5-ec30-4a 1
[ profie2

In the example above, profilel is protected with a password. The knowhow protection affects
import, export and visibility of the content of profiles.

The password of the protection scheme is required to edit the profile. The password doesn’t

need to be entered again until the I/O manager is closed.

TE Lookup tables

Profiles

profile1
profile2

Enter passwond to unlock:

Unlock

When exporting a protected profile, you also need to enter the password of the protection

scheme.
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Raise protection for export x

The following elements are protected by a protection scheme:

- profile 1

Scheme name: |F‘rotec:tion |

Scheme id: | 7503041c-50f-46 |

Scheme version: |'| |

Enter password: | |
oK | | Domotexpot | | Cancel |
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11 Computation module

The computation module is similar to a virtual module, but in a computation module the
expressions are saved in a profile that can be reused. To each computation module a
computation profile has to be assigned:

iba /0 Manager

w4 General

- ibaNet-E

* Click to add module ...
ann ABB-¥plorer

* Click to add module ...
El ibaCapture

¢ Lol Click to add module ..
ibalnCycle

* Click to add module ...
ibalnSpectra

Ml InSpectra Expert {0)
-l Click to add module ...

i Click to add module ..
e Playback

A Text interface

il Click to add module .
5= VIP TCP/UDP

‘i Click to add moduls .
e Virtual

b e Virtual (1)

i Click to add module
“-HR Unmapped

OEEH- - Groups Outputs

-
: madule()
General | " Analog I Digital
~ Basic
Module Type Computation module
Locked Falze
Enabled True
MName Computation module
Module Mo, 5
Timebase 10 m=
Use name as prefix True
~ Advanced
High precision Falze
~ Profile
Profile <No profile>
Profile

The profile contains the analeg and digital expressions with

placehclders for the inputs.

Configure profiles

B5E1F6RALAEI6 o

16

Aoy

A computation profile consists of analog expressions, digital expressions and placeholders.

In a normal virtual module, you can use signals from other modules directly in the expressions,
for instance ([1:0] + [1:1]) * 100 + 52. In this new computation module, the signals from other

modules can be used via placeholders, for instance ({heightl} + {height2}) * 100 + 52. You can
use the result of one signal in the profile as input for other signals in the same profile. This can
be done using the predefined placeholders analog: X or digital:Y, where X and Y are the name

or signal number of the signals you want to refer to.
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Configure profiles b - O X
Profiles Analog | Digtal | Placehalders
MName Expression Unit @&
0 totalHeight £ | (height1} + fheightZ}) = 100 +52 [ 2 |m r
1 itext £ id" + {productid} ?
2a £ {51} =100 ? X
ib £ {52} T 100 ? .
4 sum ¥ {analog:a} + {analog:b} > 53
F * be.
g X |- oK Cancel

The placeholders can be configured in the tab “Placeholders” of the profile dialog box.

Configure profiles i - O x
Profiles | Analog | Digtal | Placeholders |

height Profile MName Default constant v... Value type Comment i
0 iheightl 0 2| Mumeric ry
1 height2 0 || Mumeric
2 productid 0000000 Text e X
3 sl 10 2| | Mumeric
4 852 5 || Mumeric  w =
#* w ﬂ

g X 2H- 0K Cancel

For each placeholder, one can configure:
e the placeholder name
e the default constant value
¢ the value type
e acomment (could be a short description)

The value type is the type of the signal/static value that can be assigned to the placeholder in
the general tab of the module:

e Numeric
¢ Digital
e Text

e Any (numeric default)
¢ Any (digital default)
e Any (text default)
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The profiles can be exported and imported via the buttons at the bottom left in the profile dialog
box.

In the tab “General” of the computation module signals need to be assigned to the placeholders
(in this example heightl, height2, s1, s2 and productid):

ad iba I/ anager
iba /0 Manag ° ooox
DEEH- D - Groups Outputs
-k General =
- ibaNet-E : LI ﬁ)
¢ Lol Click to add module ... -
é--mm ABB-*plorer G Y Analog I Digtal
‘i Click to add module . + Basic
= ibgCapture Module Type Computation module
* Click to add module ... Locked Falze
EI : ingnCycIe Enzbled True
‘il Click to add module ... Mame Computation medule
=] ibalnSpectra Medule No. L
¢ bl InSpectra Expert (0) Timebase 10 ms
i el Click to add moduls ... Use name as prefix True
E\\?E OPC v Advanced
: %* Click to add module ... High precision False
#Jnr Playback ~ Profile
5-An Tex iteface v heightProfie v
* Click to add module ... height1 [1:0]1 5
WP 8
EIT V!F‘ T';PIUDF' height2 [1:1] 6
* Click to add module ... productid [1:2] "8548469™
Bﬁs Virtual a1 6
© e fa Virtual (1) 52 4
; Computation module (5)
¢ e Click to add module ...
- HB Unmapped Profile

The profile contains the analeg and digital expressions with
placehclders for the inputs.

Configure profiles

(05517600309525 @ 22 Apply Cancel

This way the calculations defined in the profile can be reused efficiently by assigning different
signals to the placeholders in multiple instances of the computation module.

A computation profile can be protected with a protection scheme using the “Knowhow
protection” node in the I1/O Manager. A description of the “Knowhow protection” feature can be
found in the ibaPDA general manual part 2 covering the I/O manager.

If no protection schemes have been configured before, you have to create one first. The most
important settings to be configured are the name and a password. After checking the checkbox
next to the profile you want to protect, click the Protect button. A dialog box will popup where
you have to enter the password to confirm the action.
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iba I/0 Manager

=-4£% General

% OPC UA Server

@ SNMP server
|EC 61850 Server
Remate corfiguration
Muttistation

Address books

- (& Time synchronization

-9

-1 Stop prevention
{5l Certfficates
-] ibaNet-E

-] ibaCapturs

(- g Click to add module ...
-8 ibalnCycle

* Click to add module ..
E}m ibalnSpectra

il Click to add module ...
=-28§ oPC

e Playback

E}--dn Text interface

= i Click to add module ...
-5 VIP TCP/UDP

i el Click to add module ...
- fe Vitual

Db Vinual (1)

Computation module (4)
* Click to add module ..
[ Unmapped

DEEHAAD- Groups Outputs |53 [

Knowhow protectio

Protection schemes
= Protection e a25a0a%b-0c7444 | Version: Change scheme
2 Name: |F'rotedion | s
x| Auhor | | — rr—
Copyright:
Change password
Import scheme
Protect nprotect
| Protect the elements selected in the table h
Protectable elements
Sel...  MName Scheme name Scheme id Scheme wversion

[= Type: Computation profile

1 | | heightProfile - - -

0 woy | [ Canca

0 256 512 768 1024 1280 1536 1752 sl

From then on, you will not be able to see the expressions of the profile anymore in the profile
dialog box, until you enter the password. Your expressions (could be intellectual property) are

protected:

Configure profiles - — O >
g P

Profiles

height Profile

Enter password to unlock:
| Unlock

WX H-

0K Cancel

It is also possible to put one or more dongle license humbers in the protection scheme (see

screenshot of the “Knowhow protection” node). If the profile is protected with a scheme

configured with dongle license numbers, the profile can only run on a computer licensed with

one of these dongles.

@
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12 Trend graph changes

12.1 User interaction

In relation to the signal tree there has also been a change in the trend graph. It now has an
additional property section called “User interaction”. Here you can determine what the user is
allowed to do when he doesn’t have the “Change layout” right but he does have the “Interact
with views” right.

|4] Properties — O X

=-|~ Trend graph
—H Camman [ Allow changing signals

3::1} Postion A user that has the right Change layout™ denied and the right “Interact with views™ granted, =till can change the signals shown in the graphs.
- Vigibility
@ Enabled state
--[A] Legend
=k &, R-fuis

=" Graph 1

T.r ¥-Auis 1

2

j Prirting

28 User management - O X

@ ibaPDA usermanagement is enabled. You can change user fights and create: and remove users

@ ibaHD user management is enabled. You can change user rights and create and remove users.

& Cument user Description User rights
@ B oA (27001 S
imin User administration Denied -
s = Stop acquisition Granted v
-[Ef Active Direclory Ners Apply new IO configuration Granted v
ibaHD (127.0.0.1) Change locked modules Granted >
i1-Fg Local users -
B Active Directory users Apply new data storage configuration Granted v
Change locked data stores Granted -
Disconnect other user Denied ~
El ibaPDA dient rights
Change password Granted -
Change server Granted -
Close dlent Granted v
Resize dient Granted v
Use menu and toolbars Granted v
Interact with views | Granted ~
[Changeloyout e v
Switch between layouts Granted v
Load layouts from server Denied v
Save layouts on server Denied v
Auto-dose on inactivity Disabled v
Auto-disconnect on inactivity Disabled -
Force display style Disabled -
Send manual triggers Granted v
Create ibaHD annotations Granted -
Configure ibaHD annotations Granted ~
& & B | H Login as UserX Set passward Save layouts on server Close

The user is allowed to zoom in and move the X-axis. In addition you can let him change the
signals by checking the “Allow changing signals ...”. The user can then drag & drop signals from
the signal tree to the trend graph. He can also remove signals and rearrange the signals. When
the option is not checked then the signals are fixed. This allows you to configure fixed trend
graphs and “free” trend graphs that the user can change.

12.2 Traversing vector

The traverse function was introduced in v7.1.0. A traversing vector is a vector that is generated
by 2 signals: a position sighal and a value signal. It was supported in ibaQPanel in the
timebased trend graph and in the timebased and lengthbased offline trend graph. This is now
also available in ibaQPanel for the timebased HD trend graph, the lengthbased trend graph and
the offline trend graph with length conversion.

Remarks: The function does NOT exist for the lengthbased HD trend graph
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3 tun)

13:44:00 13:44:30 13:45:00

L L

Live mode

Auto scale F5
Auto map signal colors

Remove graph

Fized graph height

Space graphs equally

Convert signals into a traversing vector

Show toolbar

Show bars

Properties...

Legend »

There are minor changes in th

e properties.

|4 Properties

Bl Trend graph Title
=-[29] Comman
-X§ Postion =2
@ Visibility
Color:
-@ Enabledstate || 0 u
- [AB] Legend Fort Microsoft Sans Serf: 8,250t
= B, K-Ais
=2 EEl Bignment ==
- Color axis
Loty Y-Axis Data
fo User interact]
g P:;r”-l‘gera on Name: |Traversing vectar
Value signal: " [1:1] value
Posttion signal: A\ [1:0] pos
Reset signal & Undefined

Length resolution {n):  |0.100 [ Use interpolation

| 4

humber of zones: "
Maximum position: 100
[ Apply to preferences Apply 0K Cancel
< >

The length resolution refers to the resolution of the position signal.

There is a new option “Use interpolation”. When interpolation is used then the data is
interpolated in both the X and Y direction. In order to do the interpolation we need 2 values so a
zone can only be painted when a new point arrives. That is why in interpolated mode you get a

jagged edge.
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Without interpolation the value only changes when a new value arrives and otherwise the value
is the last one. So the painting must not wait for the next value and a straight line can be
painted.

12.3 Zoom between markers

All the trend graphs have now an additional button to zoom with one click between the X1 and
!

X2 markers. L

Trend graph 1 b
% BN 3 . Trend graph 1 — a4 x
b o}~ 2me bl @ itio S AEE-

— [10:12] Value (-29,58)

— [10:12] value (-29,58)

o7:18:35 07:18:40 07:10:45. 07:19:50 o7:18:55 07:20:00 07:20:08 07:20:10
& Name X1 X2 X251 Vi v2 ¥2v1
» (| [10:12] Value 07:13:39.40 | 07:19:41.99 2,585 29,50 4,3 485

0718:30.50 07:13:40.00 07:48:40.50 07:18:41.00 07:18:41.50 07:18:42.00

= Name xt @ ety v vz 241
» & [10:42] Ualoe 07:10:39.405 | 07:10:41095 | 25805 29,50 543 54,88

This allows e.g. to set the cursors to a certain timestamp with the mouse by using the timestamp
in the marker grid and then zoom with one click into that area.
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13 Display style: Fixed size

There is a new display style “Fixed size” available. It allows to create a window with always the
same size on the screen. The window is always on top.

iba QPanel Demo

Width

Speed (m/min)

Lenovo

ot m ® o= M @ o« @ B 8 S

If there is an ibaQPanel inside this layout then the user can move this fixed sized ibaPDA client
on the screen by clicking an empty area without an element in ibaQPanel and dragging it
around.

View | Help

Open layouts...

Open layouts from server... - =
Save layouts as... 4"_“ ;pj d-l-l- Eﬂ' Q @#“' %

Save layouts on server..,

Manage layouts...

Import layouts...

Delete all layouts

Add view »
Hide tabs

Hide tab borders

Signal tree

K

ibaHD signal tree
Data storage status
Event log

Watch window
Digital displays

Toolbars »
[ | pisplay style | v ] wormal
Language » Full client Ctrl+Shift+C
QPanel language dictionary Full client on top Cerl+Shift+T
Customize Ctrl+Shift+U Full screen Ctrl+Shift+F
Full screen on all monitors  Ctrl+Shift+A
arch Fixed size Ctrl+Shift+5
signals) Configure fixed size ..

Use the “Configure fixed size” menu command to configure the settings of this display style.

@ 63/72



New Features ibaPDA v7.3.0

2 Configure fixed size display style - O X

width: | EED|S

Hide tabs

Hide tab borders
Hide scrollbars
Maveable {only in QPanel)

Height: 1080

Cancel

The “Hide tabs” and “Hide tab borders” options override the settings of ibaPDA in the view tab.

Open layouts...

Open layouts from server..

Save layouts as...

Save layouts on server...

Manage layouts...
Impeort layouts...

Delete all layouts
Add view

View | Help

Hide tabs
Hide tab borders

Signal tree
ibaHD signal tree

Data storage status

Eventlog

Watch window
Digital displays
Teolbars

Display style
Language
QPanel language

Customize G

dictionary
trl+Shift+U

When the configured fixed size is smaller than the layout size then scrollbars will appear. That
can be avoided by the option “Hide scrollbars”. In that case only the fixed size is visible and the

other parts of the layout can’t be reached.
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14 ibaQPanel signal tree

The new tool “Signal tree” in ibaQPanel can be used like the normal ibaPDA or ibaHD signal
tree. As a tool inside ibaQPanel it allows the user to drag & drop signals to a trend graph or to
other tools. This works also in full screen mode.

The tool was introduced in ibaPDA v7.2.1 and it has been extended in ibaPDA v7.3.0 with
several new features like a configurable signal list, configurable display style and a search
function. You will find the “Signal tree” tool under “Views” in the ibaQPanel toolbox:

Tebex o #x
=155 Default tools
--]__l Display Elements
--.__l Input Elements
EI.__] Wiews
-]t Bar chart
'} Camera view
| Chart
4t Circle view
== Cycle view
—FFT FFT view
[ HD event table
453 HD navigation
|.a{ HD trend graph
~{Ler Offline trend graph
() Orbit view
- |, PQU spectrum
- 4+ Phasor view

= Signal tree
i 4 5 R
-.Bwl Watch view
#-[d Visuals/Layout
-3 Web

Placing the “Signal tree” via Drag & Drop on the panel, the user will see this signal tree:

Expand all
Collapse all
ZF  Properties...

AV, Signals »{ Search

Doing a right mouse click within the signal tree a context menu is shown. An option to
expand/collapse the tree is available and you can open the properties dialog.
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Properties
Ey Properties - O X
Signal sources
=-2% Commen ibaPDA
ibaHD
Signal selection Signal types
Analog [ Vector
Digital [ Text / Evert
Camera [] Event / Event fields
Display style

Display mode Signals w

Foly Cancel

In the properties dialog you can configure what will be shown in the signal tree.

Signal sources

ibaPDA the ibaPDA signal tree from the currently connected ibaPDA server will be shown
ibaHD the ibaHD signal tree from the currently connected ibaHD server will be shown
Signal types

Analog Analog signals will be shown.

Digital Digital signals will be shown.

Camera Cameras will be shown.

Vector Vector signals will be shown.

Text / Event All text signals will be shown (events are also text signals).

Event / Event fields The events and also the variable analog, digital or text signals inside an
event message will be shown.

Display style

Display style

Display mode Signals ~
Modules
Grouis

The display style determines how the signals are grouped in the signal tree.

Modules Signals are grouped by module.
Groups Signals are grouped by group.
Signals Signals are not grouped.

Remarks: Use the “Groups” option to have a more plant specific view. The groups must be
defined in the 1/0O manager of ibaPDA.
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Signal selection

The signal selection allows you to determine which signals should be available in the signal
tree. By default, all signals are available. If you want to limit the available signals then select
“Show only selected signals” and make your selection by using the checkboxes in the signal

tree.

oy Properties

== Signal tree

: Comman

-X§ Posttion

-8 Misibility

@ Enabled state

=y

Signal sources
Show only selected signals

=M £ ibaPDA

----- [] " 0:0: GenerateSignal(0,100.20.20)
[ ] 0:1: MindSp_Status

[ 0:2: MindSp_throughput

-] 7 0:3: MindSp_connect

-] ™ 0:4: MindSp_Recordtime

-] 0:6: MindSp_CumentBufferlsage
-] 0:7: MindSp_CumentFilBufferUsage
-] 0:8: Zeit

[ ™ 0:5: PerformanceCounter{"Prozess” " Arbeitsseiten - privat”."ibaP DAService")
|:| S 00 PerformanceCounten("Prozess”,"Prozessorzeit ()", "ibaPDA")
----- [] &a 1:0: Anctiation

=] ibaHD

-4 |4 HD_TRIG

-0 & MatBehindX

B[ New event

Mew eventcce

----- Mew event Petr

- (% HD_Zsit

=[] [& HD_TIME
----- [1 ™ 0:0: Lengthsignal
-] 0:1: MatData_Counter

Expand all
Collapse all

[+ M 0:2: MatData_SlabMo
-] ™ 0:3: MatData_Thickness
-]\ 0:4: MatData_Width
<
-] ™ 0:6: MatData_Fumace
-]\ 0:7: MatData_Coil SollW
-] 0:8: MatData_Slablnfo
-]\ 0:9: MatData_R1_SlabNo
-]\ 0:10: MatData_R2_SlabNo
-]\ 0:11: MatData_bef_FO_SlabNo
-]\ 0:12: MatData_F0_SlabNo
-] 0:13: MatData_F1_SlabNo
-]\ 0:14: MatData_F2_SlabNo
=

ALAC, Mlealioan T Okl

Apply

Search

The search function allows the user to find certain signals. This function is similar to the normal
ibaPDA signal tree. There are some differences in the details.

Search for:

S

[] Search in previous results
[] Add to previous results

[] Search in comments

Id Mame

iy Signals \_2:, Search
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The first difference is that it is possible to search also in groups if the group display style is
selected. Another difference is that the module name can be made visible in a column.

Search for:

[] Search in previous results

[] Add to previous results

[] search in comments

Id MName

Show name

Show comment 1
Show comment 2

Show module name

Y Signals |- Search
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15 New options for X-Axis in the cycle-view

The base axes in the Cycle view now contain three preconfigured alternative axes. While the
existing “Main”-axis displays the number of the samples from the time-synchronous-averaging,
the new axes options do an automatic scaling to the most common representations of cyclic

processes:

o Percentage: Shows the cycle in percentage from 0 % to 100 %. This is a common
representation for most repeating processes for non-rotating applications.

e Angular position 360°: This is the most common representation for rotating machinery,
showing the angular position in degree per rotation.

e Angular position 720°: This is a special representation mainly used for combustion
engines. Since each cylinder fires every second revolution a display of the cycle over
two revolutions is required to get reproducible results. (Hint: For triggering these cycles
correctly using two subcycles with a trigger occurring once per revolution can be used.)

When adding a new axis in the view properties, the type can be selected in the first column of
the table. A custom axis with an individual scale factor can be configured by selecting “custom”.

' Properties - O *
=-f== Cycle view Base axes
Visuals Type: (® Linear Show axis unit
Bands
Markers O Logarithmic
.M Base axes
Ty Value ais 1 [] Manual scale: Min s 0
-Z5 Time axis )
53 Printing Max: « 500
Curve slave
Type Scale factor Paosition Motation Axis unit Marker axis Show
Main v 1 Bottom Auto ®
Percentage Automatic Bottom Auto ) (@]
Angular position 350° Automatic Bottom Auto = O
o LI
The settings automatically apply to the main window and the cycle slave graph.
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Cycle view 1 41 F X
- pPp=p=i—= E* -
PN @EH2L m I-
— = [(InCycle_Auto-Adapting_Presskraft) (k)
10000 —-—“
L]
4
7500 l ! |
5000 J
2500 ; 5
L]
4
0 i 'r
0 1750
‘0 13 75 38 50 83 75 33 [%]
0 i 90 135 180 255 270 315 1
0 o0 180 270 350 45D [N 830 1
IE‘ a
12500 (INCyole_suto-Adapting_Presskratt) (ki)
100001
7500 -
5000 -
2500 A
0 =—
-2500 4
0 25D 500 750 1000 1250 1500 1750
0 13 75 38 50 83 75 88 [%]
‘0 45 80 135 180 275 270 315 1
‘0 50 180 270 350 450 540 530 1

Note: The main axis cannot be removed, but will not be displayed by deactivating the “show”

checkbox in the last column of the table.
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16 InSpectra-Expert new band-indicators: Crest and Phase

For ibalnSpectra-Expert two new band-indicators are now available:

e Crest: The crest factor is a common indicator in vibration analysis, showing the ratio of
peak values to the effective value of the signal. Hence it mainly should be used on broad
frequency bands. It is calculated as the peak within the band divided by the
mathematical RMS value of the band. (https://en.wikipedia.org/wiki/Crest factor)

e Peak phase: The phase is calculated based on the complex result of the FFT-
calculation. The phase value for the frequency where the highest peak occurs within the
bands is outputted as result. This result is given as an angular value between -180° and
+180°.

Result of the phase calculation for a 1X band during a rundown of a turbo machine:

L.
— [1:22] InSpectra Expertyl X (Peak phaze) (46 34 ™) ‘\"—L‘”‘i

AT

Note: For getting reliable results it is recommended to use orderresampling with an integer
number of revolutions (oscillations) per FFT calculation. E.g. 32 samples per revolution and 512
as number of samples. The calculation also requires a reliable speed signal. A pulse train or
pulse counter works best for reproducible results.

For configuration of these band indicators an option to define the three possible results per
band was added in the calculation settings in the profile. Here three out of the five possible
band functions can be selected and ordered. The available band functions are: peak, peak
frequency, RMS, peak phase, and crest.

i Configure profiles - O X

Profiles JCdcddions ] Bands ] Markers ] Placeholders

inspectraProfile 1 ~ Calculation A

inspectraProfile2 Suppress OC False
Detrend Raw Data False
‘Window Type Rectangular
Normalized False
Spectrum Methed Magnitude
RMS method True RMS
~ Bands
Band function 1 Peak
Band function 2 Peak phase
Band function 2 Peak frequency
~ Averaging
Averaging Type Mone
~ Expression evaluation v
Sensor Type
The type of the sensor of this module

g * - oK Cancel
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17

Results as vector for ibalnSpectra- and ibalnCycle-Expert

The Expert-Modules in ibalnSpectra and ibalnCycle now offer the option to create vectors for
one band indicator from all bands directly. In the general tab of the module the required band
indicator can be selected in the new section “Data recording”.

-:,'._ 1:: ',:-»;-.E.

For the selected indicator a vector over all bands is automatically created and can be recorded.

DEEH»D- Groups Outputs B

E}--%%i Generic TCP
E}--%“?-i Generic UDP

-l Hitachi MicroSigma
[—}-Q‘i HPCi Request

== ibaCapture
=50 ibaCapture-HM|
=+ ibalnCycle

[—}-m ibalnSpectra
.4 InSpectra Expert (1)

=B IEC 61850-9-2
=l LANDSCAN
E—}'@ LM{Gocator
=& Logix-Xplorer
- MELSEC-¥plorer

=+ Micro-Epsilon

- @ Modbus Serial

IE}% Modbus TCP Client
il Clirk ta add madila

------ iy Click to add module ..
.l Click to add module ...

.l Click to add module ...

‘gl Click to add module ...

‘gl Click to add module ...

‘gl Click to add module ...

------ iy Click to add module ..

‘gl Click to add module ...

‘gl Click to add module ...
‘gl Click to add module ...

‘-l Click to add module ...

gl InSpectra Expert (1

J'I'I"“'!'I'I' General I% Analog lm Digital l [] Linked markers l

W

W

Basic
Module Type InSpectra Expert
Locked Falze
Enzbled True
MName InSpectra Expert
Module Mo. 1
Timebase 10 m=
Calculations
Enable Calculations Always
Hold values True
Freguency Resolution (0, 0625 Order
Max Freguency 12,4375 Order
|Jpdate Time Speed dependent
Preprocessing
Preprocessing <No preprocessing>
Profile
Profile inspectraProfile 1
Settings
Input signal [8191:1] Displacement_Y
Speed signal [0.0] Keyphase
Snapshols
Periodic snapshots False
External tigger Unassigned
Freguency Resolution &, 1E-05 Order
Max Freguency 12,4555 Order
Data recording
<None> v
O
[ ] Peak frequency
[]RMS
[] Peak phasze
[] Crest

This vector enables easier analysis in ibaAnalyzer especially for comparing data from several
sensors.
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