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ibaPDA-Interface-CAN About this documentation

1 About this documentation

This documentation describes the function and application of the software interface

ibaPDA-Interface-CAN.

Other documentation

This documentation is a supplement to the ibaPDA manual. Information about
all the other characteristics and functions of ibaPDA can be found in the ibaPDA

manual or in the online help.

1.1 Target group and previous knowledge

This documentation addresses qualified professionals, who are familiar with handling electrical
and electronic modules as well as communication and measurement technology. A person is
regarded as trained specialist personnel if they are capable of assessing the work assigned to
them and identifying possible risks based on their specialist training, knowledge, experience
and awareness of the applicable regulations.

For the handling of ibaPDA-Interface-CAN the following basic knowledge is required and/or use-
ful:

m Basic knowledge of ibaPDA

m Knowledge of configuration and operation of the relevant measuring devices/measuring
systems

1.2 Notations

In this manual, the following notations are used:

Action Notation

Menu command Menu Logic diagram

Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:

Select the menu Logic diagram — Add — New function block.

Keys <Key name>

Example: <Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example: <Alt> + <Ctrl>

Buttons <Key name>

Example: <OK>; <Cancel>

Filenames, paths Filename, Path

Example: Test .docx
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

Danger!

The non-observance of this safety information may result in an imminent risk
of death or severe injury!

Observe the specified measures.

Warning!

The non-observance of this safety information may result in a potential risk of
death or severe injury!

Observe the specified measures.

Caution!

The non-observance of this safety information may result in a potential risk of
injury or material damage!

Observe the specified measures.

Note

P A note specifies special requirements or actions to be observed.

Q Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.
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2 System requirements

The following system requirements are necessary for the use of the CAN data interface:
Software
m ibaPDA v8.12.0 or higher

m License for ibaPDA-Interface-CAN
for up to 2 connections to Ethernet/CAN gateways

If you need more than 2 connections, you will require additional one-step-up-Interface-CAN
licenses for each additional 2 connections. A total of up to 256 connections are possible.

For further requirements for the used computer hardware and the supported operating sys-
tems, refer to the ibaPDA documentation.

Hardware
The following Ethernet/CAN gateways are currently supported:

m CAN-Ethernet gateway (2 channels) from iba (art. no. 19.000040)

m Ethernet/CAN Gateway EtherCAN CI-ARM9/RMD-IBA of EMS Thomas Wiinsche (art. no.
12-20-383-20)

Ethernet/CAN interface with 32-bit microcontroller (ARM9 core) and two internal CAN con-
trollers, preconfigured for iba AG

License information

Order no. Product name Description
31.001027 ibaPDA-Interface-CAN ibaPDA data interface for connecting CAN
gateways, up to 2 connections possible
31.101027 one-step-up-Interface- Extension license for 2 additional connec-
CAN tions

Maximum 256 connections possible
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3 CAN interface

The CAN interface is suitable for data acquisition from a CAN bus (Controller Area Network) as a

data source. The interface was developed as a successor to the ibaBM-CAN device and replaces
it.

The following devices are currently supported:

m CAN Ethernet gateway (2-channel) from iba (art. no. 19.000040)

m Ethernet/CAN-Gateway EtherCAN CI-ARM9/RMD-IBA of the manufacturer EMS Thomas
Wiinsche (art. no. 12-20-383-20)

Ethernet/CAN interface with 32-bit microcontroller (ARM9 core) and two internal CAN con-
trollers, preconfigured for iba AG

Other documentation

Further information can be found on the manufacturer’s website:
https://www.ems-wuensche.com

3.1 System topologies

A CAN-Ethernet gateway is used to establish the connection between the CAN bus and ibaPDA.
This means that the Ethernet network interface can simply be used on the ibaPDA side.

EtherCAN
CAN device ibaPDA
Gateway

CAN L
]

0 — |5 ||
-

The device has two CAN bus connections so that communication with two CAN bus networks is
possible with one device. The interface license allows up to two connections.

Ethernet

For easier configuration of the measurement data, the interface offers automatic detection of
active CAN bus devices.
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3.2 Configuration and engineering ibaPDA

The engineering for ibaPDA is described in the following. If all system requirements are fulfilled,
ibaPDA displays the CAN interface in the signal tree of the I/O Manager.

3.2.1 Interface settings

The interface has the following functions and configuration options:

E--I.J’a Manager . - O X
DBEEBEDRE-00MH6BGE|EHR
ipl.tsl Outputs l Analytics ] Groups CAN

General

T AN ] Set all values to zero when the connection to the device is lost Open log file

* Click to add medule ... B Start acquisition even if a device is not accessible Reset statistics

. Mame Address Errors Messages CAN IDs

5 w0 wmw oo koW kO

[
[

¥]

[EIR NSV RV SRV R R ST RPN UV R R VIR P
RISV R ISV SV P SV PSR ISV R RV ST RSV
[EV T RSV RSV RV R VR RSV R R RV R VI
RV ST RV RSV BT RS SV RPN ARV R RSV VI P
RV ST RV RSV BT RS SV RPN ARV R RSV VI P

13

i||||||||||||||||||||||||||||||
0 25 512 768 1024 1280 153 1752 w197 Apply el

Set all values to zero when the connection to a device is lost

If this option is enabled, all measured values of a device are set to zero as soon as the connec-
tion is lost. If this option is disabled, ibaPDA will keep the last valid measured value at the time
the connection was lost in the memory.

Start acquisition even if a device is not accessible

If this option is enabled, the acquisition will start even if ibaPDA was not able to establish a con-
nection to a device or if there is an error in the configuration. In case of a an error, a warning

is indicated in the validation dialog. If the system has been started without a connection to the
device, ibaPDA will periodically try to connect to the device.

<Open log file>
Messages relating to the interface are written to a separate log file. To open the current log file,
click on <Open log file>.

<Reset statistics>
Click this button to reset the calculated times and error counters in the table to O.

Connection table

For each connection, the table shows the connection status, the current values for the update
time (actual value, average, min. and max.) as well as the data size. In addition, there is an error
counter for the individual connections during the acquisition.
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Connection table
For each connection, the table shows the connection status, the number of messages received
and an error counter for the individual connections during the measurement.

For more information on the connection table, see & Connection table, page 19.

3.2.2 Adding a module

Add a CAN module for each CAN connection.

Procedure

1. Click on the blue link Click to add module located under each data interface in the Inputs or
Outputs tab.

2. Select the desired module type in the dialog box and assign a name via the input field if re-
quired.

3. Confirm the selection with <OK>.
- gk Add module %

Mame : CAN

Module type :
Folder

:nw

Qj" Diagnostics

Cancel
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3.2.3 General module settings

To configure a module, select it in the tree structure.

All modules have the following setting options.

Jm" General lﬁ Connection lﬁu Analog ]J'Lf Digtal l

~ Basic
Module Type CAN
Locked MNone
Enabled True
CAN
Comment
Module No. i
Timebase 10 m=
Prefix signal names wath| False

~ Module Layout
Mo. analog signals 32
Mo. digital signals 32

Name

The name of the module.

Select symbaols

Manage address books

Basic settings

Module Type (information only)
Indicates the type of the current module.

Locked
You can lock a module to avoid unintentional or unauthorized changing of the module settings.

Enabled
Enable the module to record signals.

Name
You can enter a name for the module here.

Comment
You can enter a comment or description of the module here. This will be displayed as a tooltip
in the signal tree.

Module No.
This internal reference number of the module determines the order of the modules in the signal
tree of ibaPDA client and ibaAnalyzer.

Timebase
All signals of the module are sampled on this timebase.
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Prefix signal names with module name
This option puts the module name in front of the signal names.

Module Layout

No. analog signals/No. digital signals
Define the number of configurable analog and digital signals in the signal tables. The default
value is 32 for each. The maximum value is 1000. The signal tables are adjusted accordingly.

Select symbols / Manage address books

If you have created address books in the Connection tab, open the CAN DBC symbol browser by
clicking the Select symbols link, see @ Selecting symbols, page 14.

If you click on the Manage address books link, the Address books node opens in the general set-
tings of ibaPDA.

Other documentation

Further information on the configuration of address books can be found in the
ibaPDA documentation.

3.24 Connection settings

Configure and test the connection to the respective CAN gateway in the Connection tab.

E--I.faManager- O X
DBEEENE-MMNEBRG|ER

e oo e |
|

General i —
-caN CAN M General | 4 Cnrna::tlnn["’\x Analog ]J'l.l' Digttal l
TICAN (6) Sz

i Click to add module .. Address: 1921 Test connection
] Part: 1502 = Load J1939 symbols
: [, CANtimeout: 10 =l s Import .dbe file...

| |[Connecting to 192_

i |Successfully connected to 192 100

| [Version: BtherCAN Server V1.1.15
:| [Senial number: 0000307

Found 8 CAN 1D

| N

CAN 1D: OxOCF00300 Data: 8 byte Possible J1935 PGN: 61443
CAN 1D: OxOCF00400 Data: 8 byte Possible J1935 PGN: 61444
CAN ID: DxOCFEGCO0 Data: B byte Possible J1935% PGN: 65132
CAN |D: Ox 18FECADD Data: Bbyte Possible J1939 PGN: 65226
CAN |D: Ox 18FEES00 Data: Bbyte Possible J1939 PGN: 65257

CAN ID: Ox 1BFEEEDQ Data: 8 byte Possible J1939 PGN: 65262
CAN 1D: Ox 18FEF500 Data: 8 byte Possible J1939 PGN: 65269
CAN ID: Ox 18FEF600 Data: 8 byte Possible J1939 PGN: 65270

i||||||||||||||||||||||||||||||
0 256 512 763 1024 1280 153 172 oo 197 Feply Cancel
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Connection

Address
Enter the IP address or the host name of the CAN gateway.

Port
Port via which ibaPDA is to receive data

CAN timeout
Here you can specify a value for the timeout in seconds for establishing the connection and for
read accesses. If the time set here is exceeded, ibaPDA declares the device unavailable.

<Test connection>
If you click on this button, the connection to the specified IP address is tested. ibaPDA also at-
tempts to open the specified ports and read some information from the device..

ibaPDA scans the bus for 3 seconds and displays the CAN IDs and J1939 PGNss it finds. Click on
one of the CAN-IDs, and ibaPDA asks if you want to add analog signals for the CAN ID's data. If
address books are available, you can open the symbol browser to view the corresponding signal.

For further information see @ Signal configuration, page 12 and & Selecting symbols,
page 14.

<Load J1939 symbols>
Click this button to load the symbols from the embedded J1939 DBC file and save them to an
address book.

<Import dbc file>
To import an existing DBC file, click this button. The file is also saved as an address book.

The address books are not merged, instead, each file is assigned its own tab in the symbol
browser. After the file is imported, information about invalid rows is displayed. You can find the
corresponding line in the CAN log file.

3.25 Signal configuration

In the Analog and Digital tabs, you can configure the signals for the CAN gateways

Other documentation

Detailed descriptions of the columns and how to fill in the signal tables can be
found in the documentation for ibaPDA.
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Analog and Digital tab
}ifbManager - . ]
NTEEEDAR-0F|BRME|IEB

Seese e
General
5-cam CAN [‘l" General l‘i Connection ]"\f Analog ]ﬂ_f Digital ]
P CAN (6) Mame DEC.. Gain Offset CANID Address Bit no. Length (bif) ' DataTvpe Active  Actual

lr Click to add module 0 Accelerator Pedal 1 Low Idle Switch 1 0 OxCFO0300 0 0 2|BYTE 3
' 1 Accelerator Pedal Kickdown Switch 1 0 0xCFD0300 1] 2 2 BYTE 3
4 2 Road Speed Limit Status il 0| 0xCF0O0300 o 4 2|BYTE 3
. 3 Accelerator Pedal 2 Low Idle Switch 1 0 OxCFO0300 0 6 2 BYTE 3
4 Accelerator Pedal Position 1 1 0 OxCFO0300 1 0 8|BYTE 36
5 Engine Percent Load At Current Speed 1 0 OxCFO0300 2 0 8 BYTE 255
6 Remote Accelerator Pedal Position 1 0 OxCFO0300 3 0 8|BYTE 255
7 Accelerator Pedal Position 2 1 0 OxCFO0300 4 0 8 BYTE 255
8 vehide Acceleration Rate Limit Status 1 0 OxCFOD300 5 0 2|BYTE 3
9 Actual Maximum Avaiable - Percent T. 1 0 OxCFO0300 6 0 16 BYTE 255
10 Engine Torque Mode 1 0 OxCFOD400 0 0 4|BYTE 15
11 Driver's Demand Engine - Percent Tor 1 0 OxCFOD400 1 0 8 BYTE 255
12 Actual Engine - Percent Torque 1 0 OxCFOD400 2 0 8|BYTE 255
13 Engine Speed 1 0 DxCF00400 3 1] 16| BYTE 192
14 Source Address of Controlling device il 0| 0xCF0D0400 3 o 8|BYTE 235
15 Engine Starter Mode 1 0 0xCFD0400 & 4 8 BYTE 240
16 Engine Demand — Percent Torque il 0| 0xCF0D0400 7 o 8|BYTE 235
17 Driver 1working state 1 0 OxCFESCO0 1] 1] 3 BYTE 7
18 Driver 2 working state 1 0 DxCFESCO0 0 3 3|BYTE 7
18 vehide motion 1 0 DxCFE6CO0 0 6 2 BYTE 3
20 Driver 1Time Related States 1 0 DxCFESCO0 1 0 4|BYTE 15
21 Driver card, driver 1 1 0 DxCFE6CO0 1 4 2 BYTE 3
22 Vehide Overspeed 1 0 OxCFESCO0 1 6 2|BYTE 3
23 Driver 2 Time Related State: 1 0 NxCFFACAN 2 0 4 RYTE [] 15

FI L L I B B B I B Y B B 95 et - ‘

256 512 768 1024 1280 1536 1792 -
Name

Enter a meaningful plain text name for the signal.

DBC Symbol
By clicking <...> in this column, you can open the DBC symbol browser and configure the sym-
bols, see & Selecting symbols, page 14.

Unit (analog signals only)
Assignment of a physical unit for the signal

You can enter a maximum of 11 characters, the field is only considered a comment field. The
unit is always displayed in conjunction with a numerical display of the values.

Gain, Offset (analog signals only)
Specification of gain and offset for scaling the incoming values

The values describe a linear characteristic curve for scaling. If incoming values are specified in
physical units, you can ignore this function, i.e. Gain = 1 and Offset = 0.

CANID
ID of the associated CAN message

Address
Byte address within the 8 data bytes of a CAN message

Length (bit) (analog signals only)
Length of the message in bits

If you change the data type, this length changes automatically if it was equal to the bit length of
the data type. It can be used to use only a few bits of a byte.
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CAN

interface

Data type (analog signals only)
Selection of the data type of the signal

The data type determines the address of the next signal.

Active

Activation or deactivation of the respective signal

Actual

Display of the current actual value of the signal

3.2.6 Selecting symbols

The DBC symbol browser displays the messages and signals retrieved from a DBC file. You can
open the symbol browser from the Analog or Digital tab by clicking <...> in the DBC symbol
column, or via the “Select symbols” link in the general module settings of the CAN module, see
A General module settings, page 10.

If you open the symbol browser using the link in the module settings, you can add multiple sig-
nals at once using the multiple-selection feature.

At the top, you'll see information about the currently selected signals and their status.

| CAN DEC Symbals — O x
Message
Name: ET1 41939
Transmitter:  Vector_ XX Protocol:  J1939 Source address: 0 = PGN: 65262
DBC: J1939 CANID:  (0x18FEEEDO Destination address: |0 =
Signal
Mame: EngFuelTemp1 Multiplex group: 7 ] Mulitplex master
Unit: deg C Number of bits: & Bit start: 8 [ Alow negative values Endianness:  Litle-endian
Scale: 1 Offget: -40 Min: -40 Max: 210
J1939
Message Name Comment CANID PG
» [CET1 Engine Temperature 1 0x13FEEEFE 65262
Signals .
9, Signal name Comment Min Max Unit
» EngFuelTempl Temperature of fuel {or gas) passing through the first fuel control sys... -40 210|deg C
EngIntercoolerThermostatOpening The current position of the thermostat used to regulate the temperat... 1] 100 %
EngIntercoolerTemp Temperature of liguid found in the intercooler located after the turboc ... -4 210|deg C
EngTurboCilTemp Temperature of the turbocharger lubricant. -273| 1734,...|deg C I
EngQilTemp1 Temperature of the engine lubricant. -273| 1734,...|deg C
EngCoolantTemp Temperature of liguid found in engine cooling system. -273| -265,...|deg C
ET Exhaust Temperature Ox18FEQTFE 65031
ESC1 Electronic Steering Control 0x18F00BFE 61451
ERC2 Electronic Retarder Coniroller 2 0x1CFECZFE 65218
ERC1 Electronic Retarder Controller 1 0x18F000FE 61440
EPTS Exhaust Port Temperature 5 Ox1CFESFFE 65183

The lower section displays additional protocol-related information or information about the
J1939 part of the selected message.

Issue 1.1
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DBC files typically define only a generic source address (OxFE). Here, you can change the source
address, which affects the CAN ID. This value is set automatically when you click the <Test con-
nection> button on the Connection tab and open the symbol browser using a link to an acquired
CAN-ID.

By definition, it is also possible to combine J1939 and standard symbols in a DBC file. The sym-
bol browser supports this scenario.

As soon as you click <OK>, the selected symbol will be added as a signal. The fields Signal name,
Comment 1, Comment 2, Unit, CAN ID, and Address are filled in automatically.

[ LS

[ean General | #F Commection |\ Analog |1 Digtal |

Mame Comment 1 Comment 2 DBC Symbol Unit

[/l AccelPedal 1ow tch Switch signal which indicates the state of the accelerator pedal 1 low i Wit (EEC2) AccelPedal ILowIdleSwitch 3
2 Rospeccumstons o et act)ofhe syt i ot e veeonge0t0>  (mc)uomipeetmisons |

* aceresport T ot of el ustoncf e rdo e eccforae et forge Ot 0% Ecacesedpors |
s Ly
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4 Diagnostics

4.1 License

If the interface is not displayed in the signal tree, you can either check in ibaPDA in the 1/0 Man-
ager under General — Settings or in the ibaPDA service status application whether your license
for the interface ibaPDA-Interface-CAN has been properly recognized. The number of licensed
connections is shown in brackets.

The figure below shows the license for the Codesys Xplorer interface as an example.

License information

Licenses:
License container: |3-l - - | — - e - - A
el - s k. @ -
Customer name: ||-- — |
el — -
Licensze time limit: |Un|imited ! ———
e |W|EU Cmtick va 4D | |E::3jDA—Imerface-Codeiys;—Xplorer {'I'SEF
Container host: |. - - - | — —— ——
— — T —
Required EUP date: 01.02.2023 | | ———
ELP date: |31_12_2c|25 | N —— v

4.2 Visibility of the interface

If the interface is not visible despite a valid license, it may be hidden.

Check the settings in the General tab in the Interfaces node.

Visibility

The table Visibility lists all the interfaces that are available either through licenses or installed
cards. These interfaces can also be viewed in the interface tree.

You can hide or display the interfaces not required in the interface tree by using the checkbox in
the Visible column.

Interfaces with configured modules are highlighted in green and cannot be hidden.

Selected interfaces are visible, the others are hidden:

- ibal/0 Manager O X - ibal/O Manager
DEOEERSE-FQ &R DBEEEREDE-
..... Q Settings
" Signal names Physical location Visibility
i Address books [] Assign board numbers to physical locations [] Hide empty address nodes :
[E1 Certfficates X DT e
- Time synchronization S [ ibaCapture
693 Module overview Device CurrentID  New ID Name Visible f ibaLegic TCP
- Q@ Knowhow protection : - [-inf Playback
X1 E baFOB-%io-D ] -
45 Watchdog ' !E mety I ° - An Text interface
@ Remote configuration x2 ﬂ Empty ibahet-£ 0 o Unmapped
ﬁ Stop prevention X3 Bﬁ Empty E-mail
- B8 Boards ¥4 B3 Empty EtherNet/IP
Y Interiaces
o x5 B3 Empty GCOM O
ik Multstation X6 B Empty Generic TCP
[i]-2% Servers %7 BE Empty Generic UDP [}
%3 B Empty HPCi Request
ibaCapture
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4.3 Log files

If connections to target systems or clients have been established, all connection-specific actions
are logged in a text file. You can open this (current) file and, e.g., scan it for indications of possi-
ble connection problems.

You can open the log file via the button <Open log file>. The button is available in the 1/O Man-
ager:

m for many interfaces in the respective interface overview

m forintegrated servers (e.g. OPC UA server) in the Diagnostics tab.

In the file system on the hard drive, you can find the log files of the ibaPDA server
(.\ProgramData\iba\ibaPDA\Log). The file names of the log files include the name or
abbreviation of the interface type.

Filesnamed interface. txt are always the current log files. Files named
Interface yyyy mm dd hh mm ss.txt arearchived log files.

Examples:

m cthernetiplLog.txt (logof EtherNet/IP connections)
m AbEthLog.txt (log of Allen-Bradley Ethernet connections)

m OpcUAServerLog.txt (log of OPC UA server connections)
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4.4 Connection diagnostics with PING

PING is a system command with which you can check if a certain communication partner can be
reached in an IP network.

1. Open a Windows command prompt.

£ cmd|

2. Enter the command "ping" followed by the IP address of the communication partner and
press <ENTER>.

- With an existing connection you receive several replies.

BR Administrator: Command Prompt — O X

Windowsh,

d trip tim
Minimum = Bms, Maximum = 1ms,

MWindows\sy
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Diagnostics

4.5 Connection table

The CAN interface shows all configured connections to CAN gateways in a table. There is one

row per connection to a gateway

E- IJ’O Manager

O X
DMOEEERNRE-0L[EBRGR ER
imtls] Qutputs ] Analytics ] Groups l CAN
General
ERTTICAN ] Set all values to zero when the connection to the device is lost Cpen log file
T i ’ - ’
o Eﬁ; :?add e B Stat acquisition even f a device is not accessible Reset statistics
Mame Address Errors Messages CAN IDs
A 0 CAN (8) 1.0 o 1533 0
. 1 2 2 ? 2 2
. Ml oz ? ? ? ? ?
1 3 ? ? 2 ? ?
- [ ? ? ? ? ?
5 ? ? ? ? ?
15 ? ? ? ? ?
‘ 7 ? ? ? ? ?
3 2 2 ? 2 2
9 ? 2 7 ? ?
10 2 2 ? 2 2
1 ? ? ? ? ?
12 ? ? ? ? ?
13 ! ? ? ! !
i|||||||||||||||||||||||||||||| 157 — —
286 512 TeB 1024 1280 1836 1792

The table columns and their meaning:

m Name: Name of the module

m Address: IP Address or Host Name of the Gateways

m Error: Number of communication errors that occurred

Counts up if the connection attempt to a gateway fails or the gateway reports an error to the

CAN bus.

m  Messages: Number of the received messages

m CAN IDs Number of different CAN ID messages received

Additional information is provided by the background color of the table rows:

Color Meaning

Green The connection is OK and the data is read.
Red The connection is not active.

Gray No connection configured.
Issue 1.1
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4.6 Diagnostic modules

Diagnostic modules are available for most Ethernet based interfaces and Xplorer interfaces. Us-
ing a diagnostic module, information from the diagnostic displays (e.g. diagnostic tabs and con-
nection tables of an interface) can be acquired as signals.

A diagnostic module is always assigned to a data acquisition module of the same interface and
supplies its connection information. By using a diagnostic module, you can record and analyze
the diagnostic information continuously in the ibaPDA system.

Diagnostic modules do not consume any license connections because they do not establish
their own connection but refer to another module.

Example for the use of diagnostic modules:

m A notification can be generated, whenever the error counter of a communication connection
exceeds a certain value or the connection gets lost.

m In case of a disturbance, the current response times in the telegram traffic may be docu-
mented in an incident report.

m The connection status can be visualized in ibaQPanel.

m You can forward diagnostic information via the SNMP server integrated in ibaPDA or via OPC
DA/UA server to superordinate monitoring systems like network management tools.

In case the diagnostic module is available for an interface, a "Diagnostics" module type is shown
in the Add module dialog (example: Generic TCP).

e Add medule 4
Name |Diagnostics
Module type :
= Folder
I‘;%P‘Generic TCP
_
Cancel
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Module settings diagnostic module
For a diagnostic module, you can make the following settings (example: Generic TCP):

| General | "\ Analog | Il Digtal |

~ Basic
Maodule Type Diagnostics
Locked Mone
Enabled True
MName Generic TCP Diagnostics
Comment
Module No. 7
Timebaze 10 ms
lUze module name as prefix | False
~ Diagnostics
Generic TCP (58) (]
IEGeneric TCP (58)
Target module
The number of the module of which the diagnostic data should be
measured.

The basic settings of a diagnostic module equal those of other modules.
There is only one setting which is specific for the diagnostic module: the target module.

By selecting the target module, you assign the diagnostic module to the module on which you
want to acquire information about the connection. You can select the supported modules of this
interface in the drop-down list of the setting. You can assign exactly one data acquisition mod-
ule to each diagnostic module. When having selected a module, the available diagnostic signals
are immediately added to the Analog and Digital tabs. It depends on the type of interface,
which signals exactly are added. The following example lists the analog values of a diagnostic
module for a Generic TCP module.

U General | "\ Analog | Il Digtal |

MName Unit Gain Offset Active  Actual
0 IP address (part 1) 1 0
1 IP address (part 2) 1 0
2 IP address (part 3) 1 0
3 IP address (part 4) 1 0
4 Port 1 0
5 Message counter 1 0
6 Incomplete errors 1 0
7 Packet size (actual) bytes 1 0
8 Packet size (max) bytes 1 0
9 Time between data (actual) ms 1 0
10 Time between data (min) ms 1 0

For example, the IP (v4) address of a Generic TCP module (see fig. above) will always be split
into 4 parts derived from the dot-decimal notation, for better reading. Also other values are
being determined, as there are port number, counters for telegrams and errors, data sizes and
telegram cycle times. The following example lists the digital values of a diagnostic module for a
Generic TCP module.

|5 General | " Andlog | I Digital |
Mame Active  Actual

Active connection mode
Invalid packet

===

0
1
2 Connecting
3 Connected
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Diagnostic signals

Depending on the interface type, the following signals are available:

Signal name

Description

Active

Only relevant for redundant connections. Active means that
the connection is used to measure data, i.e. for redundant
standby connections the value is 0.

For normal/non-redundant connections, the value is always 1.

Buffer file size (actual/avg/
max)

Size of the file for buffering statements

Buffer memory size (actual/
avg/max)

Size of the memory used by buffered statements

Buffered statements

Number of unprocessed statements in the buffer

Buffered statements lost

Number of buffered but unprocessed and lost statements

Connected

Connection is established

Connected (in)

A valid data connection for the reception (in) is available

Connected (out)

A valid data connection for sending (out) is available

Connecting

Connection being established

Connection attempts (in)

Number of attempts to establish the receive connection (in)

Connection attempts (out)

Number of attempts to establish the send connection (out)

Connection ID O->T

ID of the connection for output data (from the target system
to ibaPDA). Corresponds to the assembly instance number

Connection ID T->0

ID of the connection for input data (from ibaPDA to target sys-
tem). Corresponds to the assembly instance number

Connection phase (in)

Status of the ibaNet-E data connection for reception (in)

Connection phase (out)

Status of the ibaNet-E data connection for sending (out)

Connections established (in)

Number of currently valid data connections for reception (in)

Connections established (out)

Number of currently valid data connections for sending (out)

Data length

Length of the data message in bytes

Data length O->T

Size of the output message in byte

Data length T->0

Size of the input message in byte

Destination IP address (part
1-4) O->T

4 octets of the IP address of the target system Output data
(from target system to ibaPDA)

Destination IP address (part
1-4) T->0

4 octets of the IP address of the target system Input data
(from ibaPDA to target system)

Disconnects (in)

Number of currently interrupted data connections for recep-
tion (in)

Disconnects (out)

Number of currently interrupted data connections for sending
(out)

Error counter

Communication error counter

Exchange ID

ID of the data exchange

Incomplete errors

Number of incomplete messages
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Signal name

Description

Incorrect message type

Number of received messages with wrong message type

Input data length

Length of data messages with input signals in bytes (ibaPDA
receives)

Invalid data points

Number of received data points with missing configuration

Invalid packet

Invalid data packet detected

IP address (part 1-4)

4 octets of the IP address of the target system

Keepalive counter

Number of Keepalive messages received by the OPC UA Server

Lost images

Number of lost images (in) that were not received even after a
retransmission

Lost Profiles

Number of incomplete/incorrect profiles

Message counter

Number of messages received

Messages per cycle

Number of messages in the cycle of the update time

figuration

Messages received since con-

Number of received data telegrams (in) since start of acquisi-
tion

nection start

Messages received since con-

Number of received data telegrams (in) since the start of the
last connection setup. Reset with each connection loss.

ration

Messages sent since configu-

Number of sent data telegrams (out) since start of acquisition

Messages sent since connec-
tion start

Number of sent data telegrams (out) since the start of the last
connection setup. Reset with each connection loss.

Multicast join error

Number of multicast login errors

Number of request com-
mands

Counter for request messages from ibaPDA to the PLC/CPU

Output data length

Length of the data messages with output signals in bytes
(ibaPDA sends)

Packet size (actual)

Size of the currently received message

Packet size (max)

Size of the largest received message

Ping time (actual)

Response time for a ping telegram

Port

Port number for communication

Producer ID (part 1-4)

Producer ID as 4-byte unsigned integer

Profile Count

Number of completely recorded profiles

Read counter

Number of read accesses/data requests

Receive counter

Number of messages received

Response time (actual/aver-
age/max/min)

Response time is the time between measured value request
from ibaPDA and response from the PLC or reception of the
data.

Actual: current value

Average/max/min: static values of the update time since the
last start of the acquisition or reset of the counters.

Retransmission requests

Number of data messages requested again if lost or delayed
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Signal name

Description

Rows (last)

Number of resulting rows by the last SQL query (within the
configured range of result rows)

Rows (maximum)

Maximum number of resulting rows by any SQL query since
the last start of acquisition (possible maximum equals the
configured number of result rows)

Send counter

Number of send messages

Sequence errors

Number of sequence errors

Source IP address (part 1-4)
Oo->T

4 octets of the IP address of the target system Output data
(from target system to ibaPDA)

Source IP address (part 1-4)
T->0

4 octets of the IP address of the target system Input data
(from ibaPDA to target system)

Statements processed

Number of executed statements since last start of acquisition

Synchronization

Device is synchronized for isochronous acquisition

Time between data (actual/
max/min)

Time between two correctly received messages
Actual: between the last two messages

Max/min: statistical values since start of acquisition or reset of
counters

Time offset (actual)

Measured time difference of synchronicity between ibaPDA
and the ibaNet-E device

Topics Defined

Number of defined topics

Topics Updated

Number of updated topics

Unknown sensor

Number of unknown sensors

Update time (actual/average/
configured/max/min)

Specifies the update time in which the data is to be retrieved
from the PLC, the CPU or from the server (configured). Default
is equal to the parameter "Timebase". During the measure-
ment, the real actual update time can be higher than the set
value if the PLC needs more time to transfer the data. How
fast the data is really updated, you can check in the connec-
tion table. The minimum achievable update time is influenced
by the number of signals. The more signals are acquired, the
greater the update time becomes.

Average/max/min: static values of the update time since the
last start of the acquisition or reset of the counters.

Write counter

Number of successful write accesses

Write lost counter

Number of failed write accesses
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5 Appendix

5.1 Configuration of the CAN gateway

All relevant CAN gateway settings can be accessed via a web server on the device. Information
on opening the web server can be found in the manufacturer's documentation.

1. Login with the initial access data:
= User:admin

= Password: admin

Note
P For security reasons, iba strongly recommends to change your password im-
1 mediately. This change will take effect with the next login attempt.

- The following window appears:

~ @ EtherCAN-ARMI x + = O x

& c A\ Nicht sicher ‘cgi-bin/index? Q ¥ o @

EMS Dr. Thomas Wuensche

EtherCAN-ARM9

Metwork configuration

‘CAN driver selection

Enable/disable CAM Server

Show CPUs Temperature

Change User/Pass

Log Out

| CAM Configuration | I}

EMS Dr. Thomaz: Woensche +49-8441-490260 - support@ems-wuenzche.com

www.ems-wuensche.com
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2. Open Network configuration — Validate — IP settings and make the following settings:

v @ EtherCAN-ARMI x o+ = O =

& 5 @ A Nichtsicher /cgi-bin/basicco.. & ¥ 3 @

EMS Dr. Thomas Wuensche

EtherCAN-ARM9

Current Values
IP Address= 192.168
Netmask= 255.255.2550
Gateway= 192.168]

Nameserver= 192.168

Change values
Paddress [1921680 (01 |
Netmask
Gateway  [ZiEs ]
Nameserver [192188) [T |

Go to main menu

3. Open CAN Configuration — CAN bus Baudrate and make the following settings:
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¥ @ EtherCAN-ARMZ x +
'egi-bin/canserconf? Q ¥ o3 ® i

Change values

cansrvi;

<« > C /A Nicht sicher
-
EMS Dr. Thomas Wuensche
EtherCAN-ARM9
Current Values

cansrv 0 1s: Server - Listening on port 1501, baud rate set to: 230
cansrv 1 1s: Server - Listening on port 1502, baud rate set to: 230
If enabled, cansrv will be started at boot time. Start at boot

Port mumber

Baudrate

Baud rate is not mandatory for a server.

-

But when set it cannot be overwritten by the client.
Eeep alive is mandatory, if another EtherCAN device is client! Keep Alive

cansrvl:

If enabled, cansrv will be started at boot time. Start at boot
Port sumber
Baudrate

Baud rate is not mandatory for a server.
But when set it cannot be overwritten by the client.

Keep alive is mandatory, if another EtherCAN device is client! Keep Alive

Supported baudrates 10-20-25-50-100-125-250-500-300-1000 [kBaud]

EMS Dr. Thomas Wuensche +49-8441-490260 - supporti@ems-wuensche.com

www.ems-wuensche.com

4. Save the changes and restart the device.

It is not usually necessary to adjust the other parameters.
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Default configuration

The default delivery of EtherCAN CI has the following parameters set:

IP address 192.168.1.15
Netmask 255.255.255.0
Gateway none
Nameserver none
CAN driver selection | EMS driver
CAN1 Server

Port: 1501

Start at boot: enabled
Keep alive: enabled
Baudrate: 250 kBaud

CAN 2 Server
Port: 1502
Start at boot: enabled
Keep alive: enabled
Baudrate: 250 kBaud
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6 Support and contact

Support
Phone: +49 911 97282-14
Email: support@iba-ag.com
Note
P If you need support for software products, please state the number of the licen-
l se container. For hardware products, please have the serial number of the device

ready.

Product Security Incident Response Team (PSIRT)

Current advisories: www.iba-ag.com/en/security
Email: psirt@iba-ag.com

Contact

Headquarters

iba AG

Gebhardtstrasse 10-20
90762 Fuerth

Germany
Phone: +49 911 97282-0
Email: iba@iba-ag.com

Mailing address

iba AG

Postbox 1828

D-90708 Fuerth, Germany

Delivery address

iba AG

Gebhardtstrasse 10
90762 Fuerth, Germany

Regional and worldwide

For contact data of your regional iba office or representative
please refer to our website:

www.iba-ag.com
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