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1 About this documentation

This documentation describes the use of the Request data interface to SIMATIC S7 via UDP.

The product ibaPDA-Request-S7-UDP is an extension of ibaPDA that allows selective to S7 sym-
bols and S7 operands during data acquisition from SIMATIC S7 CPUs. Data is transmitted using
the UDP network protocol (User Data Protocol). This documentation only describes the exten-
sions and deviations. For all other functions and operating instructions, please refer to the doc-
umentation for ibaPDA and ibaPDA-Interface-S7-TCP/UDP.

Other documentation

This documentation provides supplementary information to the ibaPDA and
ibaPDA-Interface-S7-TCP/UDP documentations.

1.1 Target group and previous knowledge

This documentation is aimed at qualified professionals who are familiar with handling electrical
and electronic modules as well as communication and measurement technology. A person is
regarded as professional if they are capable of assessing safety and recognizing possible conse-
qguences and risks on the basis of their specialist training, knowledge and experience and knowl-
edge of the standard regulations.

This documentation in particular addresses persons who are concerned with the configuration,
test, commissioning or maintenance of Programmable Logic Controllers of the supported prod-
ucts. For the handling ibaPDA-Request-S7-UDP the following basic knowledge is required and/or
useful:

m  Windows operating system
m Basic knowledge of ibaPDA

m Knowledge of configuration and operation of the relevant control system
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1.2 Notations

In this manual, the following notations are used:

Action Notation
Menu command Menu Logic diagram
Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:
Select the menu Logic diagram — Add — New function block.
Keys <Key name>

Example: <Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example: <Alt> + <Ctrl>

Buttons <Key name>

Example: <OK>; <Cancel>

Filenames, paths Filename, Path

Example: Test .docx
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

Danger!

The non-observance of this safety information may result in an imminent risk
of death or severe injury!

>

Observe the specified measures.

Warning!

The non-observance of this safety information may result in a potential risk of
death or severe injury!

>

Observe the specified measures.

Caution!

The non-observance of this safety information may result in a potential risk of
injury or material damage!

Observe the specified measures.

P A note specifies special requirements or actions to be observed.

Q Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.
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ibaPDA-Request-S7-UDP System requirements

2 System requirements

The following system requirements apply for the use of the data interface
ibaPDA-Request-S7-UDP:

m ibaPDA v8.13.0 or higher

m Basic license for ibaPDA + license for ibaPDA-Interface-S7-TCP/UDP + license for
ibaPDA-Request-S7-UDP

m SIMATIC S7 controller S7-300, S7-400, S7-400H, S7-1500, WinAC, for access to optimized
data blocks S7-1500 firmware V3 or later

m In case PC/CP connections are used:

= SIMATIC STEP 7 or SIMATIC NET, or

=  SIMATIC TIA Portal
m SIMATIC CFC (beginning with V6.0), if signals are to be chosen by drag & drop?
For integrating the Request blocks in the S7 program:

m SIMATIC STEP 7 V5.4 SP5 or higher, or

m SIMATIC STEP 7 (TIA Portal) V16 or higher (function block libraries for older versions may be
available on request), V18 or higher for access to optimized data blocks

For further requirements for the used computer hardware and the supported operating sys-
tems, refer to the ibaPDA documentation.

System restrictions
m Access to S7-1200 controllers is not supported.

m Connectors of CFC blocks, which have constant values assigned, have no operand address.
They are marked as constant in the address book and cannot be selected as signal.

m If function blocks (FB) are used in CFC, the internal static variables of the FB are also dis-
played in the address book, because they are treated in exactly the same way as connectors
by the compiler. These are to be ignored.

m For data acquisition, ibaPDA supports only the following data types:
=  BOOL, BYTE, WORD, DWORD, INT, DINT, REAL, TIME, CHAR

All other data types exist in the address book but cannot be entered in the signal list.

m For functions (FC) with connections of the data type STRING, POINTER, STRUCT or ANY un-
der CFC, the interpretation of the SCL code does not work, as there are no references to the
data types available in the source.

=

can only be used with SIMATIC STEP 7 v5.x
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ibaREQsym block family
m TIA Portal V18 or higher
m Firmware V3.0 or higher

m Supported items: E, A, M and items from data blocks, only elementary data types and indi-
vidual items from structured data types

m Variables must have the attribute "Accessible from HMI/OPC UA/Web API" or "Writable
from HMI/OPC UA/Web API".

m  Max. length of symbolic variable name (fully qualified name including namespace):
254 UTF-16 characters

m  Max. 10 Request instances can be simultaneously active per S7 CPU.

m  Max. 2000 symbols can be simultaneously requested per S7 CPU.

Further information about the "ResolveSymbols" and "MoveResolvedSymbolsToBuffer" func-
tions can be found in the Siemens documentation.

ibaREQ3sym block family

m TIA Portal V19 or higher

m Firmware V3.0 or higher

m Supported items: E, A, M and items from data blocks, only elementary data types and indi-
vidual items from structured data types

m Variables must have the attribute "Accessible from HMI/OPC UA/Web API" or "Writable
from HMI/OPC UA/Web API".

m Max. length of symbolic variable name (fully qualified name including namespace):
254 UTF-16 characters

m  Max. 10 Request instances can be simultaneously active per S7 CPU.

m  Max. 2000 symbols can be simultaneously requested per S7 CPU.

Issue 2.2 10 @
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System requirements

License information

Order no. | Name

Description

31.001040 |ibaPDA-Interface-S7-TCP/UDP

Extension license for an ibaPDA system for
one TCP/IP and UDP/IP interface with
64 connections

31.101040 |one-step-up-Interface-S7-TCP/

UDP

Extension license for 64 additional S7-TCP/
UDP connections of an ibaPDA-Interface- S7-
TCP/UDP interface (max. 3 extension licens-
es)

31.001311 |ibaPDA-Request-S7-UDP

Extension license for an ibaPDA system for
using Request-S7 with the ibaPDA-Interface-
S7-TCP/UDP interface with 2 connections

31.101311 | one-step-up-Request-S7-UDP

Extension license for 2 additional Request-
S7-UDP connections of the ibaPDA-Request-
S7-UDP interface (max. of 127 connections)

The use of ibaPDA-Request-S7-UDP requires the existence of an ibaPDA-Interface-S7-TCP/UDP
license. For each active Request module, one S7-TCP/UDP connection and one Request-S7-UDP

connection are occupied.

Issue 2.2
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3 ibaPDA-Request-S7-UDP

The ibaPDA-Request-S7-UDP interface is suitable for the measurement data acquisition with
free variable selection over standard network cards via UDP. The measurement data is sent
actively from the controller to ibaPDA. For this purpose, several Request blocks have to be inte-
grated in the S7 program for each connection. These Request blocks are used to cyclically send
the current values of the S7 operands selected by the user within ibaPDA to be recorded in
ibaPDA. When modifying the signal selection, no modification in the S7 program is required.

You can select the signals to be measured either with the absolute operand address or with the
symbolic name with support of the ibaPDA address book browser. This browser allows to access
to all defined symbols of the attached STEP 7 project.

You can use optimized data blocks for S7-1500 controllers. Signals within these data blocks can
only be addressed via their symbolic name and not via the address or operand. For CPUs with
firmware V3 or higher, it is also possible to access this data with special request blocks.

Block family S$7 CPU firmware TIA Portal Access to optimized
data blocks
ibaREQ unlimited V16 or higher no
ibaREQsym V3 or higher V18 or higher yes
SIMATIC 57 ibaPDA

I‘II = measuring data

| # Ethernet UDP/IP l

< Cthernet TCP/IP

Request

On side of the SIMATIC S7, you can use a PROFINET interface integrated on the CPU as well

as an additional Ethernet capable communication processor (e.g. CP343-1, CPU343-1 LEAN,
CP443-1, ...). The data volume that can be reached depends besides of many other factors sig-
nificantly on the selected interface. Generally, interfaces integrated on the CPU are more pow-
erful than communication processors, since the connection via the backplane bus represents a
performance shortage. Especially for the modules of the S7-300 family, there are considerable
shortages. For detailed information, please refer to the Siemens device and system manuals.
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3.1 How much data can be transferred?
The amount of transferable data per module is limited by various parameters:

m Maximum telegram size
A maximum of 1466 bytes of user data can be transferred per telegram and thus per connec-
tion.

m  Maximum number of pointers
The data to be transferred is defined using ANY pointers, which are transferred from ibaPDA
to the controller. Here, connected operands (i.e. successive addresses) are represented by a
common pointer. Depending on the size of the REQ_DB, a different number of pointers can
be managed.

= With S7-300, S7-400, WinAC controls the length can be freely selected.
5280 bytes: up to 128 pointers
9120 bytes: up to 512 pointers
14240 bytes: up to 1024 pointers (maximum)

= Only a fixed length is provided for S7-1500 controllers:
9120 bytes: up to 512 pointers

I Example
If you use a REQ_DB with a length of 9120 bytes, up to 512 pointers can be used, which may
write a total address space of 1466 bytes.

If 512 distributed individual bytes of operands are to be acquired, all 512 pointers are re-
quired: Only 512 bytes can be acquired, although the maximum telegram size of 1466 bytes
has not yet been reached.

If the 512 byte operands are located on successive addresses, only 1 pointer is required.
There are 511 pointers available to address the remaining 1466 bytes - 512 bytes = 954 bytes.

You can find the maximum telegram size and the current maximum number of pointers in the
57 Request info tab under Diagnostics.

See also A Module diagnostics, page 50.

3.2 Configuration and engineering SIMATIC S7

In the following, we describe the configuration and engineering on the SIMATIC S7 side.

You should distinguish whether this configuration is done with the SIMATIC Manager (STEP 7
Version < V5) or with the SIMATIC TIA Portal.

3.2.1 Configuration and engineering SIMATIC $7-300, S7-400 and WinAC

On the SIMATIC side, carry out the following configuration steps:

m Configuration Software (STEP 7 V5):
Integration of the Request blocks in the S7 program

m Connection configuration:
If a communication processor CP x43-1 is being used, a programmed connection has to be
configured in NetPro. This is not necessary when using a PN interface integrated on the CPU.

Issue 2.2 13 @
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3.2.1.1 Configuration in STEP 7

In the following, we describe the configuration of the Request blocks in STEP 7 V5.

Copy the required blocks from the iba S7 library to the blocks folder of your STEP 7 project, see
A iba S7 library, page 108.

Note

P The request blocks do not support multi-instance calls.

Note
® If the block numbers in your project are already occupied, assign new numbers
1 to the blocks from the iba S7 library when copying.

Adapt the blocks ibaREQ_UDPint, ibaREQ_UDPext3 and ibaREQ_UDPext4 in the
following cases:

m For the block ibaREQ_UDPact, another function block number than FB145 is
used.

m For the ibaUDT_UDPact data type, another number than UDT145 is used.

m For the Siemens function blocks of the standard library or the SIMATIC NET
CP library, other numbers than the standard numbers are used. The relevant
Siemens function blocks are:

=  when using ibaREQ_UDPint (FB146):
TCON (FB65), TDISCON (FB66), TUSEND (FB67), TCON_PAR (UDT65),
TADDR_PAR (UDT66)

= when using ibaREQ_UDPext3 (FB147):
AG_SEND (FC5)

= when using ibaREQ_UDPext4 (FB148):
AG_LSEND (FC50)

For further information on customizing, see @A Adaptation to the renumbered
system functions, page 117.
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3.2.1.1.1 CPU S7-300/S7-400/WinAC with integrated PN interface

The following blocks are required:

m ibaREQ_M (FB140), see A ibaREQ_M (FB140), page 59
m ibaREQ_UDPact (FB145), see @ ibaREQ_UDPact (FB145), page 64
m ibaREQ_UDPint (FB146), see A ibaREQ_UDPint (FB146), page 68
m ibaREQ_DB (DB15)
m ibaUDT_UDPact (UDT145)

Note

1

Only use Request blocks from the latest iba S7 library!

Request blocks in application examples can be outdated and, thus, cause errors.

For each Request mod

1. Call the ibaREQ_M (FB140) preferably within the OB1.

ule

DBE140
"IDE REQ-M"
FBE140
ibkePDA-Reguest—-57 management block
"ibaREQ M"
—_ EN
DB1S
ibkaPDA-Regquest—-57
— Imterface-DB
"ibzREQ DB" —REQ_DB
MZ20._0
do reset
"RESET" —{RESET
0 — INP_RRNGE
0 —OUT_RRNGE ERROR_STRTUS
0 —{MRREER RANGE ENO

2. Call the ibaREQ_UDPint (FB146) preferably within a cyclic interrupt OB (OB3x).

DBl4e
"IDB EEQ-UDPint"

DB15
ib=FDA-Regquest—57 -
Interface-DB
"ikaREQ DE"™ —
] —
Bflegh —

LEZ00L =

.. am{RESET_con

FBl146
ibaPDRE-Bequest—-57 block for sending
data wvia an internal PN-Interface
"ibaREQ UDPint™

EN
ERROR_STATUS
ERROR_TCON
REQ DB COUNT_TCON
CON_ID EBROR_TSEND

LOCAL DEVICE_ID COUNT_TSEND

LOCAL DORT LOST_ SAMPLES

ENO
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For each additional Request module

m In the blocks folder, a data block ibaREQ_DB (DB15) has to be available for each Request
module. Copy the data block and assign a new unique DB number.

m  Within the OB1, the ibaREQ_M (FB140) has to be called once more with a new DB number
(input REQ_DB) for each Request module.

m  Within a cyclic interrupt OB (OB3x), the ibaREQ_UDPint (FB146) has to be called once more
with the new DB number (input REQ_DB) for each Request module.

m Make sure that all instance data blocks are unique and that unique values are assigned for
the CON_ID and LOCAL_PORT parameters.
Final

m Load all blocks into the S7 CPU and restart the S7 CPU.

3.2.1.1.2 CPU S7-300 with CP343-1

The following function blocks are required:

m ibaREQ_M (FB140), see A ibaREQ_M (FB140), page 59
ibaREQ_UDPact (FB145), see A ibaREQ_UDPact (FB145), page 64
ibaREQ_UDPext3 (FB147), see A ibaREQ_UDPext3 (FB147), page 73
m ibaREQ_DB

m ibaUDT_UDPact (UDT145)
Note
P Only use Request blocks from the latest iba S7 library!
l Request blocks in application examples can be outdated and, thus, cause errors.

For each Request module
1. Configure a new connection in NetPro.

%2 NetPro - [STCLASSIC_UDP_REQ V00 (Network) - \\iba\SWS\...\S7CLASSIC_UDP_REQ] =l -E ==
%P Network Edit Inset PLC View Options Window Help [—]&][x]
S8 B S eedald s BEl e

Ethemnet(1) 1 =
Industrial Ethernet j J

MPI(1)
MPI

1_CPU4x PN

z CFU_IWPUDF (PN10
T 4122 1 H

3 CPU4x_CP
ol ==

Show/Hide Columns > Ny

Optimize Column Width -~

Display Columns.

| Inserts a new connection in the cennection table. [Realtek PCle GBE Family Controller. TCPIP.1 | |0 from 0 selected [Insert [Chg
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2. Select the connection partner unspecified and connection type UDP connection.

S8 NetPro - [STCLASSIC_UDP_REQ (Network) - \\iba\SWS\.. \S7TCLASSIC_UDP_REQ] = @=]
H8 Network Edit Inset PLC View Options Window Help Tnsert New Connection [=[&]x]
S0 S e ka8 Bal e i e——

Ethemnet(1) 1 (3] In the curent praject J=|
Industrial Ethernet £ STCLASSIC_UDP_REQ :
@ 1_CPU4xPN
MPI(1) e
MPI o [ M—
Broadcas sations
e Al mullicast stations
-8 In unknown project
1_CPU4x PN U3x_CP 1
'r” " CFU IMFI/DF TFN-I0 FIDF (PN10 [P PN ””l E |
o[22 : I H 2521 {io1 T e :
PN ' H Lean | A |
: : : ; £, :
5] =] fl =] Praject: g :
2 2 :
Station (Unspecified) :
Module : 05
< n r
~ Connection
Local ID Pariner ID Partner Type let -
Type: UDF connection o
[ Display properties before inserting
o | Apply | Caneel | Help |
|Realtek PCle GBE Family Controller. TCPIP.1 | [0 from 0 selected [Insert [Chg 4

| Ready

3. The automatically assigned function block parameter for the connection ID (ID) and the
hardware starting address (LADDR) are needed later in step 6.

| Properties - UDP connection

General Information | Addresses IOptionsI Ovenriewl Status Information I

— Local Endpoint — Block Parameters
ID fhex): - 1—p
Name: IUDF‘ connection Wi16:0100—lLADDR
Via CP: |CF‘ 3431 Lean, PN-IO (RO/54)
Route... |

4. Enter the IP address of the ibaPDA computer as partner IP address and the configured port
number (standard: 4170) and select a unique local port number.
-Pmperﬁs— UDP connection
General Information Addresses |Optior15| Overview I Status Information I

Ports from 1025 through 65535 are available.
(Far further ports, refer to online help)

Local Remate
IP {dec): |192.163.BD.8? [192 165.82.105

PORT {dec): | IZ'DDD | I-ﬂ 70l

[~ Address assignment in block
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- The connection table of the CPU now displays the newly configured connection.

=Een
Clelx

B8 NetPro - [S7CLASSIC_UDP_REQ (Metwork) -- \\iba\SWS\..\STCLASSIC_UDP_REQ]
B8 Network Edit Insert PLC View Options Window Help
FLENEE T Y s

Ethernet(1)
Industrial Ethernet

MPI(1)
MPI

1_CPU4x PN 2_CPU3x_CP 3 CPU4x_CP
r"”" f&i EMP\‘DPEPN-\O WFIIDP 3pu.m: ;aiu if&} r””” S‘Zi Eupmp EFN-\O fzu 3pn.uo
BN L H H Lean | PN i i
- m fis fi] fi=] fi] el |
2 2 2 4
< | C
[eamer [T ] =
! = Ehernett) 8] (| [

[Farnsr o
1

iUUM A0S0

5. Call the ibaREQ_M (FB140) preferably within the OB1.

: UDP connection] ; UDP connection

oB140
"IDBE EEQ-M™"
FB140
ibaPDA-Request—-57 management block
"ibaREQ M"
—EN
DB1S
ibaPDR-Request—57 -
Interface-LE
"ibaREQ DBE" = REQ DB
—{ RESET
0 = INP_RRNCE
0 == OUT_RRNCE ERROR_STATUS |
0 == MRREER RRNCE ENO |-

6. Call the ibaREQ_UDPext3 (FB147) preferably within a cyclic interrupt OB (OB3x).

DB147
"IDB REQ-UDPext3"™
FB147
ibaPDA-Request—-57 block for sending
data wvia an CP343-1
"ibaREQ UDDext3™
— EN
ERROR_STATUS |~
DB15
ibaPDA-Regquest-57 - ERROR_SEND (-
Interface-DB
"ibaREQ DE" — EEQ LB COUNT_SEND =
1 = ID LOST_SAMPLES |
WElsg100 —HW_LADDR ENO (=

For each additional Request module

In the blocks folder, an ibaREQ_DB (DB15) data block has to be available for each Request
module. Copy the data block and assign a new unique DB number.

Configure a separate connection for each Request module (steps 1 to 4). Assign different
local port numbers.

Within the OB1, the ibaREQ_M (FB140) has to be called once more with a new DB number
(input REQ_DB) for each Request module (step 5).

Within a cyclic interrupt OB (OB3x), the ibaREQ_UDPext3 (FB147) has to be called once
more with the new DB number (input REQ_DB) for each Request module (step 6).

Make sure that all instance data blocks are unique and that unique values are assigned for
the ID and HW_LADDR parameters.
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Final

m Load all blocks into the S7 CPU and restart the S7 CPU.

3.2.1.1.3 CPU S7-400 with CP443-1

The following blocks are required:

ibaREQ_M (FB140), see A ibaREQ_M (FB140), page 59

m ibaREQ_UDPact (FB145), see @ ibaREQ_UDPact (FB145), page 64

m ibaREQ_UDPext4 (FB148), see A ibaREQ_UDPext4 (FB148), page 74
m ibaREQ_DB

m ibaUDT_UDPact (UDT145)

Note
® Only use Request blocks from the latest iba S7 library!
1 Request blocks in application examples can be outdated and, thus, cause errors.

For each Request module
1. Configure a new connection in NetPro.

S8 NetPro - [STCLASSIC_UDP_REQ_V00 (Network) -- \\iba\SWS\.,.\STCLASSIC_UDP_REQ] oo
% Network Edit Insert PLC View Options Window Help [-]=]x]
(G R kB TP BE N
Ethemet(1) 1 : il
Industrial Ethernet : ‘
MPI(1) ? =
MPI :

1_CPU4x PN 2_CPU3x_CP
H CPU IMFIDF 1PN CPU_WPUDP (PNAO JOF  PN-
T 4iz2 | H Bl 2 ! H 2421 1101
PN ' PNIDP | H Lean |
] i) ‘m =] ‘|

Insert New Connection CtrisN E
Download selected connections
Columns 3 .
Optimize Column Width
Display Columns...

| Inserts a new connection in the connection table. |Realtek PCle GBE Family Controller. TCPIP.1 | [0 from 0 selected [Insert [Chg 4
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2. Select the connection partner unspecified and connection type UDP connection.

%8 NetPro - [STCLASSIC_UDP_REQ (Network) -- \\iba\SWS\... 57CLASSIC_UDP_REQ] =l 53
B Network Edit Inset PLC View Options Window Help Insert New Connection &=l .
=8 %.‘.\é\ﬂ\‘ﬁ|@\6’§|ﬁ 1 |k?| - Connection Partner

(8] Inthe curent project "
Ethern_et(ﬂ) [=] @3 S7CLASSIC_UDP_REQ
Industrial Ethernet EFl 1_CPU& PN |
CPU 4122 PN
MPI(1) PlL [P K £
MPI [Unspeciied]
e BT BIGEGEES stations [
o Al TilliCS stations
8P Inunknown project
1_CPU4x PN 2 _CPU3x_CP
= CPU MPIDP (PO CPU_ WPIIDP [FI-IO [P 1PN-
Ly 412:2 | | B | H 2431 1101
BN : PNiDP | : : ) 9
| H =] m Project. -
2 2 Station (Unspecified)
Module:
< il - : v
Local ID Partner ID Partner Type Type: | -
[
¥ Display properties before mserting
ok | oy | Cancel | e |
| Ready [Realtek PCle GBE Family Controller.TCPIP.L | |0 frem 0 selected [Insert [Chg 4

3. The automatically assigned function block parameters are needed later in step 6.

Properties - UDP connection

General Information | Addresses IOptionsI Ovenriewl Status Information I

— Local Endpoint — Block Parameters
1D {hexe): - 1—p
Name: IUDF‘ connection2 W1E5DFFE —LADDR
Via CP: |CP 4431, PN-IO (RD/S3)
Route... |

4. Enter the IP address of the ibaPDA computer as partner IP address and the configured port
number (standard: 4170) and select a unique local port number.

Properties - UDP connection

General Information

Ports from 1025 through 65535 are available.
{For further ports, refer to online help)

Addresses IOpﬁonsI O\renfiewl Status Information |

Local Remuote
IP (dec): 192.168.80.67 [192.168.82.105
PORT {dec): 2000 |41 70

[” Address assignment in block

- The connection table of the CPU now displays the newly configured connection.

S8 NetPro - [STCLASSIC_UDP_REQ (Netwark) -- \\iba\SWS\...\STCLASSIC_UDP_REQ]
%P Network Edit Inset PLC View Options Window Help

el o=
[=][=]x]

SE S Rl B TS BE (N

Ethemet(1)
Industrial Ethernet

MPI(1)
MPI

1_CPU4x PN 2_CPU3x_CP
T CPU \MPIIDP  PN-IC (CPU  (MPUDP PN-IO [CP 1PN-
| N i L A
N : FNDF | H Lesn !
‘= i ‘m i=]
2 2

<[ i

>

[Fartner [Tvpe

UDP connection2 | UDP connection

[Fatner D
0001 A0S0 |

|
- Ethernel(1) (]

]
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5. Call the ibaREQ_M (FB140) preferably within the OB1.

oB140

"IDB BEQ-M™"
FBE140
ibaPDA-Request—-57 management block
"ibaBREQ M"
—EN
OB15
ibaPDRA-Request—57 -
Interface-DB
"ibaREQ DB" — REQ DB

.. == RESET

0 = INP_RRNCE

0 = OUT_RRNCE ERROR_STARTUS . _

0 == MAREER RRNCE ENO |-

6. Call the ibaREQ_UDPext4 (FB148) preferably in the context of a cyclic interrupt OB (OB3x).

nB148

"IDE REQ-UDDextd™
FB148
ibkaPFDA-Reguest—-57 bklock for
sending data wia an CP443-1
"ibaREQ UDPextd™
—EN
ERROR_STATUS (= __
DBel1S
ibaPDA-Regquest-57 ERROR_SEND |— __
- Interface-DB
"ibaREQ DBE" — REQ DB COUNT_SEND |— __
1 —ID LOST_SAMPLES [
WELEEFFE = HW_LAEDDR ENO [

For each additional Request module

m In the blocks folder, a data block ibaREQ_DB (DB15) has to be available for each Request
module. Copy the data block and assign a new unique DB number.

m Configure a separate connection for each Request module (steps 1 to 4). Assign different
local port numbers.

m Within the OB1, the ibaREQ_M (FB140) has to be called once more with the new DB number
(input REQ_DB) for each Request module (step 5).

m  Within a cyclic interrupt OB (OB3x), the ibaREQ_UDPext4 (FB148) has to be called once
more with a new DB number (input REQ_DB) for each Request module (step 6).

m  Make sure that all instance data blocks are unique and that unique values are assigned for
the ID and HW_LADDR parameters.

Final

m Load all blocks into the S7 CPU and restart the S7 CPU.
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3.2.2 Configuration and engineering SIMATIC S7-1500
Carry out the following configuration steps out on the SIMATIC TIA Portal side:

m Configuration software:
Integration of the Request blocks in the S7 program

m Device configuration:
Setting the CPU protection properties

3.2.2.1 Configuration in STEP 7 with the iba block family ibaREQ

The following describes the configuration of the Request blocks in STEP 7.

For each Request module

1. Copy the following blocks from the iba S7 library to the blocks folder of your STEP 7 project,
see A iba S7 library, page 108.

= ibaREQ_M (FB1400), see & ibaREQ_M (FB1400), page 62

= ibaREQ_UDP2 (FB1406), see A ibaREQ_UDP2 (FB1406), page 75

= ibaREQ_UDPact (FB1410), see & ibaREQ_UDPact (FB1410), page 66
= ibaREQ_DB (DB15)

ibaREQ_DB-Interface (PLC data type)

Note
° Only use Request blocks from the latest iba S7 library!
1 Request blocks in application examples can be outdated and, thus, cause er-
rors.
Note
® The request blocks do not support multi-instance calls.

2. Call the ibaREQ_M (FB1400) preferably within the OB1.

WDB1400
*ibaREQ_M DB"
YWFB1400
“ibaREQ)_M"
o= EN
false = RESET
49— CPU_HW_ID
YDB15 ERROR_STATUS
"IbaREQ_DE" REQ DB END =—
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3. Enable the Retain option for the entire instance block that you have just created.

T4 Siemens - D:M0_SIMATIC\20_Beispiele\S7 TIA_PN_REQ_V13_SP1\S7TIA_PN_REQ_V13_5P1

Project Edit View Insert Online Options Tools Window Help

Cf il soveproject & ¥ 2 2 X D ei: B MK B R F coonine ¥ coofiline J, MM x ]

S7TIA_PN_REQ_V13_SP1 » $7-1516 REQ-S7-PN [CPU 1516-3 PN/DF] » Program blocks » ibaREQ_M_DB [DB1400]
Devices
HQO FF hE ReegeodsE B <
ibaREQ_M_DB
~ [ S7TIA_PN_REQ_V13_SP1 Name Data type oOffset  |Startvalue Retain Accessiblef... Visiblein . | Setpoint
B Add new device 1 @~ nput
& Devices & networks 2 |a[s  meser L ool 00 false =
~ [[§ 57-1516 REQ-S7-PN [CPU 1516-3 PN/DF] 3 @ ~ output
I Device configuration 4 l€m =  ERRORSTATUS Word 20 620 =]
%] Online & diagnestics 5 4~ Inout
~ [gl Program blocks 5 | reqoe "ibaREQ_DEHnterfa... 4.0
B¢ Add new block 7 41 v stwtic
4 Cyclic interrupt 1ms [0B31] 8 40 = » EXPERT Struct 100 =]
4 Cyclic interrupt 10ms [0B30] 9 |a= sIDEinitialized Bool 120 =]
& Main [0B1] 10 |ag = sOperandsinvalid Bool 121 =]
4 ibasignalgenerator [FC99] 11 @ = sIMDatavalid gool 122 =]
& ibaREQ_M[FB1400] 2@ sok Bool 123 =]
28 ibaREQ_PN [FE1401] i3|@ e » sGETIMDATA Get_IM Data
@ Demo [DB100] 1440 = » <M DATA Amay[0.53] of Byte  14.0 =]
@ ibarREQ_DE [DB15] 15 |a = sAdrOPList Dint 68.0 0 =)
i ibaRFO DB 1IDB16] 16 |qn = cDBAddr_PDA2S7 Int 720 4 =)
i |17lem=  cDBAddr_S72FDA int 74.0 440 =]
a8 'DaREQ_M DB 18 @ = cDBAddr_Xchange Int 76.0 2464 =]
4§ ibaREQ_PN_DB [DB1401] 19 |ag = cDBEAdr_Ops Int 78.0 2528 =]

4. Call the ibaREQ_UDP2 (FB1406) preferably within a cyclic interrupt OB (OB3x).

%DB1405
*ibaREQ_UDPZ_
DE"
%FE1406
“ibaREQ_UDP2"

. —EMN

72
“Local~PROFINET_

Sy

interface_2 INTERFACE_ID

CON_ID
2001 LOCAL_PORT ERROR_STATUS
false — RESET_COM ERROR_TSEND

UDE15 LOST SAMPLES

“ibaREQ_DB" — REQ_DEB END —

For each additional Request module

m In the blocks folder, a data block ibaREQ_DB (DB15) has to be available for each Request
module. Copy the data block and assign a new unique DB number.

m Within the OB1, the ibaREQ_M (FB1400) has to be called once more with the new DB num-
ber for each Request module.

m  Within the cyclic interrupt OB (OB3x), the ibaREQ_UDP2 (FB1406) has to be called once
more with the new DB numbers for each Request module.

m  Make sure that all instance data blocks are unique and that unique values are assigned for
the CON_ID and LOCAL_PORT.

Final

m Load all blocks into the S7 CPU and restart the S7 CPU.
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3.2.2.2 Configuration in STEP 7 using the ibaREQsym iba block family

This section describes how to configure the Request blocks in TIA Portal STEP 7.

For each Request module

1. Copy the following blocks from the iba S7 library to the function block folder of your STEP 7
project, see A iba S7 library, page 108.

ibaREQsym_M, see & ibaREQsym_ M, page 79
ibaREQsym_UDP, see & ibaREQsym_UDP, page 81
ibaREQsym_DB_PDA

ibaREQsym-Interface (PLC data type)

Note
® Only use Request blocks from the latest iba S7 library!
1 Request blocks in application examples can be outdated and, thus, cause er-
rors.
Note
P The request blocks do not support multi-instance calls.

2. Call ibaREQsym_M preferably within OB1.

%DB9
"ibaREQsyrn_M_
UDP_DB"
WFB1
“ibaREQsym_M"
- == EN state
fal:e — reset errorstatusRun 16&#0
1640
YNRE 2 errorstatus .
"iba REQsym_DB_ errorstatus2 650
FDA_UDF" — =pB_PDA ENO
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3.

Call ibaREQsym_UDP preferably a cyclic interrupt OB (OB3x).

DB 10
"ibaREQsyrn_
UDP_DB"

UFB2
“ibaREQsym_UDF"

— EN

false — reset_com

T2
"Local~PROFIMET- state
Schnittstelle_2" — jnterfaceld errorfsend — 1650
30— connectionld errorTcon 6#0
2030 — |ocalPort errorTusend1 620
UNRE errorTusend? 16#0
"iba REQsym_DE_ lostSamples — O
PDA_UDF" — =pB_PDA ENO —

For each additional Request module

An ibaREQsym_DB_PDA data block must be available in the function block folder for each
Request module. Copy the data block and assign a new unique DB number.

Within OB1 or a cyclic interrupt OB (OB3x), ibaREQsym_M and ibaREQsym_UDP have to be
called once more with the new DB numbers for each Request module.

Make sure that all instance data blocks are unique and that unique values are assigned for
the connectionld and localPort parameters.

Completion

Load all blocks to the S7 CPU and restart the S7 CPU.

3.2.2.3 Configuration in STEP 7 using the ibaREQ3sym iba block family

This section describes how to configure the Request blocks in TIA Portal STEP 7.

For each Request module

1.

Copy the following blocks from the iba S7 library to the function block folder of your STEP 7
project, see A iba S7 library, page 108.

ibaREQ3sym_M, see A ibaREQ3sym_M, page 89
ibaREQ3sym_UDP, see & ibaREQ3sym iba block family, page 88
ibaREQ3sym_DB_PDA

ibaREQ3sym-Interface (PLC data type)

Note
P Only use Request blocks from the latest iba S7 library!
1 Request blocks in application examples can be outdated and, thus, cause er-

rors.
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2. CallibaREQ3sym_M preferably within OB1.

%DBE1481
"ibaREQ3sym_N_
UDP_DB"
WB1510
“ibaREQ3sym_M"
~-=—EN state
false = reset errorstatusRun 1680
1680
UNB52 errorStatus1 .
"ibaREQ3sym_ errorstatus?2 650
DE_PDA_UDF" — =pB_PDA ENO —

3. CallibaREQ3sym_UDP preferably a cyclic interrupt OB (OB3x).

¥DB1483
"ibaREQ3symm_
UDF_DE"

YFB1513
"ibaREQ3sym_UDF"
.= EMN

false — reset_com

72
"Local~FROFIMET- state
Schnittstelle_2" — jnterfaceld errorfsend — 1550
50— connectionid errorTcon 16&0
2050 localPort errorTusend 1650
1650
YNRS2 errorfusend?
"ibaREQ3sym_ lostsamples — U
DE_PDA_UDF" — —p@ PDA —

For each additional Request module

m AnibaREQ3sym_DB_PDA data block must be available in the function block folder for each
Request module. Copy the data block and assign a new unique DB number.

m ibaREQ3sym_M and ibaREQ3sym_UDP have to be called once more with the new DB num-
bers for each Request module.

m Make sure that all instance data blocks are unique and that unique values are assigned for
the connectionld and localPort parameters.
Completion

m Load all blocks to the S7 CPU and restart the S7 CPU.
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3.3 Configuration and engineering ibaPDA

331

If all system requirements are fulfilled, ibaPDA displays the S7 TCP/UDP interface in the interface
tree of the I/O Manager. ibaPDA-Request-S7-UDP is a module (57 Request) of this interface.

General interface settings

If you select the data interface in the tree, you can see an overview of diagnostics information
on the configured connections between ibaPDA and the controllers.

The interface has the following features and configuration options.

- iba I/0 Manager

DEEECIC-ME @B

lnut“] - -

- EE

--Ju-u—"" Playback
BT o
E‘:‘\fz 5

e Click to add module ..

o
==

S7 TCP/UDP

Properties

Reset port to default Allow port through firewall

Port no. : 4170 =

X

G-[E, S7-%plorer

[ dar Tent interface
[ o Vitual

i Unmapped

UDF Paort:

Message
counter

TCP Port:

Mode

Reset statistics

Packet size
Actual

Time
Actual

Module
index

Incomplete
errors

Seguence

Address
errors

Port no.
Used port on the computer. You can change the port number, but in the S7 project engineering
and in ibaPDA you must use the same port to establish a connection.

The default port number is 4170.

<Reset port to default>
Use this button to reset the port to the default port number.

<Allow ports through firewall>

When installing ibaPDA, the default port numbers of the used protocols are automatically en-
tered in the firewall. If you change the port number or enable the interface subsequently, you
have to enable this port in the firewall with this button.

TCP Port/UDP Port
Displays the port status.

m  OK: You can open the socket on this port.

m ERROR: Conflicts occur, e.g. the port is already occupied.

<Reset statistics>
Click this button to reset the calculated times and error counters in the table to 0.

Connection table

For each connection, the table shows the connection status, the current values for the update
time (actual value, average, min. and max.) as well as the data size. In addition, there is an error
counter for the individual connections during the acquisition.

See & Connection table, page 102.
By double-clicking on a row, you can open the configuration of the corresponding module.

For information about the connection diagnostics, see & Diagnostics, page 97.
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Other documentation

For more information about the interface ibaPDA-Interface-S7-TCP/UDP, see the

corresponding manual.

3.3.2 Adding a module

1. Click on the blue link Click to add module located under each data interface in the Inputs or
Outputs tab.

2. Select the desired module type in the dialog box and assign a name via the input field if re-
quired.

3. Confirm the selection with <OK>.

g Add module e

Name - (57 TCP/UDP Generic |

Module type :

=7 Folder

/=57 TCP/UDF Generic
£#=57 TCP/UDP Integer
£J=57 TCP/UDF Real

57 UDP Request

57 UDP Reguest Decoder

QTDiagnostics
Cancel
Module name Description
S7 UDP Request Request module for a max. of 1024 analog signals and
1024 digital signals.
S7 UDP Request Decoder Request module for a max. of 11728 digital signals, which are
transmitted as 733 words (1466 Byte).

Table 1: Module overview of the Request-S7-UDP interface
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3.33

General module settings

To configure a module, select it in the tree structure.

All modules have the following setting options.

- iba I/0 Manager

iw.lsl--l-—l-—]db

hE Playback

5= 57 TCP/UDP
57 UDP Request (2)

Click to add module ...

[ Unmapped

DEBEBEIE-OLERRIEB

S7 UDP Request (2)

J General ]’ Connection ]/\J Analog ] I Digtal ]@ Diagnostics l

v Basic
Module Type

Use module name as prefix

Text enceding
v Connection
Medule Index
Auto enable/disable
v  Module Layout
No. analog signals
MNo. digital signals
v 57
CPU Mame

57 UDP Request
None
True

57 UDP Request

12

10 ms

False

Defautt system locale

2n

False

32
32

[@] Mo address book

Name
The name of the module.

Select 57 operands
Manage address books

Basic settings

Module Type (information only)
Indicates the type of the current module.

Locked
You can lock a module to avoid unintentional or unauthorized changing of the module settings.

Enabled
Enable the module to record signals.

Name
You can enter a name for the module here.

Comment
You can enter a comment or description of the module here. This will be displayed as a tooltip
in the signal tree.

Module No.
This internal reference number of the module determines the order of the modules in the signal
tree of ibaPDA client and ibaAnalyzer.

Timebase
All signals of the module are sampled on this timebase.

Use module name as prefix
This option puts the module name in front of the signal names.
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Text encoding

You can select the type of text encoding or the code page here for a correct interpretation and
display of the received text data for inputs as well as of the text data to be sent for outputs.
Available for selection are, beside system locale according to the Windows system settings (de-
fault) and UTF-8 Unicode, all other encodings.

Connection

Module index (information only)
Internal reference number of the module.

Auto enable/disable

If TRUE, the acquisition is started, even if no connection can be established to the S7-CPU. The
module is deactivated. During the acquisition, ibaPDA tries to reconnect to the S7-CPU. When it
succeeds, the acquisition is restarted with this module enabled.

If FALSE, the acquisition is not started, if a connection to the configured S7-CPU cannot be es-
tablished.

Module Layout

No of analog signals/digital signals
Define the number of configurable analog and digital signals in the signal tables. The default
value is 32 for each. The maximum value is 1024. The signal tables are adjusted accordingly.

S7

CPU Name

Select the S7-CPU that is connected to this module. When selecting a S7-CPU (incl. the address
book), you can select the signals symbolically. Otherwise, you select the signals via the S7 oper-
and.

This requires that address books have already been generated. Otherwise, the selection list is
empty. Using Create address book in the selection list, you get directly to the address book gen-
erator, see A Creating address books offline from S7 project, page 52.

3.3.4 Connection settings

Configure the connection of the module to the controller in the Connection tab.

ibaPDA supports the following controllers, connection modes and selection methods:

Controller Connection mode

TCP/IP PC/CP TCP/IP S7-1x00
S$7-300 X X -
S$7-400 X X -
$7-1500 X - X

Configure different settings depending on the connection mode.
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3.3.4.1 Connection mode TCP/IP

This mode activates a connection via the standard network interface of the computer.

S7 UDP Request (2)

General ‘iCnrnectlnn]’\f Analog IJ'II Digital I@ Diagnostics l

Connection

Connection mode: TCR/IP ke Connection type: PG connection i Timeout (s): |15 =
Address: 192.168.123.1 Port: m 3 Rack: 0 S Slot: 0 5 Test
[ Local port: Dynamic =

(] Activate S7 routing

ibaPDA IP address:

DB: 15 =

CPU Name: | ® Mo address book ~ | B Detect 57 restart (This applies to all 57 request modules)

Connection mode
Selection of the TCP/IP connection mode

Connection type
Selection of the connection type PG, OP, or other connections (determines which type of con-
nection resource is occupied on the CPU).

Timeout

Specify a value for the timeout in seconds for establishing the connection and for read access.
If the time set here is exceeded, ibaPDA declares the controller as not accessible or not respon-
sive.

Address
IP address of the controller

Port
Number of destination port on the controller

Note
® For the communication with the CPU, the port that is specified here must be al-
1 lowed in the target system. If data traffic passes through an external firewall, you
must also allow the specified port in this firewall.
Rack

Rack number of the controller (default: 0)

Slot
Slot number of the controller in the rack
(Use "0" for S7-1500 CPUs.)

Local port
By default, Windows assigns the local TCP port for S7 connections dynamically. Here, you can
specify a static port if required.
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Activate S7 routing

Activate this option if the S7-CPU and the ibaPDA computer are not in the same network, but
only communicate over a gateway that supports S7 routing. Such a gateway can be e.g. an |IE/PB
link, over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear:

m Address of device acting as gateway: Enter the IP address of the gateway.
m S7 subnet ID of target net: Enter subnet ID from STEP 7 NetPro or TIA Portal.

For more information on S7 routing, see @ S7 routing, page 121.

ibaPDA IP address
If multiple network cards are installed in the computer, specifiy here the ibaPDA IP address to
which the controller should send data.

When using the Auto option, the system automatically uses the card that can reach the control-
ler based on its IP address.

DB
Number of the data block used as ibaPDA communication interface (ibaREQ_DB)

CPU Name
Selection of the linked address book

Detect S7 restart

The current request configuration is stored in a data block on the CPU. In case the Detect S7
restart option is enabled, ibaPDA can detect if this data block has been deleted or overwritten,
e.g. as a result of loading the offline program or due to a cold restart, and restarts the data ac-
quisition. The configuration data are transferred again. This does not affect a warm restart of
the CPU.
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<Test>

ibaPDA tests the connection to the CPU and displays available diagnostic data.

S7 UDP Request (2)

[ General ]f G l"'\/ Analog ]J'Ll' Digital ]@ Diagnostics ]
Connection
Connection mode: TCP/IP v Connection type: PG connection ~ Timeout (s): |15 5
Address: 192.168.80.95 Port: 102 = Rack: 0 = Slot: 0 = Test
[ Local port: Dynamic =
[ Activate 57 routing
ibaPDA IP address:
DB: 15 -
CPU Name: | ® Mo address book I | B Detect 57 restart (This appliesto all 57 request modules)

Connection established

MLFEMr of PLC is: BES7 412-2EK06-0ABD

PLLC status: RUN

Cycle times: Actual 1 ms Min 1 ms Max 2 ms

Reading DBE15

DE id: ibaREQ-57-M

DB wersion: 1.0.0.0

FB wersion: 1.0.0.0

DE length: 9120

Max. pointers: 52

Max. data bytes: 1466

Hiwf wersion: 0

Tatal memary size: 1072432

DB memary size: h28384

LB uzed size: 15250

Code memory size: h44048

Code used size: 29416

Mo. inputs: 128

Mo. outputs: 128

Mo, markers: 4096

Mo. timers: 2048

Mo, counters: 2048

1/0 space: 4096

Local datasize: 4096

Tip

Error message "DB is not a valid request DB ..."

Check the following:

m The Request block has been loaded into the CPU.

m The right DB number has been configured on the Request block.
m The Request block is called in the program.

m Possibly, the DB is written from another source.
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3.3.4.2 Connection mode PC/CP

This mode activates a connection over the interface cards of the computer that are configured
using SIMATIC Net.

You can use the interfaces configured in SIMATIC Net, e.g.:

m MPI adapter (COM)

m MPI adapter (USB)

m PROFIBUS (CP5611, CP5622)
m TCPIP (RFC1005)

[
Note
P If you want to use this connection type, the Siemens software SIMATIC Net
l (e.g. SIMATIC Manager or Softnet) has to be installed. When using the modules
CP55..., CP56... and the MPI adapter, the installation of the device drivers is suffi-
cient.

S7 UDP Request (2)

General ‘i Connection I‘“u Analog IJ'Ll' Digtal l@ Diagnostics l

Connection

Connection mode: PC/CP w Connection type: PG connection w Timeout (s): |15 =
Access point for applications: | e Configure PG/PC interface
Address: 192.168.123.1 Rack: 0 = Slat: 0 = Test

[J Local port: Dynamic =

() Activate 57 routing

ibaPDA IP address:

DB: 15 5

CPU Mame: | ® Mo address book v | B Detect 57 restart (This applies to all 57 request modules)

Connection mode
Selection of the PC/CP connection mode

Connection type
Selection of the connection type PG, OP, or other connections (determines which type of con-
nection resource is occupied on the CPU).

Timeout

Specify a value for the timeout in seconds for establishing the connection and for read access.
If the time set here is exceeded, ibaPDA declares the controller as not accessible or not respon-
sive.
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Access point for applications
Selection of the access point to be used

For more information on creating and configuring an access point, see & Setting PG/PC interfa-
ce/defining new access point, page 118.

Access point for applications: F‘D.P« => Intel(R) Fthemet Connection [217-LM TCPIP 1 v| Configure PG/PC intefface

POAMEP] == PO Adantar I
L B [FDA => Intel(R) Bt n 1217-LM.TCPIP. 1 Test

Lol = Ll U

4k

Note
® Configure available access points in SIMATIC Net with the
1 "PG/PC interface settings" tool by Siemens.

For the connection of ibaPDA-Request-S7-UDP to SIMATIC S7 via PC/CP con-
nections, iba generally recommends setting a specific access point for ibaPDA
when ibaPDA-Request-S7-UDP and SIMATIC Manager run on the same com-
puter. With an own access point, there is no longer the risk that the access for
ibaPDA-Request-S7-UDP will be disturbed in case the standard access point is
changed in the SIMATIC Manager.

<Configure PG/PC interface>
This button opens the dialog box for setting the PG/PC interface of SIMATIC STEP 7.

Address
Address of the controller (MPI, PROFIBUS or IP address depending on the configured access
point)

Rack
Rack number of the controller (default: 0)

Slot
Slot number of the controller in the rack
(Use "0" for S7-1500 CPUs.)

Local port
By default, Windows assigns the local TCP port for S7 connections dynamically. Here, you can
specify a static port if required.

Activate S7 routing

Activate this option if the S7-CPU and the ibaPDA computer are not in the same network, but
only communicate over a gateway that supports S7 routing. Such a gateway can be e.g. an IE/PB
link, over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear:

m Address of device acting as gateway: Enter the IP address of the gateway.
m S7 subnet ID of target net: Enter subnet ID from STEP 7 NetPro or TIA Portal.

For more information on S7 routing, see A S7 routing, page 121.
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ibaPDA IP address
If multiple network cards are installed in the computer, specifiy here the ibaPDA IP address to
which the controller should send data.

When using the Auto option, the system automatically uses the card that can reach the control-
ler based on its IP address.

DB
Number of the data block used as ibaPDA communication interface (ibaREQ_DB)

CPU Name
Selection of the linked address book

Detect S7 restart

The current request configuration is stored in a data block on the CPU. In case the Detect S7
restart option is enabled, ibaPDA can detect if this data block has been deleted or overwritten,
e.g. as a result of loading the offline program or due to a cold restart, and restarts the data ac-
quisition. The configuration data are transferred again. This does not affect a warm restart of

the CPU.

<Test>

ibaPDA tests the connection to the CPU and displays available diagnostic data.

S7 UDP Request (2)

Connection

Connection mode:

General iCmrﬂ:tlnn]"u Analog ]J'Lf Digital ]@ Diagnostics l

PC/CP v

Connection type:

PG connection

Access point for applications: |ibaTCF' =» TCP/IP - IntelR] PROA1000 PL M.

i

Timeout (5): |15

Configure PG/PC inteface

Address: 192.168.80.95 Rack: 0 o Slet: Test
[ Local port: Dynamic =
[T Activate 57 routing
ibaPDA IP address:
DB: 15 =
CPU Mame: | ® Mo address book v | B Detect 57 restart (This applies to all 57 request modules)
Connection established
MLFBMrof PLC is: BEST 412-2EKDE-0AB0
PLC status: RUN
Cycle times: Actual 1 ms Min 1 ms Max 2 ms
Reading DE15
DE id: ibaREQ-57-M
DB wersion: 1.0.0.0
FB wversion: 1.0.0.0
DE length: 9120
M aw. pointers; L )
M aw. data bytes: 1466
HWw wersion: 0
Total memory size: 1072432
DE memony size: h28364
DB used size: 15250
Code memory size: h44048
Code used size: 29416
Mo, inputs: 128
Mo. outputs: 128
Mo. markers: 4096
Mo timers: 2048
Mo. counters: 2048
1/0 space: 4096
Local datasize: 4096
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Tip

Q Error message "DB is not a valid request DB ..."

Check the following:

m The Request block has been loaded into the CPU.
m The right DB number has been configured on the Request block.
m The Request block is called in the program.

m Possibly, the DB is written from another source.

3.3.4.3 Connection mode TCP/IP S7-1x00

This mode activates a connection via the standard network interface of the computer. You can
only use this mode in combination with S7-1500 CPUs.

S7 UDP Request (2)

General | Connection l"'\; Analog Iﬂ.l' Digital l@' Diagnostics l

Connection

Connection mode: TCP/IP S7-1xD0 -~ Connection type: PG connection ~ Timeout {g): |15 5
Address: 192.168.123.1 Port: 102 = Test

] Local port: Dynamic =

Password: [[] Use secure communication

ibaPDA IP address:

DB: | @ None v| Load address book from 57

CPU Name: | & No address book w | B Detect 57 restart (This applies to all 57 request modules)

Connection mode
Selection of the TCP/IP S7-1x00 connection mode

Connection type
Selection of the connection type PG, OP, or other connections (determines which type of con-
nection resource is occupied on the CPU).

Timeout

Specify a value for the timeout in seconds for establishing the connection and for read access.
If the time set here is exceeded, ibaPDA declares the controller as not accessible or not respon-
sive.

Address
IP address of the controller

Port
Number of destination port on the controller

Note
P For the communication with the CPU, the port that is specified here must be al-
l lowed in the target system. If data traffic passes through an external firewall, you

must also allow the specified port in this firewall.
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Local port
By default, Windows assigns the local TCP port for S7 connections dynamically. Here, you can
specify a static port if required.

Password
Depending on the configuration in the controller, access to the PLC may be protected by a pass-
word. In this case, enter this password here.

Use secure communication

The S7-1500 controller supports secure communication via TLS encryption with TIA Portal v17
or higher. In TIA Portal, you can set secure PG/PC and HMI communication.

If you have activated this option in the controller, you must also activate secure communication
in ibaPDA.

ibaPDA IP address
If multiple network cards are installed in the computer, specifiy here the ibaPDA IP address to
which the controller should send data.

When using the Auto option, the system automatically uses the card that can reach the control-
ler based on its IP address.

DB
Number of the data block used as ibaPDA communication interface (ibaREQ_DB)

CPU Name
Selection of the linked address book (only TIA Portal address books available).

Note

P The TCP/IP S7-1x00 connection mode does not support the use of absolute oper-
l and addresses.

Detect S7 restart

The current request configuration is stored in a data block on the CPU. In case the Detect S7
restart option is enabled, ibaPDA can detect if this data block has been deleted or overwritten,
e.g. as a result of loading the offline program or due to a cold restart, and restarts the data ac-
quisition. The configuration data are transferred again. This does not affect a warm restart of
the CPU.
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<Test>

ibaPDA tests the connection to the CPU and displays available diagnostic data.

S7 UDP Request (2)

General iCﬂrnedmn]"’\J Analog ]ﬂ.l' Digital ]@ Diagnostics ]

Connection

Connection mode: TCPAP S7-1x00 -~ Connection type: | PG connection
Address: 152.168.80.90 Port: 02 5

[ Local port: Dynamic =

Password: [ Use secure communication
ibaPDA IP address: Auto e

DB: | @ ibsREQ_DB_UDP (DB13) ~ |

CPU Name: r@ PLC (192.163.80.30) v|

<

B Detect 57 restart (This applies to all 57 request modules)

T

Test

Load address book from 57

Connection established

MLFBNreof PLCis: 6ES7 516-3AND0-0ABD
Reading ibaREQ_DB_UDP {DB13)
DBid: ibaREQ-57-M
DB version: 1.0.0.0
FB version: 1.3:15
DB length: 9120
Max. pointers: 512
Max. data bytes: 1466
HW wversion: 0

Total memorny size: 0

DB memary size: i}

DB used size: 0

Code memory size: 0

Code used size: 0

No. inputs: 32768
No. outputs: 32768
No. markers: 16384
No. timers: 2048
No. counters: 2048
1/0 space: 0

Local datasize: 0

<Load address book from S7>

By clicking on this button ibaPDA reads the list of symbols directly from the PLC and stores it in

an address book for further use in the symbol browser.

S7 UDP Request (2)

General iCnrrﬂ:tmn]"'\J Analog ]J'Lf Digital ]@ Diagnostics ]

Connection

Connection mode: TCP/IP 57-1x00 Connection type: PG connection
Address: 192.168.80.90 Port: 0 3

[ Local port: Dynamic =

Password: [ Use secure communication
ibaPDA IF address: Auto w

DE: | @ ib=REQ_DB_UDF (DB19) |

CPU Name: @ PLC (192.162.20.50) v|

T

Test

[

Load address book from 57 ]

B Detect 57 restart (This applies to all 57 request modules)

Connectingto 57 a 192_.168.80.90

Connected successfully to 57 at 192.168.80.90
MLFBNrof PLCis: 6ES7 516-3AND0-0ABD

Loading symbols from 57

Successfully loaded symbols

Writing addressbook

Successfully created addressbook PLC (192.168.80.90)
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Tip

Q Error message "DB is not a valid request DB ..."

Check the following:

m The Request block has been loaded into the CPU.
m The right DB number has been configured on the Request block.
m The Request block is called in the program.

m Possibly, the DB is written from another source.

In this context, also note the access protection of an S7-1500 CPU.

For more information, see & Device configuration, page 57.
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3.3.5 Signal configuration

In the I/O Manager, you select the signals to be acquired. There are 3 ways of selecting mea-

sured values:

m Selection using the absolute address of the S7 operands, see @ Selection via the absolute
address of the operands, page 42

m Selection using the S7 symbol addresses (symbol table and symbols from DBs) using a sym-
bol browser, see & Selection via the symbolic operand addresses, page 43

m Selection using the CFC connectors (when programming the CPU with SIMATIC CFC), see

2 Selection of CFC connectors, page 46

SIMATIC CPU Access using e T ST Access using
absolute address CFC connectors?

S7-300 X X X

S7-400 X X X

WinAC X X X

S7-1500 X X -

Supported operand ranges:

Operand range

SIMATIC CPUs S7-300/400

SIMATIC CPUs S7-1500

Inputs (1) X X
Peripheral inputs (PI) X -
Outputs (O) X X
Markers (M) X X
Data blocks (DB) X X

For S7-1500 you can use optimized data blocks. Signals within these data blocks can only be

accessed using their symbolic names and not using the address or the operand. To access these
data ranges, you must use the Request blocks from the ibaREQsym family, see @ ibaREQsym iba

block family, page 79.

2 The prerequisite for this is use of the optional S7-CFC SIMATIC STEP 7 package. For TIA portal, SIMATIC CFC is not

supported.
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3.3.5.1 Selection via the absolute address of the operands
You have two options to select the measurement values via the operand address:

m Inthe module's General tab, click on the Select S7 operands link.

ISeIect S7 operands
Manaage address bm'ﬂ Diagnostic overview

The S7 operand editor opens.

m Inthe Analog or Digital tab, click in a cell in the 57 operand column.

The button <...> appears. Click the button to open the S7 operand editor.

£7 57 Operand Constructor >

Operand Notation: |M'||"I.|' 100

Datatype: WORD w
Operand Address

EB T
AB i
MB

EW

AW
M
ED

2D

MD

PEB
PEW
PED

DB

D

z [ ok ] | caneel |

After you have set the desired operand address, click <OK> to exit the dialog.

Thereafter, you can enter the signal name in the Name column.

[% General ]ﬁ Connection lﬁ‘u Analog ] r Digital liﬁ Diagnostics ]
Mame Unit  Gain Offset 57 Operand 57 DataType  Active
0 icounter 16bit] 7] 1 0|Mw 100 WORD
1 counter 32bit 1 0 MD 104 DWORD
2 sinus 1 0/MD 112 REAL
3 cosinus 1 0 MD 116 REAL
4 1 0 INT ]

You can enter the desired operand address also directly in the S7 Operand column without using
the S7 operand editor.
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3.3.5.2 Selection via the symbolic operand addresses

An advantage of this way of access is that the symbol addresses are applied automatically in
ibaPDA as signal names.

Requirements for this method of access:

m The signals to be measured already have an entry in the S7 symbol table, the PLC variable
list or in a data block.

m An address book has been created (see chapter & Address books, page 51).

Integrating an address book into a module

P In the module's General tab under CPU Name, select the S7-CPU you want to assign this
module to.

v 57

EEEN ¥ OP-IF (CPU 314C-2 DP) |
® Mo address book
.! CPU_mit_DP-IF (CPU 314C-2 DF)
.! SIMATIC 300-CFC (CPU 314C-2 DF)
ia Create address book...

CPU Name
Select the 57 CPU that is linked to this module. If no CPU is
selected then selection via 57 symbols is disabled and only
selection via 57 operands is available.

- In the Analog and Digital tabs, an additional column S7 Symbol is displayed.

H? General ]f Connection ]’“'u Analog ] I Diigital l@ Diagnostics ]
Mame Unit Gain  Offset |57 Operand 57 DataType Active
0 1 ] INT i ~
1 1 ] INT |
2 1 o INT IF1
3 1 ] INT ]
4 i o INT 1

- Now you can access symbol addresses using the S7 CFC- and Symbol Browser (in short: sym-
bol browser).

Selecting signals via the symbol browser
You have two options to select the signals to be measured:

m Inthe module's General tab, click on the Select S7 symbols link.

Select 57 operands Select 57 symbols
Manage addressbooks agnostic overview

The symbol browser opens.

In the symbol browser, you can select all symbols of the address book. ibaPDA enters the
selected signals automatically in the appropriate table Analog or Digital. You can add several
signals successively.
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m Onthe Analog or Digital tab, click in a cell of the S7 Symbol column.
The button <...> appears. Click this button to open the symbol browser.

In the symbol browser, you can only select symbols with the data type matching the table.
ibaPDA enters the symbol in the previously selected row of the signal table. After every se-
lection, the symbol browser closes.

User interface of the symbol browser
In the symbol browser, you have the following options:

m CFCvariables:
On the CFC tab, you can select the configured CFC variables consisting of the configured
names of chart, block and connector.

m DB variables:
On the DB tab, you can select the individual data blocks and their variables.

m Symbol table:
On the Symbols tab, you can select the entries of the S7 symbol table.

m Search tab:
You can search the variables with a part of their name.

57 symbol browser X
S7CPU: |CPU_mit_DP-IF (CPU 314C-2DP)
57 symbol: [SYMBOL\\Cosinus_INT |

T _

|8 crc |12 0B |3 Symbols | Search |
&F ADD_R A
&E BLEKMOW
&F COLD RESTART
& COMM_FLT
&3 COMPLETE RESTART
€2 Cosinus_ibaPDA
&) Cosinus_INT
@3 DMSK_FLT
€ DPWR_DAT
¢ ergebnis
@@ 1/0_FLT
&2 ibaPDA_COM-FC
& ibaPDA_DB_ERRORS
&7 ibaPDA_DB_interf_Slaved
&E ibaPDA_DB_interf_Slaves
€ ibaPDA_DB_interf_Slave6
&) ibaPDA_DB_interf_Slave7
& ibaPDA_INIT-FC

A i DOA Anont

] Show only allowed operands

Signal name: |S? symbol ~ |
Signal comment 1: |S? comment ~ |
Signal comment 2 |Donot change V| | Lipdate address book | I OK | | Cancel |

After selecting the variable, the symbol browser shows the operand address, the data type and
a comment.
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The variables have the following colors:

Green | The operand is valid. You can transfer it to the signal table with <Add> or <OK>.

Yellow | The operand has a data type that does not match the selected row or table, e. g. in
case you have selected a Boolean variable as analog value or an integer value as dig-
ital value.

Red The operand has a data type that is not supported by ibaPDA, or the operand is a
constant.

Show only allowed operands

If you activate this option, the symbol browser shows only operands and symbols that ibaPDA
supports or that match the signal table from which you opened the browser (i.e. no red and yel-
lows ones).

Signal name, signal comment 1 and 2
Usually, ibaPDA adopts the symbolic signals name from STEP 7 as signal name in the I/O Manag-
er. Using these three drop-down menus, you can change the signal name and both comments.

Please select an option from the alternatives offered. If a signal name or comment in the signal
table should not be changed, select Do not change.

Looking up symbols in the signal table

[ﬁs‘fi"‘ General li Connection lf‘u Analog l i) Digtal ]@ Diagniostics ]

Name Columns y |57 Symbol 57 Operand S7DataType  Active
0: ~
i 34 Replace...
' - INT Ol
Leckup missing symbols
’ Lookup all symbol INT Ll
ookup all symbuols
3 T T T INT a

ibaPDA can look up the symbol that corresponds with an operand.

Right-click on the table header of the signal table.

m Select Lookup missing symbols to search only for the missing symbols.

m Select Lookup all symbols to search and replace all symbols. The command executes a back-
ward resolution of the S7 symbols out of the S7 operands. ibaPDA searches the symbol table
first, then CFC and finally the DBs for the operand.
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3.3.5.3 Selection of CFC connectors

In order to select CFC connectors for the measurement, open the symbol browser first, see
A Selection via the symbolic operand addresses, page 43.

In the symbol browser, you open the CFC tab and select the signal. The connectors are listed

hierarchically by chart name, module name and connector name:

57 symbaol browser *
S7CPU: |CPU_mit_DP-F (CPU 314C-2 DP)

57 symbol: [ibaPda-57-symb-access\ AN |
57 comment:

& CFC |2 DB |13) Symbols | (L Search |

=~ ibaPda-57-symb-access
S

€3 IN2

-3 OUT

4 iba-signale

E}:EI‘ ibasgent Slave ¢

E}:ﬁ' ibatgent Slave 5

. & ERROR_STATUS

#-fi ibadgent Slave &

E}:ﬁ' batgent Slave 7

-4 init Slave 4

& I init Slave s

-4 init Slave &

&4 init Slave 7

[ Show only allowed operands

Signal name: | 57 symbol ~ |
Signal comment 1: |S? comment e |
Signal comment 2: | Do not change ~ |

| Update address book

[ ok ]| Ccancel

Note

juml @

If no connectors are shown in the CFC tab, the SCL sources might not have been
translated in the STEP 7 project. Activate the following options in the dialog for

compiling the program in the SIMATIC software:

Compile program

Carnpile Charts as Program |

CPL: CRPU 412-2DF

Proaram narne:

CPU 4% with CFCE.1ACPU 412-2 DPAS Y Program

— Scope

¢ Entite program

T ChHanges only

¥ Generate module diivers

Block Driver Seftings...

Afterwards, generate the address books again.
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Note
® When compiling a CFC program, DB addresses are assigned automatically in
1 STEP 7 to the connectors. It may happen that other DB addresses are assigned

to connectors, depending on the scope of the program changes that have been
made between two compilation runs.

In this case, also the address book for ibaPDA has to be generated again. The
symbolically configured signals are automatically checked in the I/O Manager
whereas the related absolute S7 operands are updated.

Special function Drag & Drop

A convenient way to select signals is to drag & drop them from the CFC chart into the 1/O Man-
ager of ibaPDA.

1. Open the I/O Manager of ibaPDA and the signal table of the required module.
2. Start the CFC editor on the same computer as the ibaPDA client.

3. Drag the connector from the CFC editor into the desired line of the signal table in the
I/O Manager of ibaPDA.

- The CFC connector is now a measured signal in the signal table of the module.

I+ iba I/0-Manager [m] *
DEEEEAIG-HUEMEIEB

s | M- — | — | x
F‘L)'hack ] [ ] S7-Xplorer (0)

E"ﬂ [5{_% General lj Connection ]'(\.r' Analog ] I Digtal l@ Diagnostics ]
Name Unit Gain Offset 57 Symbal 57 Operand 57DataType  Active
Signalgenerator\CMP_RYIN1 REAL

i iy Click to add module ... )
Aa Text interface 0 ‘Slgnalgeneramr\CMP_R\lNl

B8 Unmapped ]r

- ] X
- 0 X

% E0fdea mpmiw]|
J 4

E2& 515— IM2

L
ML Eat
IN-REAL =&
L Input Value 1 1

>
R e R e e e e Rl R e N

o | o

0
0
0
0
0
0
0 INT
[u}
0
0
0
0
0

3.3.6 Module S7 Request

With the S7 Request module, you can acquire up to 1024 analog signals and 1024 digital signals.
A maximum of 1466 Byte is possible (max. length of the user data of an UDP telegram).

Configure a separate Request block call for each module.

For more information about the module settings, see A General module settings, page 29.
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3.3.7 Module S7 UDP Request Decoder

With the S7 UDP Request Decoder module, you can acquire up to 11728 digital signals, which
are sent in form of a max. of 733 words (1466 Byte).

General tab
For more information on the module settings, see & General module settings, page 29.

Module specific settings

Module layout — No. of decoders
Define the number of configurable decoders in the table of digital signals. The default value is
32. The maximum value is 733. The signal tables are adjusted accordingly.

Connection configuration

Configure the connection of the S7 UDP Request Decoder module in the same way as the con-
nection for an S7-Request module, see A Connection settings, page 30.

Digital tab
The declaration of the digital signals is done in two steps.

m First define the words (source signals), which are broken down for the digital signals (bits).

You can directly enter the words as basic signals for decoding via the absolute S7 operands.
Only word operands (e. g. PIW, MW, DBW) are allowed.

You can also use S7 symbols by generating address books. For detailed information, see
A Selection via the symbolic operand addresses, page 43. The signals selected in the CFC
and symbol browser are applied and the columns Name, S7 symbol, S7 Operand and Data
Type are filled in automatically.

m You can open each word (source signal) via the <+> button to display the list of associated
digital signals.

Then define the individual digital signals (bits) of the source signal.
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S7 UDP Request Decoder (4)

[ General ]f Connection I I Digital ]@ Diagniostics l
Decoder 57 Operand Active
0 [+] PEW 1 PIW 1 "
1 [+] DB 3.DBW 2 DE 3.DBW 2
2 [-] DB 3.0BW 4 DE 3.0BW 4
Mame Active
»  [Digital Signal 0
Digital Signal 1
Digital Signal 2
Digital Signal 3
Digital Signal 4
Digital Sigral 5
Digital Signal 6
Digital Signal 7
Digital Signal &
Digital Signal 9
Digital Signal 10
Digital Signal 11
Digital Signal 12
Digital Signal 13
Digital Signal 14
Digital Signial 15
3 [+] DB 3.0BW 6 |8 3.08w 6 |

The individual columns of the signal table have the following meanings:

Source signal

Decoder
Enter a name for the source signal.

S7 Operand/S7 Symbol
Enter the S7 operand to which the signal is assigned and, if applicable, the S7 symbol.

DataType
Enter the data type of the signal. The data type also determines the number of digital signals.
ibaPDA automatically derives the possible data type from the S7 operand or S7 symbol.

Active
If you activate the source signal, it is acquired with all digital signals. You can deactivate individ-
ual digital signals.

Individual digital signals (bits)

Name
Enter a name for the individual digital signals.

Active
If you activate the signal, the signal is acquired and is also considered when checking the num-
ber of licensed signals.

Note
° ibaPDA only takes the activated digital signals into account for the number of
1 licensed signals, i.e. no additional signal for the source signal.
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3.3.8 Module diagnostics

In the Diagnostics tab on the subtabs Analog values and Digital values, you can view all config-
ured operands in tabular form with their data type and actual value.

S7 UDP Request (2)

I General h’ Connection V‘u Analog “U Digtal l@ Diagnostics l
Jnu Analog values I II' Digital values IS? reguest info l
Mame 57 Symbol Datatype Value Displaytype
0 DB 100.DED O DE 100.0BD 0 REAL -492 DEC ~
1 DB 100.0DBD 4 DE 100.0BD 4 REAL 44 DEC
2 DB 100.DED 8 DE 100.0BD 8 REAL 0,2729441 DEC
3 DB 100.DBD 12 DB 100.0DBD 12 REAL 0,9620299 DEC
4 INT a CEC

On the S7 request info subtab, you can view the data sent to the S7-CPU, and the data that are
reported back as well as the general diagnostics data.

S7 UDP Request (2)

I General li Connection ]p\/ Analog l I Digital I@ Diagnostics l
[f\f Analog values I i) Digital values l 57 request info l
DB version: [1.0.0.0 |
FB version: [1.0.0.0 |
ibaPDA IP address: Module indesx:
Max. pointers: 2 Max. data bytes:
Used pointers: Used data bytes:
Configured Actual Min Max
Pointer Size
0 MB 10 1
1 DB 100.DBB O 16
DB version

Version of the data block used in the CPU

FB version
Version of the function block used in the CPU

ibaPDA IP address
IP address of the ibaPDA computer sent to the S7-CPU.

Module index
Module index sent to the S7-CPU (see also & General module settings, page 29)

Max. pointers
The max. number of used pointers (depends on the size of the data block ibaREQ_DB).

Used pointers
Currently used number of pointers.

Max. data bytes
Max. size of the user data in the data telegrams to ibaPDA

Issue 2.2 50 @



ibaPDA-Request-S7-UDP ibaPDA-Request-S7-UDP

Used data bytes
Currently used bytes in the user data of the data telegrams.

Time between telegrams:

Configured: Corresponds to the setting Timebase on the General tab
Actual: Time between the two last received telegrams

Min: shortest time

Max: longest time

The background color of the values Actual, Min and Max provides additional information:

Color Meaning

Green The time span between two telegrams is shorter than the double of the
defined timebase.

Orange The time span between two telegrams is higher or equals the double of the
defined timebase.

<Reset>
Resetting the Min and Max values

Pointer table
Currently required data pointer with address and length

For optimizing the communication performance, signals with consecutive addresses are re-
guested and transferred as a block (pointer).

3.3.9 Address books

The address books for SIMATIC S7 controllers are created and managed across modules. You can
use one address book in more than one module.

H-‘iba\J’OManager O x
DBEBEEDIIE-B0EGEGEIEEB

L W IRl Address books
g} Settings
"y Signal names s ABB | 8 Bachmann M1 | @ DTBox | BB Hitachi MicroSigma | 0] 151850 | ¢ oPC UA | ] SIMATIC 57 [l sivoTion [ (] TwincaT
) Address books
=i Cert - 57 operands in (® English Import address books Create address books
() Time synchronization () Gemman Delete selected address books
-] Module overview
? Knowhow protection [] Unload 57 addresshooks when the acquisition is running to reduce the memory usage
ose logging for S7-¥plorer any request
¥S Watchdog [] Verbose | far 57-Xpl 457
@ Remeote corfiguration
% Stop prevertion CPU /7 Creation Time Size 57 Project Modules
Boards & = Project Type: Step?
- B Interfaces CPU_mit_DP-IF (CPU 314C-2 | 10.08.2021 14:26 C:\Program
-4 Intemupt info ] 168,2 KB Files\SIEMENS\STEP7\S 7Proj\DPMS_Ber\DPMS_B
g Mutistation ers7p

There are different types of address books for the different S7 project types:
m # STEP 7: SIMATIC Manager project

(not for S7-Xplorer modules with connection mode TCP/IP S7-1x00)
m B TIA Portal: TIA Portal Project

S7 operands in English/German

Here you can choose the language in which the S7 operands will later be available when brows-
ing through the signal tables.
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<Create address books>
This button opens the "S7 address book generator" dialog. You can select the source directory
of an S7 project for creating the S7 address book. This can be a local or network drive.

<Import address books>
Import address books which are already available as ZIP files.

<Delete selected address books>
Delete address books from the ibaPDA server’s directory.

Unload S7 address book when the acquisition is running to reduce the memory usage
By enabling this option, the address book is outsourced to the hard disk during the acquisition
in order to free up the main memory for the acquisition.

Table

List of all address books that are currently available in the system with name, creation date,
path of STEP 7 project or IP address of the CPU in case of online generated address books and
location where the address book is used.

3.3.9.1 Creating address books offline from S7 project

For creating an address book, the S7 project has to be available. For the subsequent use, this is
not necessary.

You create an address book using the S7 address book generator.

S7 address book generator

S7 address book generator (x64) — O x

CPU Name:

Add project Remove project Create address books

CPU Name
Name of the CPU

Step 7 HW Config export
A HW config export file can be selected as an option (useful when using an iba bus monitor in
sniffer mode)

Comment language
Selection of the language that is to be imported for comment texts (only available for SIMATIC
TIA portal projects)

<Add project>
Adds a new project to the list

Remove project>
Removes the marked project from the list
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<Create address books>
Creates address books from the selected projects

Note
® You can overwrite the entry in the CPU Name field. Thus, you can assign a
1 unique name for the CPU that differs from that in the STEP 7 project. This is es-

pecially interesting when you use several STEP 7 projects in which the CPUs have
the same name.

Creating address books via the S7 address book generator
1. Open the S7 address book generator by one of the following ways:

= On the General tab Address books node via the <Create address books> button

= In the module configuration on the General tab under S7 — CPU Name:
Select Create address book in the drop-down menu.

v 57
EIE S ] Mo address book
Lpdate time [2) No address book
Access mode |4 Create address book...
Connection 0

Click on the <Add project>.
Select a project file in the file browser

Now, the STEP 7 project with all configured CPUs is displayed.

N

Mark the CPUs you want to create the address books from and click on
<Create address books>.

57 address book generator (x64) — O *

E---.! D:A\S57Projekte’\Schulung\Schulungsrack_57-315\Example s7p
BD% Schulungsrack_57-315
: B lj B CPU315 NEMO
e [ [E . CPU315 NEMO {CPU 315-2PN_DP)
é}--.‘ D:A\S7Projelte’d12-2_fm_portable_rack_V00n412-2_FM\412-2_FM.s7p
¢ B-[18p 412-2_FM portables_Rack
f B- [ll 57-412
T mf [57-412 (CPU 4122 DP)
B Q D:\57Projekte’S7-1200_TIAP ‘u’11\.JN1252Cl 20140618 ap11

=-[1[] JN12520_20140618

L1l 571200 PLC

CPU Name: |s7-412 cPU 4122 DP) |
Step 7 Hw Config export: | |
Add project Remave project Create address books
Note
P When address books of these projects are generated, TIA Portal projects must be
l compiled, saved and closed.
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3.3.9.2 Creating address books online from $7-1200/1500 CPU

You can create online address books out of an S7-1200 or S7-1500 CPU if connection mode TCP/
IP S7-1x00 has been selected. The address data are read directly from the CPU. Accessing the S7
project is not necessary.

Click on <Load address book from S7> to load the address book.

The CPU name of the address book is given automatically.

% General ﬂCnrnadmnl"\J Analog lﬂ.l' Digital I@ Diagnostics l

Connection mode: TCPAIP 57-1x00 ~ Connection type: PG connection R Timeout (s): 15 =
Address: 192.168.20.90 Part: LI Test

() Local port: Dynamic -

Password: () Use secure communication

CPU Name: | Q PLC [192.168.30.90) e Load address book from 57

Connecting to 57 at 192.168.80.90

Connected successfullp o 57 at 192.168.80.90

Loading symbals from 57

Succezziully loaded sumbolz

wWiiting addressbook

Successtully created addresshook PLC [192.168_80.90]

Address books that have been created online also contain operand type address information
and hence can be used in connection mode TCP/IP as well. Just change the connection mode
after creating the address book.
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i Description of Request blocks

4.1 ibaREQ iba block family

These blocks initialize and control communication between ibaPDA and the S7 controller.

The ibaREQ iba block family allows access exclusively to non-optimized data blocks. Addressing
is carried out using the operand address.

One set of Request blocks has to be called for each Request module (connection). The used
blocks are part of the iba S7 library (see chapter @ iba S7 library, page 108).

Note
° Only use Request blocks from the latest iba S7 library!
l Request blocks in application examples can be outdated and, thus, cause errors.

For S7-300/S7-400
Use different Request block combinations depending on the current system configuration:

Request block CPU with $7-300 CPU + $7-400 CPU + Recommended
integrated PN CP343-1 CP443-1 call level
interface
or WinAC RTX

ibaREQ_M

(FB140) X X X OB1

ibaREQ_UDPact

(FB145) X X X 0OB3x

ibaREQ_UDPint

(FB146) X 0B3x

ibaREQ_UDPext3

(FB147) X OB3x

ibaREQ_UDPext4

(FB148) X OB3x

ibaREQ_DB

(DB15) X X X

ibaUDT_UDPact

(UDT145) X X X )

Use always the following blocks:

m ibaREQ_M (Management)
The block realizes the communication with ibaPDA. Ideally, the block is called in OB1. This
block has to be called separately in every system configuration for each module in ibaPDA.

m ibaREQ_UDPact (provision of current signal values)
The block provides the current signal values using the transmission cycle. The block is called
internally in the blocks ibaREQ_UDPint, ibaREQ_UDPext3, or ibaREQ_UDPext4. The block
must therefore always be present in the project, but does not have to be called separately.
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m ibaREQ_DB (interface DB)
This DB acts as an interface to ibaPDA and between the different Request blocks.

Use different Request blocks depending on the current S7 system configuration:

m ibaREQ_UDPint
The block sends the current signal values provided via an integrated PN interface.

m ibaREQ_UDPext3
The block sends the current signal values provided via an external communication processor
CP343-1.

m ibaREQ_UDPext4
The block sends the current signal values provided via an external communication processor
CP443-1.

Always use the blocks ibaREQ_UDPint, ibaREQ_UDPext3 and ibaREQ_UDPext4 alternatively.

For S7-1500
Use different Request block combinations depending on the current system configuration:
Request block $7-1500 CPU with integrated | Recommended call up level
PN interface
ibaREQ_M
(FB1400) X OBl
ibaREQ_UDP2
(FB1406) X OB3x
ibaREQ_UDPact X i
(FB 1410)
ibaREQ_DB X )
(DB15)
ibaREQ_DB-Interface X -

m ibaREQ_M (Management)
The block realizes the communication with ibaPDA. Ideally, the block is called in OB1.

m ibaREQ_UDP2 (provision and sending of current signal values)
The block provides the current signal values using the transmission cycle. Ideally, the block is
called in a cyclic interrupt OB.

m ibaREQ_UDPact
The block is used internally by ibaREQ_UDP?2.

m ibaREQ_DB (interface DB)
This DB acts as an interface to ibaPDA and between the different Request blocks.
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4.1.1 Device configuration

Make the following setting in CPU device configuration:

Y Siemens -

Project Edit View Insert Online Options Tools Window Help
G A sepoiec @ X H X Dot SMGER

Project tree

Devices
5O © o

Name
~ [ ] S7TA_UDP_REQ

ﬁb' Add new device

g Devices & networks

- [ PLC_1 [CPU 1516-3 PN/DP]
?;ﬁ Device configuration |
% Online & diagnostics
» gl Program blocks

Under ibaREQ_DB (DB15) block properties — Attributes disable the Optimized block access op-
tion.

ibaPDA-DB-plain [DB15] B
General
General
. Attributes
Information
Time stamps
Compilation [ only stere in load mermory
Protection : D Data block write-protected in the device
Attributes H
m | ["] Optimized block access
Note
P The configuration of the UDP connection is carried out program-controlled in the
l Request block. It is not allowed to configure manually a UDP connection and use

it for this purpose.

$7-1500 CPUs with TCP/IP connection mode (not TCP/IP S7-1x00)
Up to TIA Portal V18, make the following settings in the TIA Portal:

In the CPU properties (Properties — General — Protection — Connection mechanisms), activate the
access via PUT/GET communication.

||§Pmperties Hli.‘.lnfo yllﬂDiagnostics ‘

General || 10 tags H System constants || Texts |
- General Il .
Protection
Project information E
Catalog information Access level
Identification & Maintenance
» PROFINET interface [X1] Select the access level for the PLC.

» PROFINETinterface [x2]
» DFinterface [x3]

Access level Access ACCESS permi...
Startup
- HMI Read Write Password
e
¥e X @ Full access (no protection) v by v =
Communication load
. AT (O) Read access v A4
tem and clock mema
= gl © HM access v
» Systemn diagnostics -
O No access (complete protection)
b Web server
» Display
Userinterface languages Li
me ofda ‘ Full access (no protection):
il TIA Pertal users and HMI applications will have access to all functions.
N No password is required.

ystem power supply
Configuration control

Connection resources B B
Connection mechanisms

Overview of addresses

[ Fermit sccess with PUTIGET communication from remote partner (FLC, Hl, OFC, )

Issue 2.2 57 @




ibaPDA-Request-S7-UDP Description of Request blocks

For the S7-1200, this option is only available firmware V4.0 or higher.

As of TIA Portal V19 and CPU firmware V3.1 (V4.7 for S7-1200), activate the PUT/GET access for
S$7-1500 and S7-1200 CPUs as follows:

In the project navigation, navigate to Security settings — Users and roles — Roles tab.
Add a new role and enter a name, e.g. "Put/Get".

In the Runtime rights tab, select your PLC under Function rights categories.

Under Function rights, activate the access level HMI access.

Under Users and Roles, go to the Users tab.

Activate the user "Anonymous".

Confirm the following message with <OK>.

Under Assigned roles, assign the newly created role to the anonymous user.

w0 N O Uk WN e

In the Device view, open the properties of the CPU.

10. In the section navigation, navigate to Protection & Security — Connection mechanisms.
11. Activate the option Permit access with PUT/GET communication from remote partner.
12. Save and compile the configuration and load the changes into the CPU.

You can find further information in the SiePortal under
https://support.industry.siemens.com/cs/ww/en/view/109925755.

§$7-1500 access protection

You can enable access protection on S7-1500 CPUs. There is the following dependency with
ibaPDA:

Access level CPU access ibaPDA reads S7 access
symbolic from CPU

Full access . HMI, read, write OK OK
(no protection)
Read access HMI, read OK OK
HMI access HMI No OK
No access

- N N
(complete protection) © °
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4.1.2  ibaREQ_M (FB140)

Description of the formal parameters

Name Type | Data Type Description
REQ_DB IN BLOCK_DB | DB of the ibaPDA communication interface
ibaREQ_DB
RESET IN BOOL FALSE: No reset (default)
TRUE: Block reset
INP_RANGE IN INT Number of input bytes (evaluation only during
initialization),
0: automatic detection (recommended)
OUT_RANGE IN INT Number of output bytes (evaluation only during
initialization),
0: automatic detection (recommended)
MARKER_RANGE IN INT Number of marker bytes (evaluation only
during initialization),
0: automatic detection (recommended)
ERROR_STATUS ouT DWORD Internal error code

The following SFCs are used internally:

m SFC 20 (BLKMOV)
m SFC21 (FILL)

m SFC 24 (TEST_DB)
m SFC51 (RDSYSST)

Detailed description

REQ_DB
The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the
identical DB.

Length:

5280 Bytes: up to 128 Pointers (min.)
9120 Bytes: up to 512 Pointers

14240 Bytes: up to 1024 Pointers (max.)

Any other length within these limits is permitted. The number of usable pointers are evaluated
according to the length.

RESET
Used to manually reset the Request blocks. All Request blocks of a combination are automatical-
ly reset together. Usually, the parameter does not have to be connected.

INP_RANGE

Limits the number of input bytes to be measured.

If INP_RANGE = 0, the size of the available processor image of the inputs is determined by the
Request FB itself (recommended). Evaluation is done only during the initialization phase of the
module.
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OUT_RANGE

Limits the number of output bytes to be measured.

With OUT_RANGE = 0, the size of the available processor image of the outputs is determined by
the Request FB itself (recommended). Evaluation is done only during the initialization phase of
the module

MARKER_RANGE

Limits the number of marker bytes to be measured.

With MARKER_RANGE = 0, the number of available markers is determined by the Request FB
itself (recommended). Evaluation is done only during the initialization phase of the module.

ERROR_STATUS
Internal error of the block. If there is no error, the value 0 is output.

Error codes

Decimal value Description

ERROR_STATUS

1 datablock ibaREQ_DB is write protected

2 datablock ibaREQ_DB invalid (DB = 0 or > limit of CPU)
3 datablock ibaREQ_DB does not exist

4 datablock ibaREQ_DB undefined error

5 datablock ibaREQ_DB too short

6 datablock ibaREQ_DB too short for ibaREQ_UDP

9 internal error (RD_SINFO)

10 no access to datablock ibaREQ_DB (read)

11 no access to datablock ibaREQ_DB (write)

20 initialization not finished

21 insufficient memory for SZL

22 wrong SZL_ID

23 wrong or invalid index of SZL

24 error while reading 1&M data from CPU

25 error while reading PLC data

31 initialization canceled with error

32 initialization not completed

41 too many pointers (ibaREQ_DB too small)

42 too many pointers in one command (>128)

44 invalid command id

45 operand invalid (not defined)

46 operand invalid (datatype)

47 operand invalid (memory area)

200 no connection to PN device / DP slave

300 version of ibaREQ_UDPact does not match with ibaREQ_M (ID)
301 version of ibaREQ_UDPact does not match with ibaREQ_M (FB)
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Decimal value Description

ERROR_STATUS

302 version of ibaREQ_UDPact does not match with ibaREQ_M (DB)

303 type of transmit agent does not match with configured request type in
ibaPDA

305 PROFIBUS DP slave hardware configuration is invalid

306 configured peripheral address is invalid

310 no access to datablock ibaREQ_DB (read)

311 no access to datablock ibaREQ_DB (write)

315 error while masking of synchronous faults

316 error while demasking of synchronous faults

320 operand invalid (datatype)

321 operand invalid (pointer)

401 ADR_SLOT/ADR_SLOT 0 invalid hw-id

402 ADR_SLOT/ADR_SLOT_0 invalid hw-id, no 10-Device or DP-Slave

403 ADR_SLOT/ADR_SLOT_0 invalid hw-id, is no PROFIBUS or PROFINET

406 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

407 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

409 ADR_SLOT_1 invalid configuration slot 1

410 no connection to PN device/DP-Slave or error

411 ADR_SLOT_1 invalid hw-id

412 ADR_SLOT_1 invalid hw-id, no I0-Device or DP-Slave

413 ADR_SLOT 1 invalid hw-id, is no PROFIBUS

416 ADR_SLOT _1 invalid configuration slot 1

0x8yyy error code of inner TUSEND/AG_SEND/AG_LSEND
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4.1.3  ibaREQ_M (FB1400)

Description of formal parameters

Name Type | Data Type Description

REQ_DB IN DB_ANY DB of the ibaPDA communication interface
ibaREQ_DB

RESET IN BOOL FALSE: No reset (default)
TRUE: Block reset

CPU_HW_ID IN HW_I10 Hardware ID of local CPU

ERROR_STATUS ouT WORD Error code

The following SIMATIC standard block is used internally:

m GET_IM_DATA (FB801)

Detailed description

REQ_DB

The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the

identical DB.

The length of the data block is fixed.

RESET

Used to manually reset the Request blocks. All Request blocks of a combination are automatical-
ly reset together. Usually, the parameter does not have to be connected.

CPU_HW_ID

TIA Portal system constant, which refers to the corresponding CPU.

ERROR_STATUS

Internal error of the block. If there is no error, the value 0 is output.

Error codes

Value ERROR_STATUS Description
Hexadecimal | Decimal
0x01 ldatablock ibaREQ_DB is write protected
0x02 2 datablock ibaREQ_DB invalid (DB = 0 or > limit of CPU)
0x03 3 datablock ibaREQ_DB does not exist
0x04 4 datablock ibaREQ_DB undefined error
0x05 5 datablock ibaREQ_DB too short
0x09 9 internal error (RD_SINFO)
0x01A 0 no access to datablock ibaREQ_DB (read)
0x0B 11 no access to datablock ibaREQ_DB (write)
0x14 20 initialization not finished
0x15 21 insufficient memory for SZL
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Value ERROR_STATUS Description

Hexadecimal | Decimal

0x16 22 wrong SZL_ID

0x17 23 wrong or invalid index of SZL

0x18 24 error while reading 1&M data from CPU
0x19 25 error while reading plc data

0x1D 29 reset not finished

Ox1F 31 initialization canceled with error

0x20 32 initialization not completed

0x29 41 too many pointers (>1024)

0x30 42 too many pointers in one command (>128)
0x31 44 invalid command id

0x32 45 operand invalid (not defined)

0x33 46 operand invalid (datatype)

0x34 47 operand invalid (memory area)

Issue 2.2 63 @



ibaPDA-Request-S7-UDP Description of Request blocks

4.1.4  ibaREQ_UDPact (FB145)

This block is called internally by the blocks ibaREQ_UDPint, ibaREQ_UDPext3, and
ibaREQ_UDPext4, so you do not need to include it manually.

Description of the formal parameters

Name Type Data type Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

Xchange INOUT |UDT145 Interface for the calling block

ERROR_STATUS ouT WORD Internal error code

The following SFCs are used internally

m SFC 20 (BLKMOV)
m SFC21 (FILL)

m SFC 36 (MSK_FLT)
m SFC 37 (DMSK_FLT)

Detailed description

REQ_DB
The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the
identical DB.

Xchange
Via the parameterized data range, the data are exchanged with the calling block.

ERROR_STATUS
Internal error of the block. If there is no error, the value 0 is output.

Error codes

Decimal value Description
ERROR_STATUS

1 datablock ibaREQ_DB is write protected

2 datablock ibaREQ_DB invalid (DB = 0 or > limit of CPU)
3 datablock ibaREQ_DB does not exist

4 datablock ibaREQ_DB undefined error
5

6

9

datablock ibaREQ_DB too short
datablock ibaREQ_DB too short for ibaREQ_UDP
internal error (RD_SINFO)

10 no access to datablock ibaREQ_DB (read)
11 no access to datablock ibaREQ_DB (write)
20 initialization not finished

21 insufficient memory for SZL
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Decimal value Description
ERROR_STATUS
22 wrong SZL_ID

23 wrong or invalid index of SZL

24 error while reading 1&M data from CPU

25 error while reading PLC data

31 initialization canceled with error

32 initialization not completed

41 too many pointers (ibaREQ_DB too small)

42 too many pointers in one command (>128)

44 invalid command id

45 operand invalid (not defined)

46 operand invalid (datatype)

47 operand invalid (memory area)

200 no connection to PN device / DP slave

300 version of ibaREQ_UDPact does not match with ibaREQ_M (ID)

301 version of ibaREQ_UDPact does not match with ibaREQ_M (FB)

302 version of ibaREQ_UDPact does not match with ibaREQ_M (DB)

303 type of transmit agent does not match with configured request type in
ibaPDA

305 PROFIBUS DP slave hardware configuration is invalid

306 configured peripheral address is invalid

310 no access to datablock ibaREQ_DB (read)

311 no access to datablock ibaREQ_DB (write)

315 error while masking of synchronous faults

316 error while demasking of synchronous faults

320 operand invalid (datatype)

321 operand invalid (pointer)

401 ADR_SLOT/ADR_SLOT_O invalid hw-id

402 ADR_SLOT/ADR_SLOT _0 invalid hw-id, no 10-Device or DP-Slave

403 ADR_SLOT/ADR_SLOT_0 invalid hw-id, is no PROFIBUS or PROFINET

406 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

407 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

409 ADR_SLOT _1 invalid configuration slot 1

410 no connection to PN device/DP-Slave or error

411 ADR_SLOT_1 invalid hw-id

412 ADR_SLOT _1 invalid hw-id, no I0-Device or DP-Slave

413 ADR_SLOT_1 invalid hw-id, is no PROFIBUS

416 ADR_SLOT_1 invalid configuration slot 1

0x8yyy error code of inner TUSEND/AG_SEND/AG_LSEND
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4.1.5 ibaREQ_UDPact (FB1410)

This block is called internally by the blocks ibaREQ_UDPint, ibaREQ_UDPext3, and
ibaREQ_UDPext4, so you do not need to include it manually.

Description of the formal parameters

Name Type Data type Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

Xchange INOUT |UDT145 Interface for the calling block

ERROR_STATUS ouT WORD Internal error code

Detailed description

REQ_DB
The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the
identical DB.

Xchange
Via the parameterized data range, the data are exchanged with the calling block.

ERROR_STATUS
Internal error of the block. If there is no error, the value 0 is output.

Error codes

Decimal value Description
ERROR_STATUS

1 datablock ibaREQ_DB is write protected

2 datablock ibaREQ_DB invalid (DB = 0 or > limit of CPU)
3 datablock ibaREQ_DB does not exist

4 datablock ibaREQ_DB undefined error
5

6

9

datablock ibaREQ_DB too short
datablock ibaREQ_DB too short for ibaREQ_UDP
internal error (RD_SINFO)

10 no access to datablock ibaREQ_DB (read)
11 no access to datablock ibaREQ_DB (write)
20 initialization not finished

21 insufficient memory for SZL

22 wrong SZL_ID

23 wrong or invalid index of SZL

24 error while reading 1&M data from CPU
25 error while reading PLC data

31 initialization canceled with error

32 initialization not completed
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Decimal value Description

ERROR_STATUS

41 too many pointers (ibaREQ_DB too small)

42 too many pointers in one command (>128)

44 invalid command id

45 operand invalid (not defined)

46 operand invalid (datatype)

47 operand invalid (memory area)

200 no connection to PN device / DP slave

300 version of ibaREQ_UDPact does not match with ibaREQ_M (ID)

301 version of ibaREQ_UDPact does not match with ibaREQ_M (FB)

302 version of ibaREQ_UDPact does not match with ibaREQ_M (DB)

303 type of transmit agent does not match with configured request type in
ibaPDA

305 PROFIBUS DP slave hardware configuration is invalid

306 configured peripheral address is invalid

310 no access to datablock ibaREQ_DB (read)

311 no access to datablock ibaREQ_DB (write)

315 error while masking of synchronous faults

316 error while demasking of synchronous faults

320 operand invalid (datatype)

321 operand invalid (pointer)

401 ADR_SLOT/ADR_SLOT 0 invalid hw-id

402 ADR_SLOT/ADR_SLOT_0 invalid hw-id, no 10-Device or DP-Slave

403 ADR_SLOT/ADR_SLOT 0 invalid hw-id, is no PROFIBUS or PROFINET

406 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

407 ADR_SLOT/ADR_SLOT_0 invalid configuration slot (0)

409 ADR_SLOT _1 invalid configuration slot 1

410 no connection to PN device/DP-Slave or error

411 ADR_SLOT _1 invalid hw-id

412 ADR_SLOT_1 invalid hw-id, no I0-Device or DP-Slave

413 ADR_SLOT 1 invalid hw-id, is no PROFIBUS

416 ADR_SLOT_1 invalid configuration slot 1

0x8yyy error code of inner TUSEND/AG_SEND/AG_LSEND
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4.1.6  ibaREQ_UDPint (FB146)

Description of the formal parameters

Name Type | Data type Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

CON_ID IN INT Unique connection ID of the sending block
(TUSEND)

LOCAL_DEVICE_ID IN BYTE Device ID of the sending block (TUSEND)

LOCAL_PORT IN DINT Used local port number

RESET_CON IN BOOL FALSE: no reset (standard)
TRUE: reset of the communication connection

ERROR_STATUS OUT | WORD Internal error code

ERROR_TCON OUT | WORD Error code connection setup of the TCON
function block

COUNT_TCON OUT | WORD Counter attempts for connecting

ERROR_TSEND OUT | WORD Error code of the sending block TUSEND

COUNT_TSEND OUT | WORD Counter sent telegrams

LOST_SAMPLES OUT | WORD Counter for lost measurement values

The following SFCs are used internally:

m FB145 (ibaREQ_UDPact)

m FB65 (TCON)

m FB 66 (TDISCON)
m FB67 (TUSEND)

m SFB 4 (TON)

m UDT 65 (TCON_PAR)
m UDT 66 (TADDR_PAR)

m UDT 145 (ibaUDT_UDPact)

Detailed description

REQ_DB

The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the

identical DB.

CON_ID

Unique reference to the connection to be established. Corresponds to the parameter ID of the
Siemens standard block TCON.

LOCAL_DEVICE_ID

ID of the used interface. Corresponds to the parameter local_device_id in the CONNECT struc-
ture of the Siemens standard block TCON.
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Hexadecimal Description

value

B#16#01 Communication via IE interface in interface slot 1 (IF1) with WinAC RTX or
an IM 151-8 PN/DP CPU.

B#16#02 Communication through the integrated PROFINET interface of the
CPU31x-2 PN/DP, CPU314C-2 PN/DP and IM154-8 CPU.

B#16#03 Communication through the integrated PROFINET interface of the CPU319-
3 PN/DP, CPU315T-3 PN/DP, CPU317T-3 PN/DP, CPU317TF-3PN/DP.

B#16#04 Communication through SINUMERIK NCU7x0.2 PN with CPU319-3 PN/DP
and SINUMERIK NCU7x0.3PN with CPU317-2 PN/DP.

B#16#05 Communication through the integrated PROFINET interface of the CPU412-
2 PN, CPU414-3 PN/DP, CPU416-3 PN/DP, CPU412-5H PN/DP (Rack 0),
CPU414-5H PN/DP (Rack 0), CPU416-5H PN/DP (Rack 0) and CPU417-5H
PN/DP (Rack 0).

B#16#06 Communication via the IE interface in interface slot 2 (IF2) with WinAC RTX

B#16#08 Communication via the integrated PROFINET interface of the CPU410-5H
(Rack 0)

B#16#0B Communication via the IE interface in interface slot 3 (IF3) with WinAC RTX

B#16#O0F Communication via the IE interface in interface slot 4 (IF4) with WinAC RTX

B#16#15 Communication through the integrated PROFINET interface of the CPU412-
5H PN/DP (Rack 1), CPU414-5H PN/DP (Rack 1), CPU416-5H PN/DP (Rack 1)
and CPU417-5H PN/DP (Rack 1).

B#16#18 Communication via the integrated PROFINET interface of the CPU 410-5H

(Rack 1)

Table 2: Valid values of the parameter LOCAL_DEVICE_ID

Other documentation

You find more information under the following link:
https://support.industry.siemens.com/cs/ww/en/view/51339682

LOCAL_PORT

Number of the locally used port.

RESET_CON

Used for manually resetting the communication connection.

ERROR_STATUS

Internal error of the block. If there is no error, the value 0 is output.

Decimal value
ERROR_STATUS

Description

350 Parameter LOCAL_DEVICE_ID is invalid.
360 Parameter LOCAL_PORT is invalid.
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ERROR_TCON

Error code of connection setup. The standard error codes for the TCON function block are out-

put.

0X8yyy error code of TCON block is passed.

COUNT_TCON

Counter for the attempts of connection setup. An increasing value indicates problems when es-
tablishing the connection to the ibaPDA computer.

ERROR_TSEND

Error code when sending. The standard error codes of the TUSEND block are output.

0X8yyy error code of TUSEND block is passed.

COUNT_TSEND

Counter for the sent telegrams. Usually, the counter is incremented continuously.

LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be sent to
ibaPDA, as the previous send order has not been finished, yet. A continuously rising value indi-
cates a shortage in the communication performance.

Error codes

Hexadecimal value Description

ERROR_TCON

W#16#8086 The ID parameter is outside the valid range.

W#16#8087 Maximum number of connections reached; no additional connection
possible.

WH#16#8089 The CONNECT parameter does not point to a data block.

WH#16#809A The CONNECT parameter points to a field that does not match the
length of the connection description (UDT65).

W#H#16#809B The local_device_id in the connection description does not match the
CPU.

W#16#80A0 Group error for error codes W#16#80A1 and W#16#80A2

W#16#80A1 Connection or port is already used by user.

WH#16#80A2 Local or remote port is used by the system.

WH#16#80A3 Attempt is being made to re-establish an existing connection.

WH#16#80A4 IP address of the remote connection endpoint is invalid, or it matches
the local IP address.

WH#16H#80A7 Communications error: You called TDISCON before TCON had com-
pleted. TDISCON must first complexly terminate the connection refer-
enced by the ID.

W#16#80B2 The CONNECT parameter points to a data block that was generated
with the keyword UNLINKED.

W#16#80B3 Inconsistent parameter assignment: Group error for the error codes
WH#H16#80A0 to W#H16#80A2, WH16#80A4, WH16#80B4 to W#16#80B9
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Hexadecimal value Description

ERROR_TCON

W#16#80B5 Error in active_est parameter (UDT 65) in the UDP protocol variant

W#16#80B6 Parameter assignment error relating to the connection_type parame-
ter (UDT 65)

W#16#80B7 Error in one of the following parameters of UDT 65: block_length, lo-
cal_tsap_id_len, rem_subnet_id_len, rem_staddr_len,
rem_tsap_id len, next_staddr_len

W#16#80B8 Parameter ID in the local connection description (UDT 65) and param-
eter ID are different.

W#16#80C3 All connection resources are in use.

W#16#80C4 Temporary communications error:

m The connection cannot be established at this time.
m The interface is receiving new parameters.

m The configured connection is being removed by a TDISCON instruc-
tion.

m The H system is connecting and updating.

Hexadecimal value
ERROR_TSEND

Description

W#16#8085 LEN parameter has the value "0" or is greater than the highest valid
value.

W#16#8086 The ID parameter is outside the valid address range.

WH#16#8088 LEN parameter is greater than the memory area specified in DATA.

WH#164#8089 ADDR parameter does not point to a data block.

W#16#80A1 Communication error:

m The specified connection between user program and communica-
tion layer of the operating system has not yet been established.

m The specified connection between the user program and the com-
munication layer of the operating system is currently being termi-
nated. Transfer over this connection is not possible.

m The interface is being re-initialized.

WH#H16H#80A4 IP address of the remote connection endpoint is invalid, or it matches
the local IP address.

W#16#80B3 The protocol variant (connection_type parameter in the connection
description) is not set to UDP. Please use FB 63 TSEND.

ADDR parameter: Invalid settings for port number.
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Hexadecimal value Description
ERROR_TSEND

W#16#80C3 m A block with this ID is already being processed in a different priori-
ty class.

m Internal lack of resources.

W#16#80C4 Temporary communications error:

m The connection between the user program and the communica-
tion layer of the operating system cannot be established at this
time.

m The interface is receiving new parameters.

Other documentation

For more information, refer the Siemens documentation about the TCON and
TSEND blocks.
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4.1.7  ibaREQ_UDPext3 (FB147)

Description of the formal parameters

Name Type | Data type | Description

REQ_DB IN BLOCK_DB | DB of the ibaPDA communication interface
ibaREQ_DB

ID IN INT Connection ID of the connection configured in
NetPro

HW_LADDR IN WORD Module starting address of the CP

ERROR_STATUS OUT | WORD Internal error code

ERROR_SEND OUT | WORD Error code of the send block AG_SEND

COUNT_SEND OUT | WORD Telegram counter of the send block

LOST_SAMPLES OUT | WORD Counter for lost measurement values

The following SFCs are used internally:

m FB145 (ibaREQ_UDPact)
m FC5(AG_SEND)
m UDT 145 (ibaUDT_UDPact)

Detailed description

REQ_DB
The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the
identical DB.

ID
Unique reference to the connection to be established. Has to match the ID used in NetPro.

HW_LADDR
Module starting address of the used CP. Has to match the LADDR used in NetPro.

ERROR_STATUS
Internal error of the block. If there is no error, the value 0 is output.

ERROR_SEND
Error code when sending The standard error codes of the AG_SEND block are issued.

0X8yyy error code of AG_SEND block is passed.

COUNT_SEND
Counter for the sent telegrams. Usually, the counter is incremented continuously.

LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be sent to
ibaPDA, as the previous send order has not been finished, yet. A continuously rising value indi-
cates a shortage in the communication performance.
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4.1.8  ibaREQ_UDPext4 (FB148)

Description of the formal parameters

Name Type | Data type | Description

REQ_DB IN BLOCK_DB | DB of the ibaPDA communication interface
ibaREQ_DB

ID IN INT Connection ID of the connection configured in
NetPro

HW_LADDR IN WORD Module starting address of the CP

ERROR_STATUS OUT | WORD Internal error code

ERROR_SEND OUT | WORD Error code of the send block AG_LSEND

COUNT_SEND OUT | WORD Telegram counter of the send block

LOST_SAMPLES OUT | WORD Counter for lost measurement values

The following SFCs are used internally:

m FB145 (ibaREQ_UDPact)
m FC50 (AG_LSEND)
m UDT 145 (ibaUDT_UDPact)

Detailed description

REQ_DB
The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the
identical DB.

ID
Unique reference to the connection to be established. Has to match the ID used in NetPro.

HW_LADDR
Module starting address of the used CP. Has to match the LADDR used in NetPro.

ERROR_STATUS
Internal error of the block. If there is no error, the value 0 is output.

ERROR_SEND
Error code when sending. The standard error codes of the AG_SEND block are issued.

The following error codes can be displayed:

0X8yyy error code of AG_LSEND block will be passed

COUNT_SEND
Counter for the sent telegrams. Usually, the counter is incremented continuously.

LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be sent to
ibaPDA, as the previous send order has not been finished, yet. A continuously rising value indi-
cates a shortage in the communication performance.
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4.1.9  ibaREQ_UDP2 (FB1406)

Description of the formal parameters

Name Type Data type Description

INTERFACE_ID IN HW_ANY Hardware identifier of the used interface

CON_ID IN CONN_OUC | Unique connection ID of the send block
(TSEND_C)

LOCAL_PORT IN UINT Local port number

RESET_CON IN BOOL FALSE: no reset (default)
TRUE: reset of the communication connection

REQ_DB INOUT | DB_ANY DB of the ibaPDA communication interface
ibaREQ_DB

ERROR_STATUS ouT WORD Internal error code

LOST_SAMPLES ouT UNIT Counter for lost measurement values

The following SIMATIC standard blocks are used internally:
m TCON

m TUSEND

m TDISCON
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Detailed description

INTERFACE_ID
Hardware identifier of the used interface.

Tip

¢

You find the hardware identifier of the marked interface under Properties —
General — Hardware identifier.

T4 Siemens - D:\20_ProjektelibaPDA-Request-S7\TestitestTIA1516_REQ_DP_PN_UDPitestTIA1516_REQ_DP_PN_UDP

Project Edit View Insert Online Options Tools Window Help _
' - Totally Integrated Automation
G (3 soveproject @ X 125 B X O M E R 5 coonline F coofiine fl W 2 ] 1] PORTAL
testTIA1516_REQ_DP_PN_UDP » CPU1516_REQ_TEST [CPU 1516-3 PN/DP] -0 EX
Devices |& Topology view [g Network view |[IY Device view | [Ell
| =
%00 d  REQ ] FoE e (eE e = g
& s
~ |7 testTA1516_REQ_DP_PN_UDP of i
¢ Add new device & a5 g
&, Devices & networks & & B
~ [l CPU1516_REQ_TEST[CPU 1516-3 PN/DP] & & =
[} Device configuration - L
'8 online & diagnostics ]
» g Program blocks L] 1 2 3 4 5 6 7 °
» [ Technology objects Profilschiene_0 H
» G Excernal source files ’.;
~ (g PLCtags S
% Show ali tags :
I Add new tag table =
% Standard =4
%% StandardVariablentabelle [93] =
+ [ PLC data types E
» 52 Watch and force tables &
(]
< w] [>][100% Farar el
3
|Fé Properties  [*idinfo [ Diagnostics | 2
|| General [ I0tags [ Systemconstants | Texts | —
[ General
> Distributed 1O Hardware identifier
+ [ Common data Ethemetaddresses
» [E]) Dacumen = Time synchroniztion Hardware identifier
» [ Language! » Advanced options.
T e e Web serveraccess Hardware identifier:
» [ Card Reader/USB memory. I Hardware \dermﬁerl
> | Details view < I >

2 Overview iy CPUI516_RE...

The hardware identifier could be configured as a numerical value or as a system
constant of the type Hw_Interface. You find the system constant under Proper-
ties — System constants. Always use the system constant of the interface and not
of a port, or of the 10 system.

‘gProperties ||"_i.‘.lnfo y”ﬁ Diagnostics |
| General || 10 tags I System constants I Texts |
MName Type Hardware identi. | Comment
I Local~PROFINET-Schnittstelle_2 Hw_Interface 72
Local~PROFINET-Schnitistelle_2~Fort_1 Hw_Interface 73

CON_ID

Unique reference to the connection to be set up, value range: 1 to 4095.

LOCAL_PORT
Number of the locally used port

RESET_CON

Used for manually resetting the communication connection.

REQ_DB

The DB is used for data exchange with ibaPDA. For all related Request blocks, configure the

identical DB.

ERROR_STATUS

Internal error of the block. If there is no error, the value 0 is output.
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LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be sent to
ibaPDA, as the previous send order has not been finished, yet. A continuously rising value indi-
cates a shortage in the communication performance.

Error codes

Hexadecimal value Description

ERROR_TSEND

W#16#80A1 The specified connection or the port is already used by user.
Communication error:

m The specified connection has not yet been established.
m The specified connection is being terminated.

m Transfer via this connection is not possible.

m The interface is being re-initialized.

W#16#80A3 The nested T_DIAG instruction has reported that the connection has
closed.

Wi#16#80A4 IP address of the remote connection endpoint is invalid, or it matches
the IP address of the local partner.

WH#16H#80A7 Communication error: You called the instruction with COM_RST =1
before the send job was complete.

WH#16H#80AA A connection is currently being established with the same connection
ID by another block. Repeat the job with a new rising edge at the REQ
parameter.

Wi#16#80B6 Parameter assignment error in the connection_type parameter of the
data block for connection description.

W#16#80B7 Error in one of the following parameters of the data block for connec-
tion description: block_length, local_tsap_id_len, rem_subnet_id_len,
rem_staddr_len, rem_tsap_id_len, next_staddr_len.

W#16#8085 The LEN parameter is greater than the highest valid value.

W#H#16#8086 The ID parameter within the CONNECT parameter is outside the valid
range.

W#16#8087 Maximum number of connections reached; no additional connection
possible.

WH#16#8088 The value at the LEN parameter does not correspond to the receive
area set at the DATA parameter.

WH#16#8091 Maximum nesting depth exceeded.

WH#16#809A The CONNECT parameter points to a field that does not match the
length of the connection description.

W#16#809B InterfacelD is invalid. It does not point to a local CPU interface or a CP
or has the value "0".

3 You must use the blocks at the same call level.
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Hexadecimal value Description
ERROR_TSEND

W#16#80C3 m All connection resources are in use.

m A block with this ID is already being processed in a different priori-
ty group.
W#16#80C4 Temporary communication error:

m The connection cannot be established at this time.

m The interface is receiving new parameters or the connection is
being established.

m The configured connection is being removed by a TDISCON instruc-
tion.

m The used connection is being terminated by a call with
COM_RST = 1.

W#16#80C6 Remote network error: The remote partner cannot be reached.

Other documentation

For more information, refer the Siemens documentation about the TSEND_C
block.
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4.2 ibaREQsym iba block family

These blocks initialize and control communication between ibaPDA and the S7 controller.

The ibaREQsym block family allows access to both optimized and non-optimized data blocks.
Addressing is purely using the symbol names.

One set of Request blocks has to be called for each Request module (connection) in ibaPDA. The
blocks used are part of the iba S7 library, see @ iba S7 library, page 108.

Note
® Only use Request blocks from the latest iba S7 library!
1 Request blocks in application examples can be outdated and, thus, cause errors.

Use different Request block combinations depending on the current system configuration:

$7-1500 CPU with

. Recommended

Request block integrated
. call level
PN interface

ibaREQsym_M X
- Qsym._ OB1 or OB3x®
ibaREQsym_UDP X
ibaREQsym_DB_PDA X -
ibaREQsym-Interface X -

m ibaREQsym_M (Management)
The block realizes the communication with ibaPDA. Ideally, the block is called in OB1.

m ibaREQsym_UDP (sending of current signal values)
The block sends the current signal values to ibaPDA.

m ibaREQsym_DB_PDA (DB interfaces)
This DB acts as an interface to ibaPDA and between the different Request blocks.

4.2.1 ibaREQsym_M

Description of formal parameters

Name Type | Data Type Description

reset IN BOOL FALSE: No reset (default)
TRUE: Block reset

DB_PDA INOUT | UDT DB for the ibaPDA communication interface
ibaREQ_DB_PDA

state ouT STRING[16] | Block status

errorStatusRun ouT WORD Internal error code

errorStatusl ouT WORD Internal error code

errorStatus2 ouT WORD Error code for internally called blocks

3 You must use the blocks at the same call level.
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Detailed description

reset
Used to manually reset the block

DB_PDA
Pointer to the communication data range. This range is used for the data exchange with ibaPDA.
For all related Request blocks, configure the identical DB.

state
Block status in plain text

errorStatusRun
Internal error code for the block. If there is no error, the value 0 is output.

errorStatusl
Internal error code for the block. If there is no error, the value 0 is output.

errorStatus2
Internal error code for the block. If there is no error, the value 0 is output.

Error codes

Hexadecimal value Description

errorStatus

01x8001 invalid command id

01x800F internal error (error moving data - pdainfo)

01x8010 internal error (error moving data - command)

01x8011 internal error (error moving data - response reset)
01x8012 internal error (error moving data - response diag)
01x8014 internal error (error moving data - response request)
01x801F internal error (error moving data - response unknown)
01x8101 internal error (error moving data - response invalid command ID)
01x8202 internal error (error moving data - diag response data)
01x8401 internal error (error moving data - request command data)
01x8402 internal error (error moving data - request response data)
01x8410 too many requested symbols in total (>2000)

01x8411 too many requested symbols in one command (>100)
01x8412 requested data length is too long (<max)

01x8413 requested data length is too short (<0)

01x8422 error moving symbol offsets

01x8423 error moving symbol names

01x8425 error resolving requested symbols

01x8426 error moving resolved symbols data

01x8512 no active symbols

01x8FFF undefined internal error
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4.2.2 ibaREQsym_UDP

Description of formal parameters

Name Type Data Type Description

interfaceld IN HW_ANY HW ID of the used interface

connectionld IN CONN_OUC | Unique connection ID of the send block
(TSEND_C)

localPort IN UINT Local port number

reset_com IN BOOL FALSE: No reset (default)
TRUE: Communication connection reset

DB_PDA INOUT | DB_ANY DB for the ibaPDA communication interface
ibaREQsym_DB_PDA

state ouT STRING[16] Block status

errorTsend ouT WORD Collective error code for the internally called
Tsend blocks

errorTcon ouT WORD Error code for the internally called Tcon block

errorTusendl ouT WORD Error code for the internally called Tusend1
block

errorTusend2 ouT WORD Error code for the internally called Tusend2
block

lostSamples ouT UNIT Counter for lost measured values

The following SIMATIC standard blocks are used internally:

m TCON
m TUSEND
m TDISCON
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interfaceld

The HW ID of the used interface is a constant in TIA Portal and dependent on the configured

hardware.

Tip

¢

You find the hardware identifier of the marked interface under Properties —
General — Hardware identifier

T Siemens - D:20_ProjekteUibaPDA Request-S7\TestitestTIA1516_REQ_DP_PN_UDPtestTIA1516_REQ _DP_PN_UDP

Description of Request blocks

Devices [& Topology view [ Network view | Device view ||
T
G = [cPuisis ReQTEST  [=] W + = I
GeQ dt EEIEIEICY = g
& 5
v | testTIA1516_REQ_DP_PN_UDF °§° 2
I Add new device & > 2
iy Devices & networks & \g?’ S
~ [ CPU1516_REQ_TEST[CPU 1516-3 PN/DF] & & =
Y Device configuration |
%) online & diagnostics 2
» [l Program blacks 0 1 2 3 4 5 s 7 °
+ [3 Technolo Profilschiene_0 5
» [ Extemnal e
g
~ [@ FiCtags E
%5 Showall tags
L
=
5
<] [>] [100% ——y-— W
F
| Properties  [*}info  [[2] Diagnostics | 2
|| General | 10 tags [ System constants [ Texts | —
General I =
Ethernet addresses ardware identifier
Time synchroniztion Hardware identifier
» Advances d options
wieb serveraccess Hordwore identifer
» [i Card ReaderlUSB memory I Hardware memmerl
> | Details view < i >
=2 Overview iy CPUI516_RE..

You can configure the hardware identifier as a numerical value or as a system
constant of the type Hw_Interface. You can find the system constant under Prop-
erties — System constants. Always use the system constant of the interface and
not of a port, or of the |10 system.

|§, Properties ”‘_i.llnfo y” %) Diagnostics

‘ General ” 10 tags I System constants I Texts ‘
Name Type Hardware identi. Comment
| Local-PROFINET-Schnintstelle_2 Hw_Interace 72 |
Local~PROFINETS chnittstelle_2~Port_1 Hw_Interface 73

connectionld

Unambiguous reference to the connection to be established, value range: 1 to 4095.

localPort
Number of the local port used

reset_com

Used to manually reset the communication connection.

DB_PDA

Pointer to the communication data range. This range is used for the data exchange with ibaPDA.
For all related Request blocks, configure the identical DB.

state
Block status in plain text
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errorTsend

Collective error code for the internally called Tsend blocks

errorTcon

Error code for the internally called Tcon block

errorTusendl

Error code for the internally called 1st Tusend block

errorTusend?2

Error code for the internally called 2nd Tusend block

A list of all possible error codes for the Tsend, Tusend, Tcon system blocks can be found in the

Siemens documentation.

lostSamples

The counter is incremented each time a block is called if a new UDP telegram cannot be sent
to ibaPDA because the preceding send job has not yet been completed. A constantly increasing
value indicates a bottleneck in communication performance.

Error codes

errorTcon
Hexadecimal value Description
Status info
W#16#0000 Connection successfully established.
W#16#7000 No job processing is active.
W#16#7001 Start job execution, establish connection.
WH#16#7002 Connection is being established (REQ irrelevant).
Hexadecimal value Description
Error
WH#16#8085 Connection ID (ID parameter) is already used by a configured connec-
tion.
WH#16#8086 The ID parameter is outside the valid range.
W#16#8087 Maximum number of connections reached; no additional connection
possible.
W#H#16#8089 The CONNECT parameter does not point to a connection description
or the connection description was created manually.
W#16#809A The structure at the CONNECT parameter is not supported on an inte-
grated interface or the length is invalid.
W#16#809B The element interfaceld with in the TCON_xxx structure does not ref-
erence a hardware identifier of a CPU or CM/CP interface or has the
value "0".
WH#16#80A1 The specified connection or the port is already used.
WH#16H#80A2 Local or remote port is used by the system. The following ports are
reserved locally: 20, 21, 80, 102, 135, 161, 162, 443, 34962, 34963,
34964 as well as the area 49152 to 65535.
Issue 2.2

83 @




ibaPDA-Request-S7-UDP Description of Request blocks

Hexadecimal value Description

Error

W#16#80A3 ID is used by a connection created by the user program, which uses
the same connection description at the CONNECT parameter.

Wi#16#80A4 IP address of the remote connection endpoint is invalid, or it matches
the IP address of the local partner.

WH16#80A7 Communication error: You executed TDISCON before TCON had com-
pleted.

W#16#80B4 Only with TCON_IP_RFC: The local T selector was not specified, or the

first byte does not contain the value OxOE (only with a length of
T selector = 2) or the local T selector starts with "SIMATIC-".

W#16#80B5 Only passive connection establishment is permitted for connection
type 13 = UDP (parameter ActiveEstablished of the structure
TCON_IP_v4/TCON_PARAM has the value TRUE).

W#16#80B6 Parameter assignment error in the ConnectionType parameter of the
data block for connection description.

m Only valid with TCON_IP_v4: 0x11, Ox0OB and 0x13

m  Only valid with TCON_IP_RFC: 0xOC and 0x12
W#16#80B7 With TCON_IP_v4:

m TCP (active connection establishment): Remote port is "0".
m CP (passive connection establishment): Local port is "0".

m UDP: Local portis "0".

m [P address of the partner endpoint is set to 0.0.0.0.

With TCON_IP_RFC:

m For local (LocalTSelector} or remote (RemoteTSelector} T selector,
a length greater than 32 bytes is specified.

m For TSelLength of the T selector (local or remote), a length greater
than 32 is specified.

m Errorin the length of the IP address of the specific connection
partner.

m [P address of the partner endpoint is set to 0.0.0.0.

W#16#80B8 Parameter ID in the local connection description (structure at
CONNECT parameter) and parameter ID of the instruction are differ-
ent.

WH#16#80C3 All connection resources are assigned, or ports are dynamically used

by other applications or connections.
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Hexadecimal value
Error

Description

W#16#80C4

Temporary communication error:

m The connection cannot be established at this time.

m The connection cannot be established because the firewalls on the
connection path are not open for the required ports.

m The interface is receiving new parameters.

m The configured connection is being removed by a TDISCON instruc-
tion.

W#16#80C5

The connection partner refuses to establish the connection, has termi-
nated the connection or actively ended it.

W#16#80C6

Network error: The connection partner cannot be reached.

W#16#80C7

Execution timeout.

W#16#80C8

Value at the ID parameter is already used by a connection that was
created by the user program. The connection uses the identical ID, but
different connection settings at the CONNECT parameter.

W#16#80C9

Validation of the connection partner failed. The connection partner
that wants to establish the connection does not match the defined
partner at the CONNECT parameter.

W#16#80CE

The IP address of the local interface is 0.0.0.0.

W#16#80D0

With TCP and active connection endpoint: The remote_qdn parameter
is an empty string. A connection cannot be established.

W#16#80D1

The remote_qgdn parameter is not a fully qualified domain name. The
period at the end might be missing.

W#16#80D2

No DNS server address is configured.

W#16#80D3

The fully qualified domain name cannot be resolved. Possible causes:

m The DNS server is not reachable, for example, because it has been
shut down or the remote port is not reachable.

m An error occurred during communication with the DNS server.

m The DNS server returned a valid DNS answer, but the answer con-
tained no IPv4 address.

W#16#80EO

Unsuitable or poor message was received.

W#16#80E1

Error during handshake. Possible causes:

m Aborted by the user

m Security not high enough

m Renewed negotiation is not supported.
m SSL/TLS version is not supported.

m Validation of the host name failed.
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Hexadecimal value
Error

Description

W#16#80E2 Certificate is not supported or invalid.
Possible cause: The time-of-day of the module concerned is not set or
the module is not synchronized.
Example: The default setting for the date of the module is 1/1/2012
and it was not set during commissioning. The validity period of the
certificate starts on 20 August 2016 and ends on 20 August 2024. In
this case, the date of the module is outside the valid period of the cer-
tificate; the certificate is invalid for the module.

W#16H#80E3 Certificate was discarded.

W#H#16#80E4 No valid certification authority found.

W#16#80E5 Certificate expired.

W#H#16#80E6 Integrity errors in the Transport Layer Security Protocol.

W#H#16#80E7 Not supported extension in X.509-V3 certificate.

W#16#80E9 TLS server without server certificate is not supported.

WH#H16#80EA DTLS (UDP) protocol is not supported.

W#16H#80EB A client cannot request a client certificate.

WH#16H#80EC The server cannot perform validation based on subjectAlternateName
(only clients can do this).

W#16#80ED TLSServerCertRef _m-ID is invalid.

errorTusend

Hexadecimal value Description

Status info

W#16#0000 Send job completed without error.

W#16#7000 No job processing is active.

WH#16#7001 Start of job processing, data being sent.
Note: During this processing phase, the operating system accesses the
data in the DATA send area.

W#16#7002 Intermediate call (REQ irrelevant), job is being processed.

Note: During this processing phase, the operating system accesses the
data in the DATA send area.

Hexadecimal value
Error

Description

WH#16#8085 The LEN parameter has the value "0" or is greater than the highest
valid value.

W#16#8086 The ID parameter is outside the valid range.

WH#16#8088 The LEN parameter is greater than the memory area specified in DATA.

W#16#8089 The ADDR parameter does not point to a data block with the structure
TADDR_Param or TADDR_SEND_QDN.
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Hexadecimal value Description
Error

W#16#80A1 Communication error:

m The specified connection between user program and communica-
tion layer of the operating system has not yet been established.

m The specified connection between the user program and the com-
munication layer of the operating system is currently being termi-
nated. Transfer over this connection is not possible.

m The interface is being re-initialized.

W#164#80B1 You changed the DATA parameter before the current job finished.

WH#16#80A4 IP address (at the ADDR parameter) of the remote connection end-
point is invalid, or it matches the IP address of the local partner.

W#16#80B3 m The protocol variant (connection_type parameter in the connec-
tion description) is not set to UDP. Please use TSEND.

m Parameter ADDR: Invalid settings for port number.

W#16#80B7 The length of the structure referenced by the ADDR parameter is not
8 bytes.

W#16#80C3 m A block with this ID is already being processed in a different priori-
ty class.

m Internal lack of resources.

Other documentation

For more information, refer the Siemens documentation about the TCON and
TSEND blocks.
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4.3 ibaREQ3sym iba block family

These blocks initialize and control communication between ibaPDA and the S7-1500 controllers.

The ibaREQ3sym block family allows access to both optimized and non-optimized data blocks.
Addressing is done by using only the symbol names.

The ibaREQ3sym module family is the recommended access variant as of TIA Portal V19. With
this version, runtime optimizations are possible, such as the outsourcing of the cyclical reading
of the actual values from the ibaREQ3sym_M block. Therefore, the individual blocks can be spe-
cifically distributed across different call levels.

One set of Request blocks has to be called for each Request module (connection) in ibaPDA. The
blocks used are part of the iba S7 library, see @ iba S7 library, page 108.

Note
° Only use Request blocks from the latest iba S7 library!
l Request blocks in application examples can be outdated and, thus, cause errors.

Use different Request block combinations depending on the current system configuration:

Request block Recommended call level
ibaREQ3sym_M OB 1 or lower-priority OB
ibaREQ3sym_UP OB where the data is updated

ibaREQ3sym_DB_PDA -
ibaREQ3sym-Interface -

m ibaREQ3sym_M (Management)
The block realizes the communication with ibaPDA. Ideally, the block is called in OB1 or low-
er-priority OB.

m ibaREQ3sym_UDP (Provision and buffering of current signal values)
The block provides the current signal values and buffers them. Ideally, the block is called in
the OB in which the data is updated.

m ibaREQ3sym_DB_PDA (DB interfaces)
This DB acts as an interface to ibaPDA and between the different Request blocks.

Issue 2.2 88 @



ibaPDA-Request-S7-UDP Description of Request blocks

4.3.1 ibaREQ3sym_M

Description of formal parameters

Name Type | Data Type Description

reset IN BOOL FALSE: No reset (default)
TRUE: Block reset

DB_PDA INOUT | UDT DB for the ibaPDA communication interface
ibaREQ3sym_DB_PDA

state ouT STRING[16] | Block status

errorStatusRun ouT WORD Internal error code

errorStatus1 ouT WORD Internal error code

errorStatus2 ouT WORD Error code for internally called blocks

Detailed description

reset
Used to manually reset the block

DB_PDA
Pointer to the communication data range. This range is used for the data exchange with ibaPDA.
For all related Request blocks, configure the identical DB.

state
Block status in plain text

errorStatusRun
Internal error code for the block. If there is no error, the value 0 is output.

errorStatusl
Internal error code for the block. If there is no error, the value 0 is output.

errorStatus2
Internal error code for the block. If there is no error, the value 0 is output.

Error codes

Hexadecimal value Description

errorStatus

01x8001 invalid command id

01x800F internal error (error moving data - pdainfo)

01x8010 internal error (error moving data - command)
01x8011 internal error (error moving data - response reset)
01x8012 internal error (error moving data - response diag)
01x8014 internal error (error moving data - response request)
01x801F internal error (error moving data - response unknown)
01x8101 internal error (error moving data - response invalid command ID)
01x8202 internal error (error moving data - diag response data)
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Hexadecimal value Description

errorStatus

01x8401 internal error (error moving data - request command data)
01x8402 internal error (error moving data - request response data)
01x8410 too many requested symbols in total (>2000)

01x8411 too many requested symbols in one command (>100)
01x8412 requested data length is too long (<max)

01x8413 requested data length is too short (<0)

01x8422 error moving symbol offsets

01x8423 error moving symbol names

01x8425 error resolving requested symbols

01x8426 error moving resolved symbols data

01x8512 no active symbols

01x8FFF undefined internal error
4.3.2 ibaREQ3sym_UDP

Description of formal parameters

Name Type Data Type Description

interfaceld IN HW_ANY HW ID of the used interface

connectionld IN CONN_OUC | Unique connection ID of the send block
(TSEND_C)

localPort IN UINT Local port number

reset_com IN BOOL FALSE: No reset (default)
TRUE: Communication connection reset

DB_PDA INOUT | DB_ANY DB for the ibaPDA communication interface
ibaREQ3sym_DB_PDA

state ouT STRING[16] Block status

errorTsend ouT WORD Collective error code for the internally called
Tsend blocks

errorTcon ouT WORD Error code for the internally called Tcon block

errorTusendl ouT WORD Error code for the internally called Tusendl1
block

errorTusend2 ouT WORD Error code for the internally called Tusend2
block

lostSamples ouT UNIT Counter for lost measured values

The following SIMATIC standard blocks are used internally:

m TCON
m TUSEND
m TDISCON
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Detailed description

interfaceld

The HW ID of the used interface is a constant in TIA Portal and dependent on the configured

hardware.

Tip

¢

You find the hardware identifier of the marked interface under Properties —
General — Hardware identifier

T Siemens - D:20_ProjekicubaPDA Request-S7\TestitestTIA1516_REQ_DP_PN_UDPestTIA1516_REQ DP_PN_UDP

Project Edit Wiew Insert Qnline Options Tools Mindow Help .
z " Totally Integrated Automation
O W Hsaveproject @ ¥ = 3 X 9 5 MG E R S coonline F coofine fip A M 2 1] PORTAL
testTIA1516_REQ_DP_PN_UDP » CPU1516_REQ_TEST [CPU 1516-3 PN/DP]
Devices [& Topology view [ Network view |[IY Device view ||
T
G EE 3 E e ax "W E
GOQ dt EHETEECY = B}
= [~| ™ 5
v | testTIA1516_REQ_DF_PN_UDF & 2
™ ol ~ [
B Add new device & Iy 2
iy Devices & networks & \g?’ S
~ [ CPU1516_REQ_TEST[CPU 1516-3 PN/DF] & o =
Y Device configuration I
%) online & diagnostics 2
» [l Program blocks o 1 2 3 4 5 s 7 o
» [ Technology objects. Profilschiene_0 5
» [ Extemnal source files e
g
~ [@ PiCtags E
% Show all tags R
i Add n ble =
. 7
2
3
L
:
o] Joo v Eigys
F
|< Properties  [*info  [[2] Diagnostics | 2
) Te:
V@ T || General | 10 tags [ Systemconstants [ Texts | —
m General
1 Distributed 10 Hardware identifier
» Gt Ethernet addresses
VB Time synchraniztion Hardware identifier
» [@ Languages & resources. » Advances d options I
» [ig Online aceess Wb server access Hordware identifer
» [ Card ReaderlUSB memory I Hardware mmmerl i
> | Details view < i >
=2 Ovenview iy CPUI516_RE..

You can configure the hardware identifier as a numerical value or as a system
constant of the type Hw_Interface. You can find the system constant under Prop-
erties — System constants. Always use the system constant of the interface and
not of a port, or of the 10 system.

|§, Properties ”‘_A.l Infa y” ] Diagnostics

‘ General ” 10 tags I System constants I Texts ‘
Name Type Hardware identi. | Comment
| Local-PROFINETSchninstelle_2 Hw_Interface 72 |
Local~PROFINETS chnittstelle_2~Fort_1 Hw_Interface 73

connectionld

Unambiguous reference to the connection to be established, value range: 1 to 4095.

localPort

Number of the local port used

reset_com

Used to manually reset the communication connection.

DB_PDA

Pointer to the communication data range. This range is used for the data exchange with ibaPDA.
For all related Request blocks, configure the identical DB.

state

Block status in plain text
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errorTsend

Collective error code for the internally called Tsend blocks

errorTcon

Error code for the internally called Tcon block

errorTusendl

Error code for the internally called 1st Tusend block

errorTusend?2

Error code for the internally called 2nd Tusend block

A list of all possible error codes for the Tsend, Tusend, Tcon system blocks can be found in the

Siemens documentation.

lostSamples

The counter is incremented each time a block is called if a new UDP telegram cannot be sent
to ibaPDA because the preceding send job has not yet been completed. A constantly increasing
value indicates a bottleneck in communication performance.

Error codes

errorTcon

Hexadecimal value Description

Status info

W#16#0000 Connection successfully established.

W#16#7000 No job processing is active.

W#16#7001 Start job execution, establish connection.

WH#16#7002 Connection is being established (REQ irrelevant).

Hexadecimal value Description

Error

WH#16#8085 Connection ID (ID parameter) is already used by a configured connec-
tion.

WH#16#8086 The ID parameter is outside the valid range.

W#16#8087 Maximum number of connections reached; no additional connection
possible.

W#H#16#8089 The CONNECT parameter does not point to a connection description
or the connection description was created manually.

W#16#809A The structure at the CONNECT parameter is not supported on an inte-
grated interface or the length is invalid.

W#164#809B The element interfaceld with in the TCON_xxx structure does not ref-
erence a hardware identifier of a CPU or CM/CP interface or has the
value "0".

WH#16#80A1 The specified connection or the port is already used.
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Hexadecimal value
Error

Description

WH#H16#80A2

Local or remote port is used by the system. The following ports are
reserved locally: 20, 21, 80, 102, 135, 161, 162, 443, 34962, 34963,
34964 as well as the area 49152 to 65535.

W#16#80A3

ID is used by a connection created by the user program, which uses
the same connection description at the CONNECT parameter.

W#16#80A4

IP address of the remote connection endpoint is invalid, or it matches
the IP address of the local partner.

W#16#80A7

Communication error: You executed TDISCON before TCON had com-
pleted.

W#16#80B4

Only with TCON_IP_RFC: The local T selector was not specified, or the
first byte does not contain the value OxOE (only with a length of
T selector = 2) or the local T selector starts with "SIMATIC-".

W#16#80B5

Only passive connection establishment is permitted for connection
type 13 = UDP (parameter ActiveEstablished of the structure
TCON_IP_v4/TCON_PARAM has the value TRUE).

W#16#80B6

Parameter assignment error in the ConnectionType parameter of the
data block for connection description.

m Only valid with TCON_IP_v4: 0x11, Ox0OB and 0x13
m Only valid with TCON_IP_RFC: 0xOC and 0x12

W#16#80B7

With TCON_IP_v4:

m TCP (active connection establishment): Remote port is "0".
m CP (passive connection establishment): Local port is "0".

m UDP: Local portis "0".

m |P address of the partner endpoint is set to 0.0.0.0.

With TCON_IP_RFC:

m For local (LocalTSelector} or remote (RemoteTSelector} T selector,
a length greater than 32 bytes is specified.

m For TSelLength of the T selector (local or remote), a length greater
than 32 is specified.

m Errorin the length of the IP address of the specific connection
partner.

m [P address of the partner endpoint is set to 0.0.0.0.

W#16#80B8

Parameter ID in the local connection description (structure at
CONNECT parameter) and parameter ID of the instruction are differ-
ent.

W#16#80C3

All connection resources are assigned, or ports are dynamically used
by other applications or connections.
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Hexadecimal value Description

Error

W#16#80C4 Temporary communication error:

m The connection cannot be established at this time.

m The connection cannot be established because the firewalls on the
connection path are not open for the required ports.

m The interface is receiving new parameters.

m The configured connection is being removed by a TDISCON instruc-
tion.
W#16#80C5 The connection partner refuses to establish the connection, has termi-
nated the connection or actively ended it.
W#16#80C6 Network error: The connection partner cannot be reached.
W#16#80C7 Execution timeout.
WH#16#80C8 Value at the ID parameter is already used by a connection that was
created by the user program. The connection uses the identical ID, but
different connection settings at the CONNECT parameter.
WH#16#80C9 Validation of the connection partner failed. The connection partner
that wants to establish the connection does not match the defined
partner at the CONNECT parameter.
WH#16#80CE The IP address of the local interface is 0.0.0.0.
W#16#80D0 With TCP and active connection endpoint: The remote_qdn parameter
is an empty string. A connection cannot be established.
W#16#80D1 The remote_qgdn parameter is not a fully qualified domain name. The
period at the end might be missing.
W#16#80D2 No DNS server address is configured.
W#16#80D3 The fully qualified domain name cannot be resolved. Possible causes:
m The DNS server is not reachable, for example, because it has been
shut down or the remote port is not reachable.

m An error occurred during communication with the DNS server.

m The DNS server returned a valid DNS answer, but the answer con-
tained no IPv4 address.

W#16#80EOQ Unsuitable or poor message was received.

W#16#80E1 Error during handshake. Possible causes:

m Aborted by the user

m Security not high enough

m Renewed negotiation is not supported.

m SSL/TLS version is not supported.

m Validation of the host name failed.
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Hexadecimal value
Error

Description

W#16#80E2 Certificate is not supported or invalid.
Possible cause: The time-of-day of the module concerned is not set or
the module is not synchronized.
Example: The default setting for the date of the module is 1/1/2012
and it was not set during commissioning. The validity period of the
certificate starts on 20 August 2016 and ends on 20 August 2024. In
this case, the date of the module is outside the valid period of the cer-
tificate; the certificate is invalid for the module.
W#16H#80E3 Certificate was discarded.
WH#16#80E4 No valid certification authority found.
W#16#80E5 Certificate expired.
W#H#16#80E6 Integrity errors in the Transport Layer Security Protocol.
W#H#16#80E7 Not supported extension in X.509-V3 certificate.
W#16#80E9 TLS server without server certificate is not supported.
WH#H16#80EA DTLS (UDP) protocol is not supported.
W#16H#80EB A client cannot request a client certificate.
W#16H#80EC The server cannot perform validation based on subjectAlternateName
(only clients can do this).
W#16#80ED TLSServerCertRef _m-ID is invalid.
errorTusend
Hexadecimal value Description
Status info
W#16#0000 Send job completed without error.
W#16#7000 No job processing is active.
WH#16#7001 Start of job processing, data being sent.
Note: During this processing phase, the operating system accesses the
data in the DATA send area.
W#16#7002 Intermediate call (REQ irrelevant), job is being processed.

Note: During this processing phase, the operating system accesses the
data in the DATA send area.

Hexadecimal value
Error

Description

WH#16#8085 The LEN parameter has the value "0" or is greater than the highest
valid value.

W#16#8086 The ID parameter is outside the valid range.

W#16#8088 The LEN parameter is greater than the memory area specified in DATA.

W#16#8089 The ADDR parameter does not point to a data block with the structure
TADDR_Param or TADDR_SEND_QDN.
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Hexadecimal value Description
Error

WH#16#80A1 Communication error:

m The specified connection between user program and communica-
tion layer of the operating system has not yet been established.

m The specified connection between the user program and the com-
munication layer of the operating system is currently being termi-
nated. Transfer over this connection is not possible.

m The interface is being re-initialized.

W#16#80B1 You changed the DATA parameter before the current job finished.

W#16#80A4 IP address (at the ADDR parameter) of the remote connection end-
point is invalid, or it matches the IP address of the local partner.

W#16#80B3 m The protocol variant (connection_type parameter in the connec-
tion description) is not set to UDP. Please use TSEND.

m Parameter ADDR: Invalid settings for port number.

W#16#80B7 The length of the structure referenced by the ADDR parameter is not
8 bytes.

W#16#80C3 m A block with this ID is already being processed in a different priori-
ty class.

m Internal lack of resources.

Other documentation

For more information, refer the Siemens documentation about the TCON,
TDISCON and TSEND blocks.
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5 Diagnostics

5.1 License

If the interface is not displayed in the signal tree, you can either check in ibaPDA in the 1/0 Man-
ager under General — Settings or in the ibaPDA service status application whether your license
for the interface ibaPDA-Request-S7-UDP has been properly recognized. The number of licensed
connections is shown in brackets.

The figure below shows the license for the Codesys Xplorer interface as an example.

License information

Licenses:
License container: |3-l - - | — - e - - A
el - s k. @ -
Customer name: ||-- — |
el — -
Licensze time limit: |Un|imited ! ———
e |W|EU Cmtick va 4D | |E::3jDA—Imerface-Codeiys;—Xplorer {'I'SEF
Container host: |. - - - | — —— ——
— — T —
Required EUP date: 01.02.2023 | | ———
ELP date: |31_12_2c|25 | N —— v

5.2 Visibility of the interface

If the interface is not visible despite a valid license, it may be hidden.
Check the settings in the General tab in the Interfaces node.
Visibility

The table Visibility lists all the interfaces that are available either through licenses or installed
cards. These interfaces can also be viewed in the interface tree.

You can hide or display the interfaces not required in the interface tree by using the checkbox in
the Visible column.

Interfaces with configured modules are highlighted in green and cannot be hidden.

Selected interfaces are visible, the others are hidden:

- ibal/0 Manager O X - ibal/O Manager
DEOEERSE-FQ &R DEBEERDE-
----- £} Settings : ibaFOB-dio-D
" Signal names Physical location Visibility [
i Address books [] Assign board numbers to physical locations [] Hide empty address nodes %
--[E1 Certificates X I "u'pc} HPCi Request
- Time synchronization S [ ibaCapture
693 Module overview Device CurrentID  New ID Name Visible f ibaLegic TCP
- Q@ Knowhow protection : - [-inf Playback
X1 E baFOB-%io-D :
45 Watchdog ' !E mety I ° = -fa Text interface
@ Remote configuration x2 ﬂ Empty ibahet-£ 0 b Unmapped
ﬁ Stop prevention X3 Bﬁ Empty E-mail
Boards ¥4 B3 Empty Etherhet/IP
x5 B3 Empty GCOM O
emupt info
gk Multistation X B Empty Generic TCP
[i]-2% Servers %7 BE Empty Generic UDP [}
%3 B Empty HPCi Request
ibaCapture
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5.3 Log files

If connections to target platforms or clients have been established, all connection-specific ac-
tions are logged in a text file. You can open this (current) file and, e.g., scan it for indications of
possible connection problems.

You can open the log file via the button <Open log file>. The button is available in the 1/O Man-
ager:

m for many interfaces in the respective interface overview

m forintegrated servers (e.g. OPC UA server) in the Diagnostics tab.

In the file system on the hard drive, you can find the log files of the ibaPDA server
(.\ProgramData\iba\ibaPDA\Log). The file names of the log files include the name or
abbreviation of the interface type.

Filesnamed interface. txt are always the current log files. Files named
Interface yyyy mm dd hh mm ss.txt arearchived log files.

Examples:

m cthernetiplLog.txt (logof EtherNet/IP connections)
m AbEthLog.txt (log of Allen-Bradley Ethernet connections)

m OpcUAServerLog.txt (log of OPC UA server connections)
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5.4 Connection diagnostics with PING

PING is a system command with which you can check if a certain communication partner can be
reached in an IP network.

1. Open a Windows command prompt.

£ cmd|

2. Enter the command "ping" followed by the IP address of the communication partner and
press <ENTER>.

- With an existing connection you receive several replies.

BR Administrator: Command Prompt — O X

Windowsh,

d trip tim
Minimum = Bms, Maximum = 1ms,

MWindows\sy
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5.5

Connection diagnostics with PG/PC interface

Use the diagnostic function of the PG/PC interface to the functionality and connection configu-

ration.

1. Open the dialog for configuring the PG/PC interface with the <Configure PG/PC interface>

button.

%"‘ General menedlnnl“u Analog lﬂ.l' Digttal l@ Diagnostics l

Connection mode: PC/CP ~

Connection type:

PG connection R Timeout (3): 15 -

Access point for applications: |

Configure PG/PC interface

- |

Address: 192.168.123.1

[ Local port: Dynamic =
(] Activate 57 routing

[ Use ibaPDA-57-¥plorer Proxy

Rack:

Slot: Test

CPU Name: |-S Mo address book

2. Open the diagnostics dialog with the <Diagnostics> button.

Set PG/PC Interface

Access Path | LLDP / DCP

(el

Access Point of the Application:

[S?"ONLIHE (STEP7) ->CP5622 MPI1

0
Interface Parameter Assignment Used:
CP5622 MPI.1 =Active>

WEICP5622 Auto | @)
BB CPSE22 FWL.1 E
EBCP5622 FWL_FAST_LOAD.1 Copy...
ECPSEZZ.MPIJ <Aldiv> - Delete
4 T 3
{Assigning Parameters to Your NDIS CPs
with TCP/IP Protocol (RFC-1006)
Interfaces
Add/Remowve: Select
[Ccancs ] [hee
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3. Start the network diagnostics with the <Test> button.
Check the availability of the bus devices with the <Read> button.

- The following figure shows an example of a diagnostics of a SIMATIC Net CP5622
(PROFIBUS).

There is one active station at each of the addresses 0 and 2.

PROFIEUS/MP| Network Diagnostics | Hardware |
r Status/Network Diagnostics

] P .

Station address: I
[

Bus parameters:

lansiboes. o weamn L
e b b e — b
I ER

i oot . e g W wi CESE

R e o A

r Bus Modes

0123456789 10111213141516171819
0o MOMIOCCCCCCCrrrrCrrrrr
| 0 o o o ol ol o o o o o o ol o o o o
LI ) o o ol ol ol o o o o o o ol ) o
= ol ] o o o o o o o o o o
1 0 ol o o o ol o o o o o o o o o
g1l sl ol o o o ol o o o
- Ini il i rey

[~ Station passive
Bead [V Station active
[ Station active ready

0K | Cancel Help
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5.6 Connection table

For every Ethernet-based interface, there is a table available in the /O Manager which shows
the status of each connection. Each line represents one connection. The following figure shows,
as an example, the connection table of the Codesys-Xplorer interface:

= iba I/0 Manager O X
DBEEEEDE-000[8MEB|EHB

Codesys-Xplorer
J Codesys-¥plarer

5 Codesys V2 (2) Set all values to zero when the connection to a PLC is lost
® Codesys V3 (4)

ﬂ Click to add module ... —
ibaCapture Allow inaccessible symbols Reset statistics

Start acquisition even f a PLC is not accessible

B Playback
. Aa Test interface Name Error count Update time Response time Response time Response time  Response time
_ Actual Actual Average Min Max
L d
=g Unmappe
0 Codesys V2., 0 1,0 ms 0,0 ms 0,0 ms 0,0 ms 14,0 ms ~
1 Codesys ¥3... 2 1,9ms 0,0 ms 0,5ms 0,0ms 145,0 ms
2 ? ? i i ? i i

The connected target systems (controllers) are identified by their name or IP address in the first
(left) column.

Depending on the interface type the table shows error counters, read counters and/or data
sizes, as well as the cycle times, refresh times and/or update times of the different connections
during the data acquisition.

Click the <Reset statistics> button to reset the error counters and the calculation of the re-
sponse times.

Additional information is provided by the background color of the table rows:

Color Meaning

Green The connection is OK and the data are read.

Yellow The connection is OK, however the data update is slower than the configured
update time.

Red The connection has failed.

Gray No connection configured.
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5.7 Diagnostic modules

Diagnostic modules are available for most Ethernet based interfaces and Xplorer interfaces.
Using a diagnostic module, information from the diagnostic displays (e.g. diagnostic tabs and
connection tables of an interface) can be acquired as signals.

A diagnostic module is always assigned to a data acquisition module of the same interface and
supplies its connection information. By using a diagnostic module, you can record and analyze
the diagnostic information continuously in the ibaPDA system.

Diagnostic modules do not consume any license connections because they do not establish
their own connection but refer to another module.

Example for the use of diagnostic modules:

m A notification can be generated, whenever the error counter of a communication connection
exceeds a certain value or the connection gets lost.

m In case of a disturbance, the current response times in the telegram traffic may be docu-
mented in an incident report.

m The connection status can be visualized in ibaQPanel.

m You can forward diagnostic information via the SNMP server integrated in ibaPDA or via OPC
DA/UA server to superordinate monitoring systems like network management tools.

In case the diagnostic module is available for an interface, a "Diagnostics" module type is shown
in the Add module dialog (example: Generic TCP).

e Add medule 4
Name |Diagnostics
Module type :
= Folder
I‘;%P‘Generic TCP
_
Cancel
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Module settings diagnostic module
For a diagnostic module, you can make the following settings (example: Generic TCP):

| General | "\ Analog | Il Digtal |

~ Basic
Module Type Diagnostics
Locked Mone
Enabled True
MName Generic TCP Diagnostics
Comment
Module Mo. 7
Timebaze 10 ms
Use module name as prefix | False
~ Diagnostics
Generic TCP (58) [v]
IEGeneric TCP (58)
Target module
The number of the module of which the diagnostic data should be
measured.

The basic settings of a diagnostic module equal those of other modules.
There is only one setting which is specific for the diagnostic module: the target module.

By selecting the target module, you assign the diagnostic module to the module on which you
want to acquire information about the connection. You can select the supported modules of this
interface in the drop-down list of the setting. You can assign exactly one data acquisition mod-
ule to each diagnostic module. When having selected a module, the available diagnostic signals
are immediately added to the Analog and Digital tabs. It depends on the type of interface,
which signals exactly are added. The following example lists the analog values of a diagnostic
module for a Generic TCP module.

& General | " Analog | Il Digtal |

Name Unit Gain Offset  Active Actual
0 IP address (part 1) 1 0
1 IP address (part 2) 1 0
2 IP address (part 3) 1 0
3 IP address (part 4) 1 0
4 Port 1 0
5 Message counter 1 0
& Incomplete errors 1 0
7 Packet size (actual) bytes 1 0
8 Packet size (max) bytes 1 0
9 Time between data (actual) ms 1 0
10 Time between data (min) ms 1 0

For example, the IP (v4) address of a Generic TCP module (see fig. above) will always be split
into 4 parts derived from the dot-decimal notation, for better reading. Also other values are
being determined, as there are port number, counters for telegrams and errors, data sizes and
telegram cycle times. The following example lists the digital values of a diagnostic module for a
Generic TCP module.

|45 General |\ Analog | Il Digital |

Name Active | Actual
0 Active connection mode
1 Invalid packet
2 Connecting
3 Connected
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Diagnostic signals

Depending on the interface type, the following signals are available:

Signal name

Description

Active

Only relevant for redundant connections. Active means that
the connection is used to measure data, i.e. for redundant
standby connections the value is 0.

For normal/non-redundant connections, the value is always 1.

Buffer file size (actual/avg/
max)

Size of the file for buffering statements

Buffer memory size (actual/
avg/max)

Size of the memory used by buffered statements

Buffered statements

Number of unprocessed statements in the buffer

Buffered statements lost

Number of buffered but unprocessed and lost statements

Connected

Connection is established

Connected (in)

A valid data connection for the reception (in) is available

Connected (out)

A valid data connection for sending (out) is available

Connecting

Connection being established

Connection attempts (in)

Number of attempts to establish the receive connection (in)

Connection attempts (out)

Number of attempts to establish the send connection (out)

Connection ID O->T

ID of the connection for output data (from the target system
to ibaPDA). Corresponds to the assembly instance number

Connection ID T->0

ID of the connection for input data (from ibaPDA to target sys-
tem). Corresponds to the assembly instance number

Connection phase (in)

Status of the ibaNet-E data connection for reception (in)

Connection phase (out)

Status of the ibaNet-E data connection for sending (out)

Connections established (in)

Number of currently valid data connections for reception (in)

Connections established (out)

Number of currently valid data connections for sending (out)

Data length

Length of the data message in bytes

Data length O->T

Size of the output message in byte

Data length T->0

Size of the input message in byte

Destination IP address
(part 1-4) O->T

4 octets of the IP address of the target system Output data
(from target system to ibaPDA)

Destination IP address
(part 1-4) T->0

4 octets of the IP address of the target system Input data
(from ibaPDA to target system)

Disconnects (in)

Number of currently interrupted data connections for recep-
tion (in)

Disconnects (out)

Number of currently interrupted data connections for sending
(out)

Error counter

Communication error counter

Exchange ID

ID of the data exchange

Incomplete errors

Number of incomplete messages
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Signal name

Description

Incorrect message type

Number of received messages with wrong message type

Input data length

Length of data messages with input signals in bytes (ibaPDA
receives)

Invalid data points

Number of received data points with missing configuration

Invalid packet

Invalid data packet detected

IP address (part 1-4)

4 octets of the IP address of the target system

Keepalive counter

Number of Keepalive messages received by the OPC UA Server

Lost images

Number of lost images (in) that were not received even after a
retransmission

Lost Profiles

Number of incomplete/incorrect profiles

Message counter

Number of messages received

Messages per cycle

Number of messages in the cycle of the update time

figuration

Messages received since con-

Number of received data telegrams (in) since start of acquisi-
tion

nection start

Messages received since con-

Number of received data telegrams (in) since the start of the
last connection setup. Reset with each connection loss.

ration

Messages sent since configu-

Number of sent data telegrams (out) since start of acquisition

Messages sent since connec-
tion start

Number of sent data telegrams (out) since the start of the last
connection setup. Reset with each connection loss.

Multicast join error

Number of multicast login errors

Number of request com-
mands

Counter for request messages from ibaPDA to the PLC/CPU

Output data length

Length of the data messages with output signals in bytes
(ibaPDA sends)

Packet size (actual)

Size of the currently received message

Packet size (max)

Size of the largest received message

Ping time (actual)

Response time for a ping telegram

Port

Port number for communication

Producer ID (part 1-4)

Producer ID as 4-byte unsigned integer

Profile Count

Number of completely recorded profiles

Read counter

Number of read accesses/data requests

Receive counter

Number of messages received

Response time (actual/aver-
age/max/min)

Response time is the time between measured value request
from ibaPDA and response from the PLC or reception of the
data.

Actual: current value

Average/max/min: static values of the update time since the
last start of the acquisition or reset of the counters.

Retransmission requests

Number of data messages requested again if lost or delayed
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Signal name

Description

Rows (last)

Number of resulting rows by the last SQL query (within the
configured range of result rows)

Rows (maximum)

Maximum number of resulting rows by any SQL query since
the last start of acquisition (possible maximum equals the
configured number of result rows)

Send counter

Number of send messages

Sequence errors

Number of sequence errors

Source IP address (part 1-4)
Oo->T

4 octets of the IP address of the target system Output data
(from target system to ibaPDA)

Source IP address (part 1-4)
T->0

4 octets of the IP address of the target system Input data
(from ibaPDA to target system)

Statements processed

Number of executed statements since last start of acquisition

Synchronization

Device is synchronized for isochronous acquisition

Time between data (actual/
max/min)

Time between two correctly received messages
Actual: between the last two messages

Max/min: statistical values since start of acquisition or reset of
counters

Time offset (actual)

Measured time difference of synchronicity between ibaPDA
and the ibaNet-E device

Topics Defined

Number of defined topics

Topics Updated

Number of updated topics

Unknown sensor

Number of unknown sensors

Update time (actual/average/
configured/max/min)

Specifies the update time in which the data is to be retrieved
from the PLC, the CPU or from the server (configured). Default
is equal to the parameter "Timebase". During the measure-
ment, the real actual update time can be higher than the set
value if the PLC needs more time to transfer the data. How
fast the data is really updated, you can check in the connec-
tion table. The minimum achievable update time is influenced
by the number of signals. The more signals are acquired, the
greater the update time becomes.

Average/max/min: static values of the update time since the
last start of the acquisition or reset of the counters.

Write counter

Number of successful write accesses

Write lost counter

Number of failed write accesses
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6 Appendix

6.1 iba S7 library

The iba S7 library is available in two versions:

m SIMATIC Manager : STEP 7 > V5.5
m SIMATIC TIA Portal STEP 7 2 V18

6.1.1 iba S7 library for SIMATIC Manager

The iba S7 library for SIMATIC Manager ("ibaS7LibCLASSIC_Vx_y") is suitable for SIMATIC Man-
ager V5.5 or higher. It contains the Request blocks described in the manual, which are required
for the use of ibaPDA-Request-S7-UDP.

You find the iba S7 library as an archived file on the data storage medium "iba Software & Man-
uals" in the following directory:
\04 Libraries and Examples\10 Libraries\01 SIMATIC S7\

M SIMATIC Manager - [ibaS7LibCLASSIC_V1_0 -- D:AST_projectshibaS7Lib] = ol
@ File Edit Inset PLC View Options Window Help [= =] =]
D |37 % =R olmllo %] % = 5[ < No Fiter > S| E s BB M
EERC Y bt 7LIbCLASSIC V1_0 Object name | Symbolic name | Type | sizel Author | Lastmodiied
baBM-DF_REQ_H_v4_0 - 57 Program 02/27/2015 081159
baBM-DP_REQ_V4 0 -~ 57 Pragram 02/27/2015 05 11:45
baCOML2B_REQ_W3 4 57 Program 02/27/2015 08:11:32 .
iballDP_RED_Y1_D 57 Program 02/27/2015 12 32:49
< | n | P
Press F1 to get Help. |Realtek PCle GBE Family Controller. 2
The following components are included:
iba connection Block name Block no. Note
ibaBM-DP ibaDP_Req FC122
ibaBM-DPM-S ibaDP_DB_PDA DB10
ibaDP_DB_work DB25
ibaBM-DP ibaDP_Req_H FC123 For S7-400H
ibaBM-DPM-S ibaDP_DB_PDA DB10
Redundancy mode ibaDP_DB_work DB25
ibaBM-PN ibaREQ_M FB140
ibaREQ_PN FB141
ibaREQ_PNdev FB150
ibaREQ_DB DB15
ibaUDT_UDPact uDT145
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iba connection Block name Block no. Note
ibaCom-L2B ibal2B_Init FC111 formerly FC23 and FC101
ibal2B_Req FC112 formerly FC22 and FC100
ibal2B_Req_CP FC113 formerly FC26 and FC102
only necessary when using a
CP342-5 instead of the FC112
ibal2B_DB_work DB22
ibal2B_DB_Struct UDT22
ibal2B_CP_SNDRCV | DB10 only necessary when using a
CP342-5
ibaPDA-Interface-S7- ibaREQ_M FB140
TCP/UDP ibaREQ_UDPact FB145
ibaREQ_UDPint FB146
ibaREQ_UDPext3 FB147
ibaREQ_UDPext4 FB148
ibaREQ_DB DB15
ibaUDT_UDPact UDT145

Table 3: ibaS7LibCLASSIC block overview

6.1.1.1 Integrating the library into SIMATIC Manager

For integrating the library, it has to be retrieved in the SIMATIC Manager. Copy the iba S7 library
to a local directory of your computer, on which the SIMATIC Manager is executed.

1. Select the menu File — Retrieve.

#]| SIMATIC Manager

PLC View Options Window Help

Mew...
‘Mew Project’ Wizard...
Open...

57 Memory Card
Mermory Card File
Delete...
Reorganize...
Manage...
Archive...

Retrieve... l}

Pane Setun...

Ctrl+N

Ctrl+O

2. Select the archive file of the iba S7 library and select a storage location for the extracted

library in a next step.
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3. Confirm the message for a successful extraction.

Retrieve (3020:58)

o

[ Do not display this message again.

The retieved data have been stored in the project
directory 'C:5Program Files
[«BEMNSiemens\Step S 7LIB S baS 7LD

4. Open the library by confirming the following dialog with <YES>.

Retrieve (3280:754)

The following objects were retrieved:
Frojects: Mone
Libraries: ibaS7LBCLASSIC W1_0

Do pau want to open these now?

- Now, the library is integrated and can be closed again.

6.1.1.2

Using the blocks in SIMATIC Manager

There are two options for using the blocks from the library.

m Display the block library and drag the required blocks to the opened destination block.

57 LAD/STL/FBD - [FC10 -- 57-314_Demo-Projekt\SIMATIC 300(1)\CPU 314C-2 DP]

iF File Edit Inset PLC Debug View Options Window Help

[E=N =l )
BEIE

Do M|S| % B> | thia|[o]%e | <00

T e i

| =l

Contents Of: 'Environment\Interface"'

H B Mew network
&3 FB blocks

FC blocks

SFE blocks

{£8 SFC blocks

Al Multiple instances
=M Libraries

-G stdlibs

-4 Standard Library

-6 SIMATIC_NET_CP
- CFC Library

-4 Redundant 10 MGP V32

1§ Redundant 10 CGP V52

£ ibaSTLIbCLASSIC_V1 0

{28 ibaUDP_REQ_VD 9

({25 ibaBM-DP_REQ_H_V4_D

-8 ibaCOM-L2B_REQ V3 4

85 ibaBM-DP_REQ V4.0

=Y ibaDP_Req ibaPDA

B
B
-4 Redundant 10 CGP V40
B
B

.

DP_REQ / ibaPDA

i

Program elem.. |EE Call struct... I £ Networks

i Interface
R )
Ak oUT

- | Hame -
FEaEE]
- |4 ouT -

Press Fl to get Help.

FC10 : Title:

B

Comment :

Insert [Chg | 4

2 [offline

[Abs <52 [Nw1l Ln7
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m Open the library via File — Open — Libraries, and the required destination project in parallel.

With the <Tile horizontal> button, both projects can be displayed side by side.

You can either drag & drop the blocks or copy & paste them.

) SIMATIC Manager - §7-314_Demo-Projekt E=8 Eol 5
File Edit Inset PLC View Options Window Help
D@ |89 & Ba | om|[2 %5 2 (& |[ < Mo Fher> -7 | em | BEM
@ baSTLIbCLASSIC_VL 0 -- D:\Siemens\S7_Libs\ibaS7_Libs ||= | @ | | | Bps7-314_Demo-Projekt -- D:\Siemens\S7_Projects\57-314_D o @ =z
=8 Q ibaSFLIbCLASSIC V1_0 Object name Symbualic hame Created ir E\% 57-314_Demo-Projekt Object name Symbalic name | Created in lang
{2 ihaBM-DP_REG_H_V4 0§y Fryzn ibaDP_Req STL E-El SIMATIC 30001) 9 5 pstom data
29 baBM-DP_REQ_V4 0 = DBT0 baDP_DE_FDS& DB =@ crusiac2or g g sTL
(B Sources & DBZ5 baOF DB wok DB E-E7 57 Pragram(1)
£ Blocks "-"_:-;.___.___ i-{] Sources
ibaCOM-L2B_REQ_¥3_4 ] Blocks]
IballDF_REQ_V0_9 e —
ﬂ

—> You can now use the blocks in

6.1.2 iba S7 library for SI

the destination project.

MATIC TIA portal

The iba S7 library for SIMATIC TIA Portal ("ibaS7LibTIA_Vx_y") is suitable for SIMATIC TIA Por-
tal. It contains the Request blocks described in the manual, which are required for the use of

ibaPDA-Request-S7-UDP.

You find the iba S7 library as an archived file on the data storage medium "iba Software & Man-

uals" in the following directory:

\04 Libraries and Examples\10 Libraries\01 SIMATIC S7\

W

Global libraries

FFHuEdx 8
MName

¢ L] Buttons-and-Switches

b Ll Long Functions

» LLI Monitoring-and-control-objects
» L] Documentation templates

Status |Ve..

= ||| mA v2_20230501

v 51 Types
- [ Mester copies
[£z] 57300
tz| 57-300/57-400
tz| 57400
tz| 57-1500
[£:] ibaREQ
| ibaREQ_DB
I ibaREQ_DBAnterface
2B ibaREQ_DF
4F ibaREQ_M
28 ibaREQ_NetE-Buffer
I ibaREQ_NetE-Bufferdata
- ibaREQ_MetE-Send
2F ibaREQ_PN
4 ibaREQ_UDP2
2t ibaREQ_UDPact
» [i:] ibaREQsym
4 ;,i Commen data
b | Languages & resources

v v -/
7 7

1

Note

TIA portal libraries are version-dependent. There may be upward compatibility

depending on the TIA portal version.
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6.1.2.1 Integrating the library into TIA Portal

For integrating the library, you have to retrieve it in the TIA portal. Copy the iba S7 library to a
local directory of your computer, where the TIA Portal is executed.

1. Onthe Libraries tab, select Retrieve library from the context menu.

T4 Siemens
Project Edit View Insert Online Options Tools Window Help
Gt A sveproject @ X B 2 X O MG E R F coonline ¥ coofiline | B, [0 W 2"

Libraries

Totally Integrated Automation
POR

Devices Options E
- - 5 —
= ° ° s | Library view L2l = i
b ‘ Project library e
g Onlineaccess ¢ EHE I e
» [ Card Reader/USE memory e L'_U
=
g
ES
“
+ | Details view A ‘ Global libraries
(i U BB

» [L] Buttons-and-Switches

» [[] Long Functions

» LI Menitoring-and-control-objects
» [l Documentation templates

v LUy

Name

L New library...
& Open library _

=

» |Info (Global libraries)

‘g Properties H:i.'.lnfn y”ﬂ Diagnostics

4 Portal view ¥ Library Monitoring-and-control-objects ...

2. Select the archive file of the iba S7 library and select a storage location for the extracted
library in a next step.

- Now the library is integrated.

T4 Siemens

Project Edit VWiew Insert Online Options Tools

Gf [ soveproiect @ X B 02 X e (ix 5 MG B RS coonine & Goaffine | fp 1M 8

Window Help

Options
£| Library view L2/

v ‘ Project library

Devices

OO

» g Onlinesccess
» [ Card Reader/USE memory

+ | Global libraries

(i S

» L[] Buttons-and-Switches

» [1] Long Functions

» L] Monitoring-and-control-objects

~ | Details view

» L[] Documentation templates
» L] winAC_WP
L[] 1ba57LibTA
» (5] Types
||| Master copies
- [£:| 57-300/S7-400
AT ibaBI-DP Req V4.0
\§ ibaDP_DB_FDA
@ ibaDP_DB_work
4 ibaDP_Req
b |Ez| 57-1500

» 44 Common Geta

Name

|§, Properties ”*_i.llnfn y"ﬂ Diagnostics % | Info (Global libraries)

4 Portal view
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6.1.2.2 Using the blocks in TIA Portal

There are several options for using the blocks from the library.

m Display the block library and drag the required blocks to the opened destination block.
nens\TIA\Projekt1_V
Project  Edit View [nsert gnh-ne— Options Tools Window Help Totally Integrated Automation
Cf il sweprojecr & ¥ B 2 X D2 x5 M B RS coonline &F Goofiine i IR 2 ] 1] PORTAL
Devices Options Egl
Koo G FE B ERS 2 | by view (£ =] 5
Test ~ | Project library g
= [ Projekt1_v13_sP1.1 - — GEM g
;guunew:eme . R i N L N U » I | Proiect library
evices & networks — ||
~ [ PLC_1 [cPU 3142 DP) 'flo:kti_tle: VJLGIubaI I|:ramas E
B} Device confguretion Comment o & % % 5
'] online & diagnostics =lv  Network1: » [[] Buttons-and-Switches "5,.’.
~ [l Program blocks R » L1 Long Functions 2
B Add new block emmen + |L| Monitoring-snd-contral-objects ||
& Main [OB1] » [[] Documentation templates g
4 Test [FC10] ¥ LI inAC_MP E
» [ Technology objects ~[[]ibas7LibnA £
» L} External source files » [ Types
» L@ PLCtags ~ [ Master copies E
» [ig) PLC data types ~ [ 57-300/57-400 =
» [ Watch and force tables [z ibaBM-DP_Req_ V4.0 E’
» [ online backups {§ ibaDP_DE_FDA E
¥ [ Device proxy data \# ibaDF_DEB_work
Frogram info \n -
EA FLCalarms » [E: 57-1500
g Textlists + (4§ Common data
» [ Local modules <] i ] 100% [~]
» | Details view ‘§Properﬁes Hl.‘.lrrfo y‘lﬂ Diagnostics Info (Global libraries)
4 Portal view = Overview | pLc_i | Test
m Drag or copy the blocks to the program blocks directory in the project navigation.

Project Edit View nsert Qnline Options Jools Window Help .
.- Totally Integrated Automation
2 [ B save project X s 5 ME D RF F coonine &F cooffine fo MW 2 ] 1] PORTAL
Project tree
Devices Options g3
HQQ & Library view 12 =]
= 5 =
~ | Project library g
~ ] Projekt1 V13 _SP1_1 — Al - B
K Add new device LI I L B N | ) I] | Proiect libran y
iy Devices & networks —
- itle: + | Global libraries =
~ [l PLC_1 [CPU 314C2 DP) fl"ckt'_“e' 53 G N O]
JIY Device configuration Fommens G -
s 2
%] online & diagnostics +  Network1: .. » [ Buttons-and-switches z
~ g Frogramblacks ——— » [ Long Functions =
B Add new block cemment » L] Menitoring-and-centrol-objects
& Main [0B1] » [L] Documentation templates I_g,:
& Test[FC10] » LL] VinAC_MP g
¥ [3 Technology objects - [l ibas7LibTA 3
3 External source files » 5] Types ||
» [@ PLCtags ~ [l Master copies i
» [ PLC data types - [£2] 57-300i57400 =
» [z watch and force tables _ibaBMDP Reg V4.0 H
» [ online backups \» ibaDP_DB_PDA 5‘
» [ Device proxydata W ibaDP_DE_work
Frogram info -
4 PLC alarms v &
& Textlists » [4§ common data
=
M Local modules [ ki i ] [100% v
|E“ Properties nfo y"ﬂ Diagnostics |
|EE~¢, PLC_1 |:I- Test
—

You can call the blocks within a project block.
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m Drag or copy the PLC data type to the PLC data type directory in the project navigation.

T4 Siemens - D:M0_SIMATICL20_BeispieledS7TIA_UDP_REQ_V¥13_SP1\S7TIA_UDP_REQ_Y13_SP1

Froject Edit View Insert Online Options Tools Window  Help

Al sovepojer @ X B A X 9o DMEDR F coonine F coofine | f W 2€ 1]

Totally Integrated Automation
PORTAL

Devices Options g
% =
HOO EES R by e @ =15
: 7
> : Project library “
S S Ll | Glabal libraries =
B Add new device a6 IERS
o Devices & networks g
~ [ 571516 REQ-S7-UDP [CPU 15163 PN/ » LL] Drivelib_57300-57400_ %13 g
Y Device configuration » [l Long Functions z
%] online & diagnastics » LU Monitaring-and-contral-objects
» gl Fragram blocks ¥ [1] Documentation templates ||
» [3 Technology abjects » L] Winac_MP
b L@} External source files ~ [ ibas7LibTiA
» g FLCtags » 5 Types
~ [ PLC data types [ Master copies
B Add new data type » i 57-300/57400
if] ibsREG_DB-Interface - [& 37:1500 E
4 IM0_Data w &2 ibaREQ_v1_0
L IM0_version ‘ ihsREQ DB
» [5) Watch and force tables ] ibaREQ_DE-nterface
» g Online backups i IbEREQ_M
v [ Traces 0+ ibaREQ_UDP
e » [4d Common data —
<] i [>] v
FebDptalisilpw ==t e . » !Info (Glabal es)

4 Portal view ¥ Libre LibT ed

6.2 Application examples

You can find application examples for several different configurations on the storage medium

"iba Software & Manuals".

\04 Libraries and Examples\50 ibaPDA-Interface-S7-TCP UDP\Request-S7\

iba S7-CPU S7 project ibaPDA project

CP343-1 LEAN

$7-400 +
CP443-1

...Request-S7-UDP

ibaPDA-... S$7-300 PN S7CLASSIC_ ibaPDA_S7CLASSIC_
.Interface-S7-TCP/UDP + | S7-300 + UDP_REQ_Vxx.zip UDP_REQ_Vxx.zip

$7-1500 S7TIA_UDP_REQ_ ibaPDA_S7TIA_UDP_
Vx_SPx_Vyy.zip REQ_Vyy.zip

ibaS7TIA_UDP_REQ3sym_
Vx_SPx_Vyy.zip

ibaS7TIA_UDP_REQsym_ |ibaPDA_S7TIA_UDP_
Vx_SPx_Vyy.zip REQsym_Vyy.zip

Table 4: Application examples on the storage medium
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6.3 S7 cycle time measurements

The following tables show which code run times are needed by the Request blocks. The mea-
surement values have been determined in a test environment and only serve as reference
points. The values may deviate in other system environments.

SIMATIC S7-CPU Number of signals Data ibaREQ_M ibaREQ_UDPint
amount FB140 FB146
CPU412-2 PN 1INT+0BOOL (1 2 Byte 128 ps 510 us
6ES7 412-2EK06-0ABO | Pointer)
59 REAL + 64 BOOL | 244 Byte |132us 595 us
(2 Pointer)
59 REAL + 64 BOOL |244Byte |132us 1100 ps
(123 Pointer)
122 INT+0BOOL (1 |244Byte |132us 560 ps
Pointer)
122 INT + 0 BOOL 244 Byte | 132 pus 1112 us
(122 Pointer)
512 INT +512 BOOL |1088 Byte |132 us 684 us
(2 Pointer)
512 INT+512 BOOL |1088 Byte | 132 us 5502 us
(1024 Pointer)
366 REAL+ 0BOOL |1464 Byte | 132 us 700 us
(1 Pointer)
366 REAL+ 0 BOOL |1464 Byte | 132 us 2434 ps
(366 Pointer)
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SIMATIC S7-CPU Number of signals Data ibaREQ_M ibaREQ_UDP
amount FB1400 FB1405
CPU1516-3 PN/DP 1INT+0BOOL (1 2 Byte 195 ps 402 us
6ES7 516-3AN00-0ABO | Pointer)
59 REAL + 64 BOOL | 244 Byte |189 s 421 us
(2 Pointer)
59 REAL + 64 BOOL | 244 Byte |195us 792 us
(123 Pointer)
122 INT+0BOOL (1 |244 Byte |189 us 413 ps
Pointer)
122 INT + 0 BOOL 244 Byte | 195 pus 795 ps
(122 Pointer)
512 INT + 512 BOOL |1088 Byte | 189 us 431 ps
(2 Pointer)
512 INT+512 BOOL |1088 Byte |192 us 2028 ps
(1024 Pointer)
366 REAL+0BOOL |1464 Byte | 189 us 431 us
(1 Pointer)
366 REAL+0BOOL |1464 Byte | 196 ps 1586 us
(366 Pointer)
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6.4

Adaptation to the renumbered system functions

This procedure is only necessary when using the SIMATIC Manager (STEP 7 < V5), if a different
block number was assigned to one of the following used embedded block numbers.

Symbolic name

Standard numbering

Origin

ibaREQ_UDPact FB145 iba AG, ibaS7Lib

TCON FB65 Siemens, Standard Library
TDISCON FB66 Siemens, Standard Library
TUSEND FB67 Siemens, Standard Library
AG_SEND FC5 Siemens, SIMATIC_NET_CP
AG_LSEND FC50 Siemens, SIMATIC_NET_CP
ibaUDT_UDPact UDT145 iba AG, ibaS7Lib

Table 5: Subordinate blocks

1. Copy the following block sources from the iba S7 library to the source folder of your STEP 7

project.

.‘-‘; SIMATIC Manager - [ibaSTLibCLASSIC_V1_0 -- D:AST_projectsiibaSTLib]
& File Edit Inset PLC View Options Window Help

D@ [87a | % B @ %% %

& | @ || < No Fiter

E- @ iba5 FLIBCLASSIC VW1_0

[higct hame

| Symbalic name |

l@ ibaBM-DP_REG_H
B-{z1] ibaBM-DP_REQ_Y
B

Ve[
i]
l -{z7] ibaCOM-L2B_RE 34

i
v

ibaREQ_UDPext3
ibaREQ_UDPextd
ibaREE_UDPint

= @ |baUDF‘ HEE!

2. Make a new translation for all sources of the function blocks you use.

& SIMATIC Manager - [ManualS7TCLASSICREQUDP -- D:...\Manual\ManualS7CLASSICREQUDP]

% File Edit Inset PLC View Options Window

Help

O |27 | % @ dal[o %) % o 5

é_‘ ||<NOHher>

=% | RE| B

B2m(x

MarualSFCLASSICREQUDR Object name

| Symbalic narme | Type I Sizel Authar

| Last modified

E-f] CPUMIZPH
e[ cru 22PN
E|-- 57 Pragram
: (B Sources

ibaREQ_UIDPext3
ibaREG_LIDPextd

H i-{gH Blocks
i CP 4431

Compiles the current ohject into executable code.

4324
A77T

STL source
STL source

04/14/2015 07:50:48 AM

Open Object Ctrl+Alt+0

Ctrl+X
Ctrl+C
Ctrl+V

Cut
Copy
Paste

Delete Del

Insert New Object
PLC

Compile Ctrl+B

Export Source...
Print

F2
Alt+Return

Rename

Object Properties...

Special Object Properties

»

»

»

»

Note

1

It is absolutely essential that the symbolic designation of the subordinate blocks
is not modified (see table above).
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6.5 Setting PG/PC interface/defining new access point

ibaPDA-Request-S7-UDP cannot establish a connection to a S7-CPU if the parametrization
"AUTO" for an access point (MPl-adapter or CP) has been set in the SIMATIC Manager.
There are 2 possible remedies:

Changing the interface with remaining access point name

Change interface in the SIMATIC Manager e.g. from "CP5622 (AUTO)" to "CP5622 (MPI)" or
"CP5622 (PROFIBUS)".

Disadvantage of this method: If the setting of the access point is changed again in the SIMATIC
Manager, the measurement does no longer work because ibaPDA has no longer access.

Adding a special access point for ibaPDA
To avoid conflicts with the setting of SIMATIC Manager and ibaPDA when both programs run on
the same computer, you can define a new access point.

There is the <Configure PG/PC interface> button in the dialog window of the module. With this
button, you can open the dialog for configuring the PG/PC interface.

The setting for the SIMATIC Manager is also changed.
5= General ‘iCmtﬁ:hnnl% Analog IJ'LT Digital I@ Diagnostics l

Connection mode: PC/CF b Connection type: PG connection i Timeout (s): 15 =
Access point for applications: | R | Configure PG/PC interface
Address: 192.168.123.1 Rack: 0 o Slet: 0 = Test

[ Local port: Dynamic =

] Activate 57 routing
[ Use ibaPDA-57-¥plorer Proxy

CPU Name: ® Mo address book w

Procedure

1. Open the dialog for configuring the PG/PC interface with the <Configure PG/PC interface>
button.

2. Under Access Point of the Application select the row <Add/Delete>.

Set PG/PC Interface

| Access Path | LLDP / DCP |

Access Point of the Application:
S7OMLINE  (STEP7)  —» TCP/IP -> Intel(R) 82575LM Gigab... «
ISO-PDA - 150 Ind. Ethemet -> VMware Virtual Etheme...<Board 2>
MPl  (WinCC)  —> TS Adapter
S7ONLINE  (STEP7)  —» TCP/IP -> Intel(R) 82575LM Gigab. ..
EA=Tone= = LEgNOSCs
IS0 Ind. Ethemet -> iba AG ibaFOEl:I
IS0 Ind. Ethemet - Intel(R) 825731 Copy...
o .
150 Ind. Bthemet -> Intel(R) Centrin T
4 M 3
{Assigning Parameters to Your NDIS CPs
with TCF/IP Protocol (RFC-1008))
Interfaces
Add/Remove: Select...
(o ] [

Issue 2.2 118 @



ibaPDA-Request-S7-UDP

Appendix

3. Define a new access point: Enter a name, e.g. "PDA", and optionally a description for a bet-

ter understanding.

Confirm your entries with <Add> and <Close>.

Add/Delete Access Points

Add

Mew Access Paint:

FD&

Description:

Delste

CF_LZ_1:
PwL_LOAD
I50-FDA

MPI EinEC

Standard for STEP 7

Add

Delete

Close

4. Add an interface to the access point, e.g. "CP5622 (MPI)".

Set PG/PC Interface

Access Path | LLDP /DCP | PNIO Adapter | Info_|

Accers Point of the Application:;

[ PD& > CPEEZZMPI)

4

l

Interface Parameter Assignment Uzed:
CPEEZ2[MPI)

CPEEE2[Auta) -

B CPEE22(FPwL) |
CPEEZZIFWL_FAST_LOAD]

Pl -

[Parameter azsignment af your
communications proceszor CPBEZ2 for an

Properties. ..

Diagnoshics. ..

Copy...

Delete

MPI retwiork)
Interfaces
[ Cancel ] [ Help ]

5. Exit the configuration with <OK>.

- ibaPDA subsequently displays the newly defined access (e.g. "PDA --> CP5622.MPI.1") in the
connection dialog under Access points for applications.

5= Generl ﬁCﬂrﬂechnnl‘"\J Analog IJ'L[ Digital I@ Diagnostics ]

Connection mode: PC/CP e Connection type: PG connection e Timeout (s): 15 =
Access point for applications: F‘DF i | Configure PG/PC interface
Address: 152.168.123.1 Rack: 0 5 Slot: 0 5 Test

[ Local port: Dynamic =

[] Activate S7 routing
[] Use ibaPDA-57-¥plorer Proxy
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Notes on the different access points
Depending on which access points have been configured in the engineering computer, there are
different access points available for selection in the ibaPDA system.

Basically, there are 3 types of access points:

m TCP/IP
m ISO
m Bus system PROFIBUS or MPI

TCP/IP

If you select an access point using TCP/IP, you need to enter the IP address, rack number and
slot number of the CP in the module configuration dialog. If you do not know the rack number
or slot number, enter "0" for slot and click on the <Test> button.

ISO

If you select an access point using an ISO interface, you need to enter the MAC address, rack
number and slot number. If you do not know the rack number or slot number, enter "0" for slot
and click on the <Test> button.

Bus system PROFIBUS or MPI

If you select an access point using a bus interface, e.g. PROFIBUS or MPI, you need to enter the
bus address, the rack number and slot number. You can also use the <Test> button and then
click on one of the CPU links found to test the connection.
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6.6 S7 routing

S7 routing is defined as the possibility to use S7 controls as router to access secondary target
systems, i.e. controls or drives, which are in different subnets. This also includes changing the
bus system (Ethernet, PROFIBUS, MPI).

Reference

For more information about the S7 Routing, refer to:
m  Which modules support the "S7 Routing" function in S7 subnets?
https://support.automation.siemens.com/ww/view/en/584459

m  Which requirements must be fulfilled and what do | have to observe if | want
to execute routing?
https://support.industry.siemens.com/cs/ww/en/view/2383206

m How do you enable cross-project S7 Routing in the TIA Portal and in
STEP 7 V5.x?
https://support.industry.siemens.com/cs/ww/en/view/109474569

6.6.1 Routing from Ethernet to Ethernet

Do not mix up the S7 Routing function with IP routing.

The example shows how to implement the following way of access via S7 Routing in NetPro.

S5 NetPro - [Test (Network) -- D:\...\20140825_Routing\Test]
EEP Network Edit [nset PLC View Options Window Help
S 8|S B dasn 8 S B3N
Ethernet(1) 1
Industrial Ethernet
Router

Ethernet(2) [
Industrial Ethernet

MPI(1) A =
MPI

PROFIBUS(1)
PROFIBUS

192.168.82 245 ||\

F

|192.1ﬁB.8l].1 | T 192.168.802 |y 192.168.82.113

-

The engineering computer (also with ibaPDA) is to access the CPU412 controller. The computer
and the controller are not directly connected via a common network/bus. The connection has to
run over the CPU314C controller.

"Passing" the communication through this controller is called S7 Routing.

In our example, engineering computer and CPU314C are also located in two different (logic)
subnets. You need an (IP) router for establishing a communication connection. This is complete-
ly independent of the S7 Routing function and should not be mixed up with it.
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6.6.1.1 Configuration of STEP 7/NetPro

The following configuration steps are required to be able to access the secondary CPU412 con-
trol with the SIMATIC STEP 7 programming software. For SINUMERIK, SINAMICS, or SIMOTION,
you can apply similar steps. For using ibaPDA, these configuration steps are not required.

1. Add a PG/PC station and configure it.

- [Test =L st

%E Metwork Edit  Insert PLC  View O_QﬁOI\S Window Help

8 (S e b 8O BE (N
Ethernet(1) 1
Industrial Ethernet

Ethernet(2)
Industrial Ethernet
MPI(1)
MPI
PROFIBUS(1)
PROFIBUS
CPU3xx S7-412 = |paPc()
g‘zuGziMPl.fDP EPN-IO 3424 EPN-IO i 4C|F;EI2 EDP EMPI.!’DP 4581DP EDP 4{‘.4}:"3-5 4{‘.4!:"3—‘5 -
FN/DP H Lesn oF H H Ext H
'm  m =] i =[]
2 3 2 2 2

2. Assign an interface (network card).

M

" Generdl | Interfaces ~ Assignment I

— Mot Assigned
Corfigured Interfaces:

VMware Vitual Ethemet Adapter for VMnet8 TCPIP 1 -
VMware Vitua emet Adaptarfs et8 TCPIP Auto.1
«i mealtek PCle G l:‘
- Assign s
Interface | Parameter assign... | Subnet | 570nline
S7ONLINE Access:
« | I i P Active

oK | Cancel Help
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- Result:
(Properties-paec ==

" Generdl | Interfaces ~ Assignment I

— Mot Assigned
Corfigured Interfaces:

MName | Type | Subnet

Interface Parameter Assignments in the PG/PC:

FWL_FAST_LOAD.1 E
CP5622 MPI1 _
CP5622 PROFIBUS 1 -

Dizconnect |

STONLINE Access:
[T &ctive

oK | Cancel | Hep |

Now, the connection line from PG/PC to the network has to be marked in yellow.

In the following figure, the communication path is shown using arrows (these are not dis-
played in SIMATIC NetPro).

E MNetwork  Edit Insert PLC  View Options Window Help

S8 9GS Be dhda 8 g0 Bal (s
Ethernet(1) 1
Industrial Ethernet
Ethernet(2) - 4
Industrial Ethernet
MPI(1) 4 :
MPI
PROFIBUS(1)
PROFIBUS
] \J
CPU3xx §7-412 PGIPC(1)
g‘i%fz EMPIJ’DP EPN-IO 3424 EPN-IO . 4C|F;EI . EMPIJ’DP 4581DP EDP 4{‘.42-5 4{‘.4}:"3—‘ EPN-IO g
FH/DF | H Lesn oF H H Ext H |
= =] | == 'm |m 'm
2 3 2 2 2

3. Finally, load all hardware configurations and connection data from NetPro.
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6.6.1.2 Configuration of TIA Portal

The following configuration steps are required exclusively for accessing the subordinate control
"PLC2" by the programming software TIA 7. For SINUMERIK, SINAMICS, or SIMOTION, you can
apply similar steps. For using ibaPDA, these steps are not required.

1. Connect both controllers in TIA Portal via the Ethernet ports.

2. Establish a connection with your computer and the first controller "PLC1" by adding a sub-
net.

Router » Devices & networks

pf MNetwork '”‘] Connections |Hr.!| connection |v| @

PLC1
CPU 412-3 PN/DP

PLC2
CPU 412-3 PN/DP

|§, Properties ||"_i.'.lnfo "ﬂ Diagnostics

J General || 10 tags || System constants || Texts

General

Ethernet addresses Ethernet addresses

Time synchronization Interface networked with
Operating mode
» Advanced options Subnet: | Not networked |V-]

Web server access

| Add new subnet ]

- The connections between the controllers and to the computer are shown in TIA Portal.

Router » Devices & networks

% Metwork '”‘] Connections |Hr.!| connection |V| Ay a= WlE Q *

PLC1 PLC2
CPU 412-3 PN/DP CPU 412-3 PN/DP

PLC-Network
PC-PLC-Network

3. Download the programming of the controller "PLC1" and then the programming of the con-
troller "PLC2".
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4. In the controller "PLC2", set the connection from "PLC1" to the computer as the connection

to the interface/subnet.

Extended download to device X
Configured access nodes of "PLC2"
Device Device type Slot Interface type | Address Subnet
PLC2 CPU 412-3 PN/DP 1x3 PROFIEUS 3
CPU 412-3 PNDP 1x1 PMIIE 192.168.80.102
CPU 412-3 PNDP 12 FHIIE 192.168.81.2 PLC-Metwork
Type of the PGIFC interface: |L FMIIE |_v |
PGIPC interface: rﬂ DisplayLink Metwork Adapter NCM I'l @@
Connection to interfacelsubnet: PC-PLC-Metwark ﬂ @
| 15t gateway: PLCT I |v| @
- "PLC1" appears as the first gateway.
- "PLC2" is now connected to the computer via S7 routing via "PLC1".
6.6.1.3 Configuration of ibaPDA
Configure the following settings.
% General ‘i Connection lﬂu Analog M'Ll' Digital ]Q Diagnostics
Connection mode: TCPAIP R Connection type: PG connection w Timeout (s): 15 =
Address: | 152.168.80.2 | Rack: 0 = Slot: 0 = Test
[ Local port: Dynamic =
B Activate 57 routing Address of device acting as gateway (e.g. [E/PB link): 57 Subnet 1D of target net:
152.168.81.245 007E-DDDE
CPU Name: | ST-412(CPU 412-2 DF) v |

Activate S7 routing
Enable this option to use S7 routing.

Address
Enter the address of the target control (here CPU412)

Address of device acting as gateway
Enter the address of the gateway (here CPU314C).

S7 subnet ID of target net
Enter the subnet ID from STEP 7 NetPro or TIA Portal.
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Identifying the S7 subnet ID in NetPro
You can identify the S7 subnet ID in NetPro.

Right-click on the secondary bus system and open the Object Properties.

%P Network Edit Insert PLC View Options Window Help

S0 GS B hadfdS BE R

Industrial Ethernet

Ethernet(2)

PROFIBUS(1) PROFINET IO Domain Management..
PROFIBUS

PROFINET IO Topelogy...
Reanrange
Object Properties... Alt+Return
4581DP :DP CP CP :PM—\O Q PG"PC
i 4435 4431,
L e : =
m |m '\
2 2

Identifying the S7 subnet ID in TIA Portal
You can identify the S7 subnet ID in TIA Portal.

Click on the bus system and go to Properties — General — General.

PN/IE_1

PNAE_1 [Industrial Ethernet] i %) Info @) Diagnostics
I General I 10 tags I System constants I Texts

-

— General

» Domain management

Overview isochronous mode
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6.6.2 Routing from Ethernet to PROFIBUS

The example shows how to implement the following way of access via S7 Routing and an exam-
ple system topology for Ethernet PROFIBUS in NetPro.

%5 NetPro - [STRouting_Eth_DP (Netz) -- D:\40_SIMATIC\30_Demos\S7Routing_Eth_DP] [ =[]
B¥ Netz Bearbeiten Einfigen Zielsystemn Ansicht Extras  Fenster  Hilfe mmm

AL T R

Ethernet(1) I+
Industrial Ethernet

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

[CPU319 F

CPU MFI/DF iDF (PND CFU 1 MPI/DF (PN-ID @
383 . 4122 . : —
PN/DF | I PN . :
| by A | | |
2 2 3

m

The engineering computer (also with ibaPDA) is to access the CPU319 controller. The computer
and the controller are not directly connected via a common network/bus. The connection has to

run over the CPU412 controller.
"Passing" the communication through this controller is called S7 Routing.

6.6.2.1 Configuration of STEP 7/NetPro

The following configuration steps are exclusively required for accessing the subordinate control-
ler CPU319 via the SIMATIC STEP 7 programming software. For SINUMERIK, SINAMICS, or
SIMOTION, you can apply similar steps. For using ibaPDA, these configuration steps are not re-

quired.
1. Add a PG/PC station and configure it.

2 NetPro - [STRouting_Eth_DP (Network) -- D:A40_SIMATIC\30_Demes\S7Routing_Eth_DP] [ro |- =S
% Network Edit Inset PLC View Options Window Help HER
B8 G ee 8O BE R

Ethernet(1) 1 E|
Industrial Ethernet

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

m

I |

CPU319 CPU412 papcn| &
CPU MPI/DP DF PN-IO o CPU  MPI/DP PN-IO
BiE |z152 1 H .F””” 4122 1
PN/DF | [ PN : =] L
| Fy | | ]
2 2 3
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2. Assign an interface (network card).

r ™y
PrOperties - PG/PC o ————————— S5

Genemll Intefaces ~ Assignment |

— Mot Assigned
Corfigured Interffaces:

I
L —
Industrial Ethemet  Ethemet(1)

—aoner N

| Interface Parameter Assignments in the PG/PC:

VMware Virtual Ethemet Adapter for VMnet8. TCPIP.1
‘or VMnet8. TCPIP.Auto. 1

E‘ Assign |

Dizconnect

Assigned:
Interface | Parameter assign... | Subnet | S570nline
STONLINE Access:
< | UL} | PO Active
QK | Cancel Help
A
- Result:
r ™
Pruperﬁes - PG/PC -—-** u
General | Interfaces  Assignment |
— Mot Assigned
Corfigured Interfaces:
MName | Type | Subnet
| Interface Parameter Assignments in the PG/PC:

DUST1.COM2
iba AG ibaFOB-D Netwark Interface 1501
iba AG ibaFOB-D Network Interface TCPIP.1

3

:

Disconnect |
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Assigned:
I Ethemet port(1) Linksys USB3Gl... Bhemet(l) Active
STOMLINE Access:
< jll ] PO Active
oK | Cancel | Hep
L
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Now, the connection line from PG/PC to the network has to be marked in yellow.

In the following figure, the communication path is shown using arrows (these are not dis-
played in SIMATIC NetPro).

%2 NetPro - [STRouting_Eth_DP (Netz) -- D:\40_SIMATIC\30_Demos\57Routing_Eth_DP] o= =]
& Netz Bearbeiten Einfigen Zielsystem Ansicht Extras Fenster Hilfe mmm
LT E R g

Ethernet(1) 1 ol

Industrial Ethernet
€ A

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

m

I PR
CPU319 CPU412 @

B [CTU, (WRUDFDF PRD z CPU_ 1 WPIIDP (PN-ID
3133 H H T 4122 H —
PN/DF | [ PN : =] L
fjm] e | i} |
2 2 3

3. Finally, load all hardware configurations and connection data from NetPro.

6.6.2.2 Configuration of TIA Portal

The configuration steps are required exclusively for accessing the subordinate control "PLC2" by
the programming software TIA Portal. For SINUMERIK, SINAMICS, or SIMOTION, you can apply

similar steps.

For the configuration of PROFIBUS proceed as described for Ethernet, see & Configuration of
TIA Portal, page 124.
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6.6.2.3 Configuration of ibaPDA

Configure the following settings.

% General ﬁCﬂrnectlnn]”u Analog ]J'Lf Digital l@ Diagnostics l

Connection mode: TCR/IP R Connection type: P& connection o Timeout (s): 15 =

Address: 2 Rack: Slot: Test

[[] Local port: |D'_.'nami|: - |

IH Activate ST routing I Address of device acting as gateway (e.g. [E/PB link): 57 Subnet 1D of target net:
152.168.80.95 02D6-000B

CPU Name: |,l! CPU_mit_DP-IF (CPU 314C-2 DF) v|

Activate S7 routing
Enable this option to use S7 routing.

Address
Enter the address of the target control (here CPU319).

Address of device acting as gateway
Enter the address of the gateway (here CPU412).

S7 subnet ID of target net
Enter the subnet ID from STEP 7 NetPro.

Identifying the S7 subnet ID in NetPro
You can identify the S7 subnet ID in NetPro.

Right-click on the secondary bus system and open the Object Properties.

B MetPro - [STRouting_Eth_DP (Network) - D:\40_SIMATIC\30_Demos\S7Routing_Eth_DP] [-=]
%@ Metwork Edit Inset PLC View Options Window Help

IR T IR

Ethernet(1) 1
Industrial Ethernet
MPI(1)
MPI \
PROFIBUS(1) \
PROFIBUS
Y Copy Ctrl+C
CPU319 CPU412 Delete Del
1 EIF;:IS EMPIIDP EDP EPN-IO -r| |H 5'1;&'2 EMPIJDP EPN-IO Print parameters...
e E. El E. P i. i. = Rearrange
2 2 3 Object Properties... Alt+Return
[ Broperties - PROFIBUS |

General | Metwork Settings I

Name:
Project path: |S?Hnuting_Bh_DP\PHOFIEUS{1}

57 subnet 1D: 0206 - |DODB
| |
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Identifying the S7 subnet ID in TIA Portal
You can identify the S7 subnet ID in TIA Portal.

Click on the bus system and go to Properties — General — General.

PROFIBUS_1

System constants

General

Network settings
Cable configuration

Additional network devices PROFIBUS_1
Bus parameters -
64F1 0
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7 Support and contact

Support

Phone: +49 911 97282-14

Email: support@iba-ag.com

Note
P If you need support for software products, please state the number of the licen-
l se container. For hardware products, please have the serial number of the device
ready.

Contact

Headquarters

iba AG

Gebhardtstrasse 10-20
90762 Fuerth

Germany
Phone: +49 911 97282-0
Email: iba@iba-ag.com

Mailing address

iba AG
Postbox 1828
D-90708 Fuerth, Germany

Delivery address

iba AG
Gebhardtstrasse 10
90762 Fuerth, Germany

Regional and Worldwide

For contact data of your regional iba office or representative

please refer to our web site:

www.iba-ag.com
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