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ibaPDA-Data-Store-MQTT About this documentation

1 About this documentation

This documentation describes the function and application of the data store
ibaPDA-Data-Store-MQTT.

This documentation is a supplement to the ibaPDA manual. Information about all the other
characteristics and functions of ibaPDA may be found in the ibaPDA manual or in the online
help.

You can find basic information about data storage in ibaPDA in the ibaPDA manual part 5.

1.1 Target group and previous knowledge

This documentation is aimed at qualified professionals who are familiar with handling electrical
and electronic modules as well as communication and measurement technology. A person is
regarded as professional if they are capable of assessing safety and recognizing possible conse-
guences and risks on the basis of their specialist training, knowledge and experience and knowl-
edge of the standard regulations.

This documentation in particular addresses persons, who are concerned with the configuration,
test, commissioning or maintenance of the supported database, cloud or cluster storage tech-
nology. For the handling of ibaPDA-Data-Store-MQTT the following basic knowledge is required
and/or useful:

m Windows operating system
m Basic knowledge of ibaPDA

m Basic knowledge of databases, cloud or cluster storage technology

1.2 Notations

In this manual, the following notations are used:

Action Notation
Menu command Menu Logic diagram
Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:
Select the menu Logic diagram — Add — New function block.
Keys <Key name>

Example: <Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example: <Alt> + <Ctrl>

Buttons <Key name>

Example: <OK>; <Cancel>

Filenames, paths Filename, Path

Example: Test .docx
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

Danger!

The non-observance of this safety information may result in an imminent risk
of death or severe injury!

>

Observe the specified measures.

Warning!

The non-observance of this safety information may result in a potential risk of
death or severe injury!

>

Observe the specified measures.

Caution!

The non-observance of this safety information may result in a potential risk of
injury or material damage!

Observe the specified measures.

° A note specifies special requirements or actions to be observed.

Q Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.
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2 Introduction

Different types of data stores are available in ibaPDA for different purposes and methods of data
storage. Depending on the licenses registered in the dongle, different types of data stores are
available for configuration in the dialog.

This documentation describes these type of recording:

m "MQTT timebased data store" to stream unformatted data
m "MQTT Sparkplug B data store" to stream Sparkplug B formatted data

This type of data store sends timebased signal data to an MQTT broker. The broker publishes
these values to clients who have subscribed to these signals.

MQTT is based on an event-driven publish/subscribe architecture. The core is a central server
(broker) to which the transmitter as well as the receiver connect. The data is sent (published)
and received (subscribed) via so-called topics. Topics are basically communication channels in
which the transmitters, e.g. sensors, write their data. The broker checks which receivers (clients)
have opened a channel for this data and passes on the data to the clients.

This means for ibaPDA that ibaPDA acts as MQTT client. ibaPDA sends (publishes) topics with

measured values to the MQTT broker, which distributes these further.

Level 2/3
PLC ibaPDA
Sensors a—— publish
Encoders A —
e , Broker
Drives .

Chapter @ Signal selection, page 22 describes the selection of the signals that are to be re-
corded.

The data can be continuously recorded or recorded by trigger. See chapter & Trigger mode,
page 24.

Note
° The MQTT broker is not part of ibaPDA. This must be purchased, installed and
1 configured separately. The transmission behavior is decisively influenced by the

configuration and the performance of the broker.
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2.1 System requirements
The following system requirements are necessary when using MQTT timebased data store:

m ibaPDA v8.14.0 or higher
m License for ibaPDA-Data-Store-MQTT

With this license, both the MQTT timebased data store and the MQTT Sparkplug B data store
can be used. ibaPDA supports MQTT version 3.1.1 and 5.

The licenses are staggered according to the number of signals that should be sent to an MQTT
broker. The number of used data stores is unlimited.

Order No. Name Description
30.671000 ibaPDA-Data-Store-MQTT-16 Data streaming into MQTT broker,
16 signals
30.671001 ibaPDA-Data-Store-MQTT-64 Data streaming into MQTT broker,
64 signals
30.671002 ibaPDA-Data-Store-MQTT-256 Data streaming into MQTT broker,
256 signals
30.671003 ibaPDA-Data-Store-MQTT-1024 Data streaming into MQTT broker,
1024 signals
30.671010 upgrade-ibaPDA-Data-Store- Signal extension 16 signals to
MQTT-16 to 64 64 signals
30.671011 upgrade-ibaPDA-Data-Store- Signal extension 64 signals to
MQTT-64 to 256 256 signals
30.671012 upgrade-ibaPDA-Data-Store- Signal extension 256 signals to
MQTT-256 to 1024 1024 signals
Issue 1.7 7
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3 Data store configuration

In the following, you will learn how to configure a data store.

3.1 Add a data store
Open the dialog for data storage configuration in the Configure — Data storage main menu or by
clicking on the button g in the main toolbar.

In order to add a new data store, click on the blue link Add data store in the tree structure. You
can also right-click on the data store node in the tree structure and choose Add data store from

the context menu.

Select

m MQTT timebased data store to stream timebased data to an MQTT broker.

m MQTT Sparkplug B data store to stream Sparkplug B formatted data to an MQTT broker.

Add data store

Diata store type :

[='@ Timebased data store

[LibaQDR data store

>o ibaHD timebased data store

>;; ibaHD event data store

¢ ibaHD lengthbased data store

(% DB/Cloud timebased data store
% Kafla cluster timebased data store
& Mind Sphere timebased data store

- MQTT timebased data store
) InfluxDB timebased data store
ﬂg MQTT Sparkplug B data store

This type of data store writes timebased data to an MQTT broker.

Cancel
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Data store configuration

3.2

MQTT timebased data store

This chapter describes the configuration of the MQTT timebased data store. The topics are con-

figured in the Topics subnode, see chapter A Configuring topics, page 13.

The configuration of the MQTT Sparkplug B data store is described in chapter & MQTT

Sparkplug B data store, page 16.

| 313 Data Store Manager - v8.14.0

Data store index:

(] 1PV only

[ Persistent session

[ Use alias
Keep Alive (s):

QoS: At most once ~

Test connection

TLS Version:

QoS5: At most once

QoS: At most once

'ED -

TLS w12

(] *

G|

| = M =
R o 2 T
Siop preveriion MQTT timebased data store 1
Diagnostics General
Certificates
Locked
[@ Data store 1 O £
MQTT timebased data store 1 @ Active
i Name: MQTT timebased data store 1
Broker address: localhost Port: 1883 :.
£ ddslcla o Cient ID: baPDAMQT Tatore26071710
Basic topic path:
Identifier:
MQTT version: Va0 1
Session expiration {s): 0 %
4 Security options
[C] Use TL5/55L connection
Authentication mode: None b=
User name:
Passward:
Last Wil
(] Enable Last Wil
Topic:
Message:
Delay interval (s): o *|  Expiration interval (s): o
Connect Message
) Enable Connect Message
Topic:
Connect Message:
Disconnect Message:
e FR L e L T T 2 o P L ] R ey (i S |
0 128 256 3 512 640 768 836 1024 0
General
Locked

You can lock a data store in order to prevent an accidental or unauthorized change of settings.

Active

Activate the data storage in order to record data. However, you can configure various data
stores and disable data stores that are not required.

Data store index

Unique index of all existing MQTT data stores. You need to reference this index e.g. in the virtual
function DataStoreInfoMQTT() for generating diagnostic data for a specific MQTT data store.

Data store name

You can enter a name for the data store here.

Broker address

Enter the address of the broker here. The address can be an IP address, a host name or a URL.
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Port
Port that is to be used for the connection. The default MQTT port is 1883, or 8883 when using
SSL.

Client ID
When connecting to a broker, each client must choose a unique name that is used only once for
this broker. The client ID is pre-set by ibaPDA automatically.

Base Topic Path
This path is added in front of each registered topic (optional setting). The topic configuration
can be made easier if all topics reside within a common path.

Note: Do not use a leading forward slash "/" in a topic, because this would add an empty path
entry to the topic. Two separators next to each other ("//") are also not allowed.

Identifier

The identifier is a text-based value that can be included in the MQTT messages sent to the bro-
ker. For the subsequent processing of data, this value may be useful for distinguishing between
several ibaPDA systems that write to the same broker.

MQTT version
Select the used MQTT version

Session expiration (only available for MQTT version 5.x)
Time limitation of client sessions after the connection to the server got lost.

Use alias
Negotiation of an alias number for each topic between broker and client for the sake of a better
bandwidth utilization.

Persistent session

If the client is disconnected, it receives the last values sent to the broker when reconnecting
with the same client ID as before. For this purpose, the QoS must be set to "Exactly once" or "At
least once" not only for ibaPDA, but also for the sender, which delivers the values to the broker.

Keep Alive
The time for sending a Keep Alive telegram to the broker to make sure that the connection is
still online.

QoS
Quality of Service, which is used when registering to a topic on the broker. The possible values
are:

m At most once (messages can be dropped)

m At least once (messages are repeated if an acknowledgement is not sent within a certain
time)
m Exactly once (a secured handshake protocol for each message sent)

<Test connection>
Click on the button <Test connection> to verify if ibaPDA can establish a connection to the
MQTT broker using the selected security settings.
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Security options

Use TSL/SSL connection

Use TSL or SSL instead of plain TCP connection. The port must be set to 8883 by default. This
option has to be configured accordingly on the broker, otherwise the connection will fail.

Authentication mode
The following are available:

m None: without authentication

m Login: Enter the user name and password as login when connecting to the broker. This op-
tion has to be configured accordingly on the broker, otherwise the connection will fail.

m Certificate: The certificates that can be used are available for selection in the drop-down
menu. In addition more options can be selected:

= No certificate: No certificate is used. However, this usually causes the validation to fail.

=  Manage certificates: Opens the central certificate store, where certificates can be man-

aged centrally in ibaPDA.

= Create new certificate: ibaPDA creates a new self-signed certificate. Enter the necessary
settings in the opening dialog. When the certificate is successfully created, the new cer-

tificate is selected.

Generate a new certificate *
Mame: |ibaF‘DA@Mndmputer4}1 |
Application LIRI; | |
Lifetime: 120 = months
Algorithim: SHA-256
Private key password:

Cancel

Enter a name for the certificate. You can change the default name.

Entering an Application URI is optional. Set the lifetime and select the algorithm. Avail-
able for selection are SHA-256, SHA-384 and SHA-512.

You have to assign a password in order to create a certificate. To enter the password for
the private key, click the <...> button. For security reasons, you must enter the password
twice in the following dialog. The password can be assigned arbitrarily, it does not have
to meet any other requirements.

Last Will

Enable Last Will
If this option is enabled, the absence of this client is announced to other clients, if the connec-
tion breaks without regular disconnect.
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Topic
Enter a path to the topic used for the last will message. The base topic path is not applied to this
topic.

Message
Enter a message which should be sent in the text field.

Retain
If this option is enabled, the message in this topic is stored on the broker until it is overwritten.

QoS
The Quality of Service used for sending the last will message to other clients. The QoS settings
are as described above.

Connect Message

Connect Message has the same options as Last Will, but the Connect Messages are sent on a
regular connect or disconnect.

3.2.1 Time behavior

The processing of the data written via the MQTT data store, is cyclical. The duration of the cycle
corresponds to the "minimum output time".

= iba I/0 Manager O X
DBEERDBE-A | E
Inputs iOLrtputs [Gmups |G=eneral | 4 b

Module overview

ﬁ Address books Acquisition timebase: | 10ms Minimum output time:
-[EZL Certificates
(5 Time synchronization Intermupt cycle time: | 10ms | Client update time: 200 ms
S¥aill Module overview
? Knowhow protection Direction: |In|:|uts v| Hide disabled modules
‘EE VWatchdog Interface: |° Al v| [] Hide modules with a fixed timebase
Lé Remoate corfiguration
% Stop prevention Module Active signals Configured signals
Board:
Ir::rf:ces Mumber Mame Type Timebase Analog . Digital . Analog Digital [
4 Interupt info | = | o | "B 7= | = | = fi= [ [
g ’;"'—'“iﬁaﬁ"” g 0| Hydr, Adjustment Playback | 20ms| 32| 1 3z 1
[ Ervers T T T T 1
| 1|Shear /RSF /51-56 | Playback [ 20 ms| 32| 12| 32| 30|
m: ngtands 1-7 a roll forces |Playback | Z[Jmsé 32; [J| 32! 0'

As a result, signal samples that are published faster than the minimum output time are sent
bundled in the cycle of the minimum output time.
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3.2.2 Configuring topics

%) Data storage O s
o B o R =
g e MQTT timebased data store 1 - Topics
£ Stop prevention p
- [l Diagnostics Bn [T
(=L Certificates + X [H (5 .
- [@ Data store 1 Send digital signals in JSON as |true / false ~
E:J‘% I'iﬁ'l_:tirnebr:s:d data store 1 Decimal point in text format [ Puoint v
2 figger Mode |
=8 | [ Send only chanaed values Mumber of active topics:
@ Topic A ] Compact JSON fomat Mumber of active signals: ljl
Active  MName Metadata Signal reference Data format Retasin  Signals
M |Topica Identifier | signal I BONpersigna) | [0 [oa+oo=0
Topic B Signal ID Single value as text | [] |0A+0D =0
Topic C |5 | signal 30N {grouped) | [ |0A+0D=0
D Comment 1 |
|:| Comment 2
|:| Timestamp
[ signal name
[]signal 1D
| 1dentifier
|||||||||||||||||||||||I|III|III| -
0 128 256 3 512 640 768 8% 1024 O Bty e

If you highlight the Topics node, you can define the topics that are sent to the broker. Different
formats are available, depending on the information required for subscribers.

Buttons for the configuration of the topics:

+ Manually add a new topic

x Remove selected topic

Copy cell content to the clipboard

ot

™ | Paste data from the clipboard into cells

e

,I\ Move selected topic up

\I/ Move selected topic down

Note

° Use <Shift> and <Ctrl> to select multiple cells and copy/paste/delete them.

1

If you select JSON as data format, you can set whether digital signals are sent as 1/0 or true/
false.

You can reduce the amount of data to be transmitted if you enable the Send only changed val-
ues option.
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The Compact JSON format option also reduces the amount of data transmitted and removes
filler characters, such as multiple spaces, line breaks, etc., from the telegram.

The fields to the right show the number of active topics and active signals.

For the text format, a period or comma can be selected as floating point separator.

Meaning of the columns:

Active
Here you enable/disable writing to a topic.

Name
Enter an unambiguous name for the topic here.

Metadata
If you chose one of the JSON formats as the data format for the topic, you can choose metadata
in the drop-down menu that is saved with the topic.

Available for selection are: Unit, comment 1 + 2, timestamp, signal name, signal ID, identifier.
Select the desired metadata with a check mark.

Signal reference
In the drop-down menu, select whether the signal ID or the signal name should be used as a
signal reference.

Data format
Choose a data format in the drop-down menu:

m Single value as text: A single signal is written under this topic into the broker and formatted
as plain text.

m Single value as binary: A single signal is written under this topic into the broker and saved in
binary format.

m JSON (per signal): An individual signal is written under this topic as a JSON-formatted line
into the broker and provided with optional metadata.

m JSON (grouped): Several signals are written under this topic as a JSON-formatted line into
the broker and provided with optional metadata.

m Protobuf (grouped): Multiple values are written into a block, starting with a timestamp. The
time base is defined by the profile used. Optionally, metadata can be selected. The metadata
timestamp and identifier cannot be selected because they are a fixed part of the protobuf
definition.

The Protobuf definition file, which can be used for decoding the values, is installed with the
ibaPDA server under:

C:\Program Files (x86)\iba\ibaPDA\Server\AuxiliaryFiles\Proto-
buf\ibaPDA data.proto

Examples for the description of the data formats JSON (per signal) and JSON (grouped) can be
found in & Description of the data formats, page 30.
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Combine values (ms)
For JSON and Protobuf data formats, multiple values can be combined over a period of time in
one message.

If you enter a value greater than 0 in the Combine Values (ms) column, data from that time peri-
od is written to the message. A value of 0 disables this function.

Retain
If you enable this option, the messages in this topic are stored on the broker until they are over-
written.

Signals
In order to configure the signals that are to be written in a topic to configure, select the topic in
the structure tree or click on the <...> button in the Signals column.

MQTT timebased data store 1 - Topics

+ X B (@
Send digital signals in JSON as true / false ~
Decimal point in text format Point ~
[ Send only chanasd values Mumber of active topics:
Compact JSON format MNumber of active signals: Ijl
Active  Mame Metadata Signal reference Data format Retain  Signals
| Topic A Eldentiﬁer | signal ID |350M (ersignall | [ ioa+oD=0
| & |Topics i |Signal D Sngevaveastext | [] |[OA+0D=0
i?of:ic C EUnit, Identifier "Eénal D |I50N (grouped) _._- Ii_l DA +0D =0

In the following dialog, you assign the desired signals to the Topics using the storage profiles.
See chapter @ Signal selection, page 22.
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3.3 MQTT Sparkplug B data store

| o] Data Store Manager - vB.14.0 =] X
! B |
General
I‘_[;?,L E:j;?:: ) Locked Data store index: 0
% @ rone
: j -Sr:‘ga?:;ILn:%eDevices Harme: MQTT Sparkplug B data store 1 . O IPv4only
; < Buffer Broker address: localhost Port: 1883 (=
#{] Add data store ... Client ID: baPDAMGT Tetore26071711 () Use alias
i Group identfier: Keep Alive (s): 60 +H
Edge node identfier:
MQTT version: Vel b Test connection
Session expiration (s): 0 B
! Security options
(O] Use TLS/55L connection TLS Version: TLSv12
Authertication mode: Mone v
User name:
Password:
| T TT ‘ T T | T | T TT | T TT | TT |_| T | T T | 0 A o
0 128 256 384 hi2 640 768 836 1024

The basic settings correspond to those of the MQTT timebased data store, see chapter A MQTT
timebased data store, page 9.

Locked, active, name of the data store, broker address, port, client ID, MQTT version, session
expiration, use alias, security options.

The following settings specifically apply to MQTT Sparkplug B data store:

Group identifier
The group identifier according to the Sparkplug B specification.

Edge node identifier
ibaPDA acts as an edge node, as defined in the Sparkplug B specification. Enter here the
required edge node name.

The data path for the topic with the Sparkplug B message is defined as follows:
“spBv1.0/<Group identifier>/<message type>/<Edge node identifier>/
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3.3.1 Configuring Sparkplug B devices

Ej Data storage | >
DBDEBEEDMH
42| Profiles .
8D s MQTT Sparkplug B data store 1 - Sparkplug B Devices
- Diagnostics
-2 Cerfficates + X
- (8 Data store 1 [] Send only changed values Number of active devices:
[#- 7@ ibaHD data store 1 ! i
£ MQTT Sparkplug B data store 1 [ Use alias for DATA messages Number of active signals:
& Trigger mode [] Use raw data type in DATA messages

=8¢ N Sparkplug B Devices Active

Device Mame Metadata Signal reference Signals
@ Device Node | E'?d_g'?N"dE | |Signal ID 124430 =15
: @ Device Node_1 | Device Node | | signal 34 +50 =8
f'j =i Buffer -_-. :Device Mode_1 ESignaI D 9A +0D =9

iII|I|I||II|III|III|III|III|III|
0 128 25 334 512 &40 768 e 92 Poply S

In the Sparkplug B devices node, the signals transmitted in the DATA messages can be selected
for the Edge Node and the other devices.

Buttons for the configuration of the devices:

+ Manually add a new device

Remove selected device

Move selected device down

,I\ Move selected device up
J

Send only changed values
Each NDATA/DDATA message contains only the signals that have changed when this option is
enabled.

Use alias for DATA messages
Instead of the signal reference, the alias number is used in NDATA/DDATA messages. The
NBIRTH/DBIRTH messages contain the signal reference together with the alias.

Use raw data type in DATA messages.

Usually ibaPDA writes signal values using float or double value formatting. By enabling this op-
tion, the original value format is used (e.g. INT16 or DWORD). This can be useful for bitmapped
values. But by using this option, the signal values will disregard any scale/offset option selected.

Meaning of the columns:

Active
Here you enable/disable writing a message.

Issue 1.7 17 @



ibaPDA-Data-Store-MQTT Data store configuration

Device Name
Enter an unambiguous name for the device here. The base name EdgeNode cannot be changed.

Metadata
You can choose metadata in the drop-down menu that is to be sent with the message.

Available for selection are: Unit, comment 1 + 2, timestamp, signal name, signal ID. Select the
desired metadata with a check mark.

Signal reference
Select what to use as a signal reference from the drop-down menu. Available for selection are
signal name, signal ID or signal comment 1 or 2.

Signals
In order to configure the signals that are to be written, select the edge node or the device in the
structure tree or click on the <...> button in the Signals column.

In the following dialog, you assign the desired signals to the devices using the storage profiles.
See chapter @ Signal selection, page 22.

Issue 1.7 18 @



ibaPDA-Data-Store-MQTT Data store configuration

3.4 Buffer

The data storage uses a memory buffer and additionally a file buffer that can be enabled option-
ally.

Data to be sent to the target system always passes through the internal ibaPDA memory buffer.
If the connection to the target system exists, the data from the memory buffer is sent there im-
mediately. If the connection is lost, or the data cannot be sent out fast enough, the data remain
in the memory buffer. The memory buffer is located in the RAM of the ibaPDA computer and is

therefore limited and volatile. If, for example, the acquisition is restarted, the buffered data will
be lost. If the memory buffer grows beyond the configured size during ongoing acquisition, the

oldest values are deleted and thus lost.

To improve this, a file buffer can additionally be enabled, which can buffer much larger amounts
of data. The data is stored in files in a directory in a local drive of the ibaPDA server. When the
file buffer is enabled, data is transferred from the overflowing memory buffer to the file buffer.
If the acquisition is finished or restarted (e.g. by applying a modified 10 configuration), data that
may be in the memory buffer at this time is also transferred to the file buffer.

After reconnecting to the target system, the oldest data is always transferred first. Newer values
are added to the buffer in the meantime. If there is still buffered data in the file buffer when the
acquisition is started, it will be handled and processed in the same way. The data is saved in the
format that was configured in the data store at the time of buffering and it is also sent in this
format when the connection is established again.

You configure the buffering in the Buffer node of the respective data store.

) Data storage O X

g B o Y B G I =

j Profiles c

4D Stop prevertion MQTT timebased data store 1 - Buffer

- [l Diagnostics Memory buffer

~E Centfficates
e E") Data store 1 Maximum size: 18.0 B4 mMB Current memory configuration: |8,D MEB comesponding to about 7 |

= }; MATT timebased data store 1

File buffer

----- 7 Add data store ...
[] Use file buffering Current file configuration: 7

C:\ProgramData®iba“ibaP DA\File Buffer

2.0 & GB

Cther buffer settings

Maximum time: 48 % hours

Pause after sending 0 5| messages ffor 10ms)

Memary buffer diagnostics File buffer diagnostics

Last item removed: | | Last item removed: | |

Fill level: [00% | Fillevet [00% |

Unprocessed level: |{H} A |

[TTT TP T[T T[T T [T r [ T rrT
0 128 256 3 512 e 768 8% 1024 O Poply o
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Memory buffer

The memory buffer is always enabled. It cannot be deactivated, since data to be transmitted
always passes through the buffer before being forwarded to the target system.

Maximum size
Enter here the maximum total size for items buffered in memory. If the maximum size is exceed-
ed, there are 2 options:

m  When file buffering is disabled, the oldest item in memory is deleted (and is lost forever).

m  When file buffering is enabled, the oldest part of the buffer memory is moved to a buffer
file.

Periodically persist memory buffer every ... s
This option can be enabled only if file buffering is enabled. If the option is enabled, the entire
memory buffer is periodically swapped to a buffer file.

Enter a duration after which the memory buffer is periodically stored. It must be between 10 s
and 600 s.

With this option you can ensure that as little data as possible is lost in case of a system failure.

Current memory configuration
Display of the approximate time period that can be temporarily stored in the memory buffer
with the configured settings. Specified in d.hh:mm:ss.

File buffer

Use file buffering
By default, the file buffer is not used. Here you can enable file buffering.

Current file configuration
Display of the approximate time period that can be temporarily stored in the file buffer with the
configured settings. Specified in d.hh:mm:ss.

File storage path

In the File storage path field you can select a location for the files. You can enter the directory
directly into the text field, or select it via the browse button <...>. The configured file directory
must be located on a local hard disk of the ibaPDA server computer.

The same file directory can be used for several data stores, because the buffer files of a data
store have a unique name. Files from different data stores can thus be distinguished by their
name.

Maximum size

You can configure the maximum total size of the buffer files of a data store. The buffer files
themselves have the file extension .buf, the index file for managing the buffer files has the ex-
tension .info. The maximum size is the total size of all these files. If the maximum buffer size is
exceeded, the oldest buffer file is deleted.
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Other buffer settings

Maximum time
Stored data older than the maximum time will not be transferred to the target system. Files old-
er than the maximum time can be deleted. You can enter a value between 1 and 1000 hours.

Pause after sending ... messages (for 10 ms)

ibaPDA pauses sending the telegrams after the number of telegrams set here is sent to the bro-
ker without interruption. This should avoid possible problems of the broker with a continuous
data stream. Regarding the number, take into account that each topic is treated as a separate
telegram. Set the value to 0 to disable the feature.

Memory buffer / File buffer diagnostics

Last item removed
Indicates when the last item was taken from this part of the buffer.

Fill level
The fill level indicates what percentage of the buffer size is currently filled with buffered data.

Unprocessed level

Items transferred to the target system are not deleted immediately in the file buffer. Only when
a buffer file is completely processed, it is deleted. Therefore, it is possible that only a part of

a buffer file contains data that has not yet been transferred. The fill level refers to the existing
buffer files, while the "unprocessed level" indicates the percentage of data in the file buffer that
has not yet been transferred.
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4 Signal selection

To record signals, you have to assign the signals to a topic by using a storage profile of the type
Time.

Signal selection for MQTT timebased data store
Either click in the Topics node, in the Signals column of the topic list on the <...> button to
access the signal selection dialog.

MQTT timebased data store 1 - Topics

+ X B (B
Send digital signals in JSOM as true / false ~
Decimal paint in text format Point ~
[ Send only chanasd values Mumber of active topics:
Compact JSON format MNumber of active signals: Ijl
Active  Mame Metadata Signal reference Data format Retain  Signals
| & [ropea Kentter Sgral D monersga) | O foazoo-o - [
| Topic B Signal 1D Single valueastext | [ |0A+0D=0
i%;:lic C Unit, Identifier | aénal D |I50N (grouped) Ii_l DA +0D =0

Or select a topic in the tree structure.

33 Data storage O %
| Bl
Topics - Topic A
- [l Diagnostics s
[ Certfficates Profiles Signals
MName Linked signals 'EID ﬂ 0. Hydr. Adjustmert -~

-] 1. Shear # RSF / 51-56

=-[B % 2. Stands 17 a roll forces

¢ Time MQTT JA+0D=7 | | L] [] " 2:0: F5 Servo 0S 1

[ 2:1: F5 Serva 05 2

[ 2:2: F5 Servo DS 1
0" 2:3:F5Senvo DS 2

’ -] s 2:4: 060 F1 RPM

..... {7 Add data store ... Profile properties - T 2:5: 061 F1 cument

Mode: Original timebase : "\ 2:6: 062 F2RPM

] M 2:7: 063 F2 curment

Compression: Standard -1 2:3: 064 FARPM

-] 2:9: 065 F3 cument

[\, 2:10: 066 F4 RPM

-] 2:11: 067 F4 cument

[\ 2:12: 068 F5 RPM

[\, 2:13: 069 F5 cumrent

~[1" 2:14: 070 F6 RPM v

" Asis 0A +0D =0

|||||II||||||II||II|III|III|III|
0 128 2% 384 512 s40 78 8% 1024 ! Aeply el

Note

° Additional information about the storage profiles can be found in the ibaPDA
1 manual, part 5.

Select the topic to which you would like to assign certain signals and select a storage profile in
the profile list. Set a check mark in the selection fields next to the signals which you would like
to assign to this profile.

The Profile properties section displays some information about the configured timebase and fil-
tering of the selected profile.
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For the single value formats and “JSON (per signal)”, if you select more than one signal, a sep-
arate subticket is created for each selected signal so that the data can be distinguished on the
receiving end.

MQTT data stores are licensed per number of written signals. You can find the current number
of selected signals in all MQTT data stores at the bottom of the dialog, similar to the number of
configured signals in the I/O Manager. The length of the bar corresponds to the licensed num-
ber of signals.

In the example above, a maximum of 1024 signals can be written via MQTT data stores. Current-
ly 7 signals are enabled.

Signal selection for MQTT Sparkplug B data store
The procedure for MQTT Sparkplug B data store is basically identical to the MQTT timebased
data store. The difference is that the signals are selected in the Edge Node or Devices nodes.

Click in the Sparkplug B devices node, in the Signals column of the device list on the <...> button
to access the signal selection dialog.

MQTT Sparkplug B data store 1 - Sparkplug B Devices

+ X
[ Send only changed values Mumber of active devices:
[] Use alias for DATA messages Mumber of active signals: ljl
[] Use raw data type in DATA messages
Active Device Name Metadata Signal reference Signals
EdgeMode Signal ID 0A +00 =0
Device Mode Signal 1D DA +0D =0
Device Mode_1 Signal ID 0A+0D =0

Or select the Edge Node or a device in the tree structure.

5] Data storage O X
DEEBEDNIEBE
2 ;;"Elifemm Sparkplug B Devices - EdgeNode
- [l Diagnostics =
5T Cetficates Profiles Signals
& (@ Data store 1 Hame Linked signals @E ﬁ 0. Hydr. Anstellung al
ibaHD data store 1 5 [z A 1. Schere / RSF / 51-56
MQTT Sparkplug B data store 1 < fei 0A+00=0 | |\© S > Geriste 17 u Wabddfe
Trigger mode < MQTT 124 +00 =12 [ M 2:0: F5 Servo BS 1
Sparkplug B Devices N 10ms 0A+0D0=0 [ M 2:1: F5 Servo BS 2
[N 2:2:F5 Servo A5 1
- @ Device Node [ s 2:3: F5 Servo AS 2
: - @ Device Node_1 [ " 2:4: 060 F1 Drehzahl
il Buffer Profile properties [ M 2:5: 081 F1 Srom
----- 71 Add data store ... Mode: Original timebase [ ™ 2:6: 062 F2 Drehzahl
A M 2:7: 0653 F2 Strom
Compression: Standard A s 2:8: 064 F3 Drehzahl
A M 2:9: 085 F3 Strom
N2
My 2 4
-]\ 2:12: 068 F5 Drehzahl
[ 2:13: 069 F5 Strom
-], 2:14: 070 F6 Drehzahl [¥]

III|||||||||||||||||||II‘III|III|
0 128 256 4 512 edo 768 mse wps 12 Aoply Cacy

Select a storage profile of type Time as described above and select the signals in the signal tree.
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5 Trigger mode

The description applies to the following types of data stores:

m DB/Cloud timebased

m Kafka cluster timebased

m MQTT timebased and MQTT Sparkplug B
m  MindSphere timebased

m InfluxDB timebased.

In the Trigger Mode node, you determine when data is recorded, here using the example of DB/
Cloud timebased data store.

] Data storage O *
DBERTME =l
12 Profiles - -
S s DB/Cloud timebased data store 1 - Trigger Mode
-~ B Diagnostics Start Trigger -
- Certfficates Trigaer type:
- [@ Data store 1 i
ibaHD evert data store 1 © Uncondtional
o ibaHD data store 1 T o e : V 7 =
k C\é B i ckinad s S ® Trigg g B I 1.28: Measure roll up rising edge
o () Triggerevery |50 |2 minutes starting at
 Signal selection
offie Buffer () One sample oni change of | 1 Unassigned w
[ ﬁ) Kafka-Cluster timebased data store n
EJ--'-"Q\B\ MQTT timebased data store 1 Prerigger time: 0,000 2 s
----- 7] Add data store ..
Trigger dead time: 0,000 = = [] Trigger at the start of the acquisition
I start trigger occurs again while already recording then ;
(@) Ignore it
(O) Extend recording time Maximum number of extensions: 3 = |
Stop Trigger
Trigger type:
O Tiggerafterrecording [0 [2] Hour [10 [&] Mn 0000 2]
(®) Trigger on signal I 1.29: Measure roll down [e] falling edge -
Post-rigger time ; 10,000 __: | s
"]
IIII|III|III|III|III|III|III|III| -
< >0 128 256 34 512 640 768 8% 1024 O Pooly Eancel
Start trigger

You initially choose whether you want to record continuously or initiated by a trigger.

Unconditional
Select this option to record data continuously. The recording starts immediately at the start of
the measurement or when clicking the <GO> button.

Trigger on signal
If you want the trigger to fire on a measured signal or a virtual signal, you need to check Trigger
on signal in the option field. In the fields next to this, define the properties of the trigger signal.

m Field 1: Drop-down list for signal selection (available analog and digital signals)

m Field 2: Drop-down list for selecting edges or levels
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Field 3: Drop-down list for selecting the trigger level value given in the specific physical unit
(field 3 is only enabled in case of analog trigger signals)

Start Trigger
Trigger type:
() Unconditional field 1 field 2 field 3
@® Trigger on signal "\ 0:30: 030 ZW2 V-lst v | rising edge v| 0540 1 mss
() Triggerevery 60 = =My 0:21: 021 F6 Weg AS Auslauf A
=\, 0:22: 022 F6 Weg BS Einlauf
(O One sample on change of Y, 0:23: 023 F6 Weg BS Auslauf
“M\; 0:24: 024 F7 Weg AS Einlauf
Pre higoer mp’ 0.000 “M\; 0:25: 025 F7 Weg AS Auslauf
“M\; 0:26: 026 F7 Weg BS Einlauf
Trigger dead time 0.000 L\, 0:27: 027 F7 Weg BS Auslauf sition
4"\, 0:28: 028 Treppenkurve BAB
i start trigger occurs again while alj "\, 0:29: 029 Wegmarken BAB
@® Ignore it Y] 0 20 030 72 V-ist |
o +-"y 0:31: 031 ZW2 V-Soll . .
() Bxtend recording time LIl 0.0: Triggemelais hber of extensions 3 B
Stop Trigger 3 ﬁ 1. Schere / RSF / 51-56
4 +-qnr 2. Geruste 1-7 u Walzkrafte
Trigger type: 4% 3. IBA-Logic
(O Trigger after recording 31-5eF 4. Schere
] _ i1- 75 5. meine Berechnungen
© Trgger on signal 455 10. 16 bt decoder ., | aling edge X

Both analog and digital signals can serve as triggers. Select the signal to be triggered via the sig-

nal tree in the selection list in field 1.

In fields 2 and 3 you can define the trigger event more specifically. These fields vary depending

on whether the selected trigger signal is analog or digitalt.

For analog signals, you can choose between level or edge triggers including a predefined

0.540 = mis

| ]
level (field 3).
Start Trigger
Trigger type:
() Unconditional
@) Trigger on signal "' 0:20: 030 ZW2 V-I5t [~]
() Triager every 50 : minutes starting at |'g'g
(C) One sample on change of | 1 Unassigned v E:E,‘f“::;l
m For digital signals, you can choose between level or edge triggers including the 2 levels logi-
cal O (FALSE) and logical 1 (TRUE).
Start Trigger
Trigger type:

() Unconditional
® Trigger on signal
(O Trigger every 50

() One sample on change of

Trigger every ...

| [l 0.0: Trigger relay

:-3-_'. minutes starting at

1 Unassigned

If you want to use a start trigger always at a certain time regularly, you can check the Trigger ev-
ery ... minutes starting at ... option. Enter the period given in minutes, or select it from the input
field. Value range is from 0 to 1440, which equals one day. Then enter or select the start time
for the first trigger. Value range is from 00:00 to 23:59, which equals one day.
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One sample on change of

When the value of the selected signal changes, a sample is recorded. The recording stops after
one sample, until the next signal change is detected. A deadtime can be configured to deter-
mine a minimum amount of time between samples. Before the deadtime has elapsed, no new
sample is recorded.

Pre-trigger time

You can configure a pre-trigger time and then the recording begins by the pre-trigger time be-
fore the trigger event. If the trigger condition is met, the incoming data is added to the data
buffered during the pre-trigger time.

Trigger dead time

This property is available for the start triggers Trigger on signal, Trigger every ... and One sample
on change of. The trigger dead time determines the time of suppressing subsequent triggers
after a trigger occurred.

If the dead time, for instance, is set to 5 seconds, all other triggers are ignored for the duration
of 5 seconds after the first trigger occurrence.

Trigger at the start of the acquisition

If you want the recording to start immediately at acquisition start or as soon as you apply a new
data storage configuration, select the Trigger on acquisition start option. If you do not enable
this option, the recording only starts when the trigger is fired.

If start trigger occurs again while file is already recording, then
You can determine here what should happen if a new start trigger occurs while a recording is
already running.

m Ignore it:
If you select this option, the system ignores any new start trigger during a running recording
for as long as the stop trigger occurs

m Extend recording time:
If you select this option, the system extends the duration of the running recording upon
occurrence of another start trigger during an ongoing recording. This occurs as often as set
in the "Maximum number of extensions" field. If the max. number of extensions is reached,
all subsequent start triggers are ignored. Of course, the recording is stopped immediately by
any stop trigger.

Stop trigger

The settings for the stop trigger are made in the same way as those for the start trigger. Here,
both analog and digital signals can also be used as triggers.

Trigger after recording of x hours x minutes x seconds
Here you can configure a time span according to which the recording is ended after the occur-
rence of the start trigger.

Trigger on signal
See explanation for start trigger above.
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Post trigger time

You can configure a post trigger time and then the recording ends by the post trigger time after
the stop trigger event.
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6 Diagnostics

6.1 Data storage status

The data storage status window shows the current status of the data stores.

Data s-torage status
E-w MyComputer(1

= [@ Data store 1

o ibaHD data store 1(7.44 KB/s)

----- % DB/Cloud timebased data store 1

.E‘ ﬁ) Kafka-Cluster timebased data store 1
i(X) Waiting for start trigger (00:00:00)

iwn Kafka cluster at pm-afkan.iba-vmnet local: 3092 (0.00 kB/s)

All defined data stores and their respective status are displayed here, depending on the data
store, with server address, acquisition duration, write speed, etc.

The icon in front of the name indicates the current status of the storage:

time is over
Disabled or faulty data store is indicated by a red cross in the data store icon.

Right-clicking on this node allows you to manually send a start or stop trigger.
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6.2

Diagnostics of data stores

The Diagnostics node in the data storage tree offers information about the system load by the
data stores. The measurement must be running.

%] Data storage O x
'™ B Es G A
-
Total load in acquistion thread caused by data stores Reset statistics |
- [:é Data store 1 Data store \rite speed (KB/s) Memory buffer(KE) File buffer (MB) Acquisition
[ %4 ibaHD event data store 1
o >@ ibaHD data store 1 Mame Destination Average Max Average Max Average Max Thread load
-8 DB/Cloud timebased data store 1 [= Erfassungsthread (0,35%)
- § KaficaClustertimebased data stors ||| (3| Data store 1 e\ 9,02 53,64 0,00 0,00 | 0,19%
rri‘% md?jzl;zn:t:?:ed deta Rors ] .L:J.iPaHD event data store 1 (E.J,Qé%) i . ) i
2 |ibeHD event data store 1 | MyComputer01\HD_TRIG 0,27 0,39 0,00 0,01 0,02%
.L:J.ibaHD data store 1 [U,Z]%‘) - o i . ) .
@ |ibaHD data store 1 [MyComputerd1\HD Time2 7,01 3,28 0,00 18 | 0,09%
.L:J.DB,"doud timebased data sinr-e i (D,DD%). - ) . ) )
@ |DB/Cloud tmebased dat... | hanaserver: 38013 0,00 0,00 0,00 oo | 0,03%
.B.Ka%"'-leclusber timebased dE.EI store 1 (0,00%) ) . ) )
% |KafaCluster timebased... |locahost:o092 0,00 000 | 26883 | 29607 | 0,02%
IEIMQ'IT imet d data stnré 1 (0,00%) i . . . ) i
&8 [MOTT timebased data st.. locahost I I [ assz2 | 0,05%
— Show actual values T
Write speed unit 3 ‘ |7| KB/s
MB/s
MB/h
< > Fpply. Cancel

The performance values of all data stores are shown in the table. There is one row per data
store. The rows are grouped according to the threads that write the data.

In each group row is the name of the thread and (in brackets) the time utilization (100% means
the thread is overloaded). The load average is displayed by default. But you can switch between
the average and actual value using the context menu.

The Destination column indicates the respective target to which the data is written, for exam-
ple a hard disk partition, the address of the database, the address of the Kafka cluster, etc. The
Write speed indicates how fast the data is written.

The Memory buffer (kB) columns indicate how much data is buffered in ibaPDA. The columns
File buffer (MB) indicate how much data is buffered in the file buffer.

The Acquisition Thread load column indicates various information depending on the data stores.
For timebased data stores, the Acquisition Thread load column indicates the amount of time
needed for the run length encoding and writing to a disk. For DB/Cloud, MQTT, Kafka Cluster,
InfluxDB and MindSphere data stores, the column indicates the load caused by the analysis of
the triggers and creation of the row data.

For HD data stores, the partial processing time is displayed, that is used for the creation of the
data to be written on the HD server. These values already contain the run length encoding for
timebased stores, event trigger calculation for event stores and the calculation of the lengthba-
sed data for lengthbased stores.

Additional information about diagnostics can be found in the ibaPDA manual, part 5.
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7 Appendix

7.1 Description of the data formats

7.1.1 Data format JSON (grouped)

The following explains the setup of the data format "JSON (grouped)" using an example with
three signals. The signals are defined as follows:

| Fe General ]|nu Analog [ II' Digial |

Mame Expression Unit Comment 1 Comment 2
Uésmnmname_ﬂ I i o
1 signalname_1 i GenerateSignal(1) 2 | unit_1 ‘Example_comment1_1 Example_comment2_1
2 Signalname_2 | £ | GenerateSignal(2) ? Unit_2 Example_comment1_2 Example_comment2_2
* £ %

JSON example for signal ID as a signal reference

{
"[0:0]": Actual wvalue,
"[0:0].ID": "[O:0]",
"[0:0] .Name": "Signalname 0",
"[0:0].Unit": "Unit 0",
"[0:0].Commentl": "Example commentl 0",
"[0:0].Comment2": "Example comment2 0",
"[0:1]": Actual wvalue,
"[0:11.ID": "[O:1]1",
"[0:1].Name": "Signalname 1",
"[0:1].Unit": "Unit 1",
"[0:1].Commentl": "Example commentl 1",
"[0:1].Comment2": "Example comment2 1",
"[0:2]": Actual wvalue,
"[0:2].ID": "[0:2]",
"[0:2] .Name": "Signalname 2",
"[0:2].Unit": "Unit 2",
"[0:2].Commentl": "Example commentl 2",
"[0:2].Comment2": "Example comment2 2",
"Timestamp": "2020-01-21T13:10:53.0002189z",
"Identifier": "My identifier"

}

Red: optional signal-related metadata
Green: optional group-related metadata
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Note
° Please note that these are examples created using a specific version. The order
1 of the keys may change and differ from this example.

Therefore, use standard JSON methods to determine the values based on the key
definitions.

JSON example for signal name as a signal reference
{

"Signalname 0": Actual value,

"Signalname 0.ID": "[0:0]",

"Signalname 0.Name": "Signalname 0",
"Signalname 0.Unit": "Unit 0",

"Signalname 0.Commentl": "Example commentl 0",
"Signalname 0.Comment2": "Example comment2 0",
"Signalname 1": Actual value,

"Signalname 1.ID": "[O0:1]",

"Signalname 1.Name": "Signalname 1",
"Signalname 1.Unit": "Unit 1",

"Signalname 1.Commentl": "Example commentl 1",
"Signalname 1.Comment2": "Example comment2 1",
"Signalname 2": Actual value,

"Signalname 2.ID": "[0:2]",

"Signalname 2.Name": "Signalname 2",
"Signalname 2.Unit": "Unit 2",

"Signalname 2.Commentl": "Example commentl 2",
"Signalname 2.Comment2": "Example comment2 2",
"Timestamp": "2020-01-21T13:20:13.0009119z2",
"Identifier": "My identifier"

Red: optional signal-related metadata
Green: optional group-related metadata
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7.1.2

Data format JSON (per signal)

The following explains the setup of the data format “JSON (per signal)” using an example with
three signals. The signals are defined as follows:

| £ General | "\ Analog | IIl Digtal |

Mame Expression Unit Comment 1 Comment 2
0 ESignaIname_ﬂ o i 0
1 Signalname_1 | GenerateSignal(t) | P | Unit_1 Example_comment1_1 Example_comment2_1
2 Signalname_2 .Q;Generateﬂignal{ﬂj [ Unit_2 Example_commentl 2 Example_comment2_2
* Al FE

JSON example for signal ID as a signal reference

{
"Signal": "[0:0]1",
"Value": Actual wvalue,
"Ip": "[0:0]",
"Name": "Signalname 0",
"Unit": "Unit 0",

"Commentl": "Example commentl 0",
"Comment2": "Example comment2 0",

"Timestamp": "2020-01-21T13:26:50.8784074z",

"Identifier": "My identifier"

"Signal": "[0:1]1",
"Value": Actual wvalue,
"Ip": "[0:1]1",

"Name": "Signalname 1",
"Unit": "Unit 1",

"Commentl": "Example commentl 1",
"Comment2": "Example comment2 1",

"Timestamp": "2020-01-21T13:26:50.8784074z",

"Identifier": "My identifier"

"Signal": "[0:2]",
"Value": Actual wvalue,
"Ip": "[0:2]",

"Name": "Signalname 2",
"Unit": "Unit 2",

"Commentl": "Example commentl 2",
"Comment2": "Example comment2 2",

"Timestamp": "2020-01-21T13:26:50.8784074z",

"Identifier": "My identifier"

Red: optional signal-related metadata
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JSON example for signal name as a signal reference

{

"Signal": "Signalname 0",

"Value": Actual value,

"ID": "[0:01",

"Name": "Signalname 0",

"Unit": "Unit 0",

"Commentl": "Example commentl 0",
"Comment2": "Example comment2 0",
"Timestamp": "2020-01-21T13:36:37.53100162",
"Identifier": "My identifier"

"Signal": "Signalname 1",

"Value": Actual value,

"Ip": "[O:11",

"Name": "Signalname 1",

"Unit": "Unit 1",

"Commentl": "Example commentl 1",
"Comment2": "Example comment2 1",
"Timestamp": "2020-01-21T13:36:37.53100162",
"Identifier": "My identifier"

"Signal": "Signalname 2",

"Value": Actual value,

"ID": "[0:2]",

"Name": "Signalname 2",

"Unit": "Unit 2",

"Commentl": "Example commentl 2",
"Comment2": "Example comment2 2",
"Timestamp": "2020-01-21T13:36:37.53100162",
"Identifier": "My identifier"

Red

: optional signal-related metadata
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8 Support and contact

Support

Phone: +49 911 97282-14

Email: support@iba-ag.com

Note
° If you need support for software products, please state the number of the licen-
1 se container. For hardware products, please have the serial number of the device
ready.

Product Security Incident Response Team (PSIRT) at iba

Current advisories: www.iba-ag.com/en/security
Email: psirt@iba-ag.com

Contact

Headquarters

iba AG

Gebhardtstrasse 10-20
90762 Fuerth

Germany
Phone: +49 911 97282-0
Email: iba@iba-ag.com

Mailing address

iba AG
Postbox 1828
D-90708 Fuerth, Germany

Delivery address

iba AG
Gebhardtstrasse 10
90762 Fuerth, Germany

Regional and worldwide

For contact data of your regional iba office or representative
please refer to our web site:

www.iba-ag.com
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